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Something for every criminal

The Dark Net can be a terrifying place. It's home to many illegal
services and products, from stolen video streaming accounts to
guns, drugs, and more.

It's impossible to cover everything, so we took a closer look at some
of the illegal products that pertain directly to consumers.

People might read in the media that their stolen credentials or credit
cards ended up for sale on the Dark Net, but it’s difficult to picture
how or where, since this is such a hazy part of the online world.

Looking behind the curtain is always useful, especially for
consumers, as it might persuade them to be a lot more careful with
their personal information.

This report only covers a small fraction of what’s available on the
Dark Net, but it's enough to give people an idea of what this part of
the Internet looks like. It’'s still a dangerous place, but at least it won’t
be mysterious.

Not everything on the Deep Web or even the Dark Net is illegal. But
the reality is that this is where many criminals come to sell their
goods, and where other criminals come to buy.

Which makes it an interesting from another perspective. Yes, you
can actually find illegal products, but there’s also a lot of scamming
going on, mainly due to people trying to sell things they don’t have.

Just like in the “above” world, people will try to scam customers, and
this is especially true on the Dark Net.
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Credit cards

l, When criminals gain access to a credit

. . CLONED CARDS
card, this is how the sale might look R BUY 1 CARD PRICE 808
. . SO clacount BUY 2 CARD PRICE 150%
l, Cloned, stolen or skimmed credit cards iy e e
sometimes end up on the black o BUY ) (D A
market. And they sell at a price that pament - 4 CARD PRICE 2508
will scare anyone. . o VA0S Uy 5 CARD PRICE 2905
, It looks and acts pretty much like a e o |
regu|ar Store_ ol We have a really good discount for massive orders. Send
. . your offers to us: mikeandri@dnmx.org
l, Depending on the order, it can go as
low at $80.

Our Prices

USD cards

1 card with $700 guaranteed and up to $1000 - 60 USD

1 card with $1000 guaranteed and up to $2000 - 140 USD
1 card with $2000 guaranteed and up to $3000 - 210 UsSD

EUR cards

1 card with 700EUR guaranteed and up to 1000EUR - 60 EUR
1 card with 1000EUR guaranteed and up to 2000EUR - 140 EUR
1 card with 2000EUR guaranteed and up to 3000EUR - 210 EUR
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Other offers are much more direct, and sellers often sell them at a
discount. The following list is only a selection from a single seller, but it
gives a rough idea just how extensive this business really is. (Note: the
emoji-like characters are exactly as they appear in the seller’s forum
post.)

Amex Black # CC + CVV # UP TO $60k Balance - $620
Fresh # USA # VISA Gold CC + CVV # $25k+ (guaranteed) - $175
HQ Amex #: CC + CVV # UP TO $10k Balance - $75

HQ MasterCard Gold # CC + CVV % UP TO $10k (guaranteed) - $85

HQ VISA Gold #: CC + CVV # UP TO $15k (guaranteed) - $112

ULTRA %: MasterCard Gold # CC + CVV # UP TO $75k (guaranteed) - $610

HQ VISA Platinum # CC + CVV # UP TO $30k (guaranteed) - $288
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Financial services

l, Any online service that deals with

money will be a prime target and a hot Paypal Account
|”ega| Item on the Dark Net The balance of the Paypal Account
|.) FlnanC|a| SerVICGS SUCh as PayPaI or can slightly vary. Less will not! You will

get account within 2 hr after

Western Union are widely used in the

. payment!
United States. These are not the only
targets Click the BUY, time will be 2 hours for

. . payment!

l, Prices fluctuate depending on offer a ‘
and demand, which is the main reason o et \
for the low price. There’s also no real ":(y bl
1 1x Personal Account (& to

guarantee that a bought account will L e

be accessible. Western Union

Transfer

MTCN Will be ready for pick up in

1x  Personal Account (@S]
$250 8500% buy

maximum Thour after payment.

Click the BUY, time will be 2 hours for

payment!

1x Western Union
$140 Transfer 3500%

1x  Western Union Click to
$170 Transfer 6000$ buy

1x Western Union ‘
$240 Transfer 8000% ‘
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Crypto and mobile network services

356

Card LEBARA MOBILE

- LEWA
¢ 3 4 ;&;zerland u:ri;jwide

l, As anyone can imagine, crypto
currencies are of interest everywhere.

l, I's not really a surprise that
compromised crypto accounts, from
services like crypto.com, are available

for sale.

l, Depending on the location, it’s also
possible to buy working SIM cards in Crypto.com Full account
bulk. Four anonymous Swiss numbers verified with device & sim

cost around 300 euros.

Rating Sold Source Ships to
0 United Worldwide
Kingdom

CDntac‘ vendor _

OFFERED BY
MisterSwiss

L o 2

4 hours
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Social media accounts and data breaches

l, While it might not be evident,
compromised social media accounts

are highly sought after. . PRT)  Leaks
|, Data breaches related to social media Lln kEd |n
networks and other types of accrued oo
databases are aISO Often found Online 533 Millions Users 106 Countries, phone numbers, geographic locations,
for- Sale. L E A K s ::ll::!s;::;T::;er:snccupaliuns, relationship statuses, account creation
l, Most of the time, the prices of Linkedin DATA SHOP
Credentlals for many Of these data 700 Millions Users, SGL DUMP ( 1.56 TB) full base Email:Hash
breaches are really low. USA People 230 Milions
l, Buying followers online is also

possible. For example, 50,000
Instagram followers cost around $250.

DESCRIPTION
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Other types of data
breaches

l, Ever wonder how attackers get ahold of employees'
credentials? They buy them from the Dark Net.

l, The same goes for other types of information, such as
IPs, names and even keys from crypto ledgers.

l, Many of these databases are built from multiple data
breaches and assembled into a single source.

Databases Selling

Press or faiE Al on keyboard to search our database. Click table header to sort databases.

Year | Database Site Records Price | Buy

2022 | Shanghai National Police database NEW! police.sh.cn 1,022,398,123 | $1064 | W™ buy
2021 | Iraq citizenship database NEW! inis.gov.iq 37,198,240 $72 ™ buy
2015 | 000Webhost Database 000webhost.com 13,545,468 $46 ™ buy
2021 | 123RF Database 123rf.com 8,661,578 $41 ™ buy
2013 | 1337 Crew Database 1337-crew.to 18,965 $20 ™ buy
2014 | 143VPN Database 143vpn.com 586 $19 ™ buy
2016 | 17.Media (17 E#F) Database 17 .media 28,052,322 $62 W buy
2011 | 17173 Chinese Database 17173.com 9,755,600 $42 ™ buy
2011 | 178 Database 178.com 9072977 $41 ™ buy
2018 | 2,844 Database Collection Troyhunt *Multiple* 80,115,532 $117 | ™buy
2018 | 500px Database 500px.com 14,870,303 $48 ™ buy
2011 | 7k7k Database 7k7k.com 14,928,048 $48 ™ buy
2018 | 8fit Database Bfit.com 15,025,407 $48 ™ buy
2017 | 8Tracks Database 8tracks.com 18,674,439 $52 ™ buy
2016 | Abandonia Database abandonia.com 782,609 $28 ™ buy
2014 | Acne Database acne.org 432,943 $26 ™ buy
2019 | ActionNetwork Database actionnetwork.com 692,310 $28 ™ buy
2013 | Adobe Database adobe.com 152,445,165 $190 ™ buy
2016 | Adult Friend Finder 2016 Database adultfriendfinder.com 220,000,209 $258 ™ buy
2015 | Adult Friend Finder Database adultfriendfinder.com 3,867,997 $34 ™ buy
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Physical IDs

l, Real IDs, or IDs that are as close to
real as possible, are among the most
expensive items. This is one reason
we need to guard our IDs very closely.

l, Criminals offer all kinds of IDs. For
example, we found German driving
licenses, with embedded NFC chips,
selling for 2,500 Euros.

l, A registered Maltese passport goes for
up to 3,500 Euros, a registered UK
passport for 2,500 Euros, and a US
passport for 1,680 Euros.

l, An EU biometric passport can go for
as much as 4,500 Euros.
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Other > Things that fit nowhere else

Other > Things that fit nowhere else == PERSONAL ID CARD/ DIFFERENT
== DRIVER LICENSE DIFFERENT COUNTRIES COUNTRIES PREMIUM k&
PREMIUM §&

(=) LuckyXLuke 1) Escrow

9) LuckyXLuke i) Escrow

Germany Worldwide
Germany Worldwide

Other > Things that fit nowhere else

wm PASSPORT + NFC-CHIP DIFFERENT
COUNTRIES PREMIUM k&

(@) LuckyXLuke (© Escrow
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Streaming services

Whether they're stolen or created with . e 1RTC = A0S0 | (e = 270 28080
L . y . " 2 R Netfllx Glﬂ card $30 NETFLIX LIFETIME CRACKED APPFREE NETFLIX FOREVER
compromised credit cards, streaming — $60 — $100
accounts are also available for
pu rCh ase_ Please Read The Text Below |

l, Criminals make bundles and try all
types of marketing strategies to ——
persuade people to buy. ‘ — e

l, These are some of the products that . L

can be purchased using crypto
6-PACK
hulu HB@ ) tV+ %fsnsp\+ pele ﬁ
Dyt BV
s s [

Price : 4.00 USD

Seller :  pegasus

Seller location . Worldwide
Ships to (seller) 2 Worldwide

Ships to (product) : Worldwide

Category 3 Accounts

Quantity in stock g 339

currency.

0.001 BTC 0.001 BTC 0.001 BTC 0.001 BTC 0.001 BTC 0.001 BTC 0.005 BTC
Buy Buy Buy Buy

All accounts are 3 years paid
We send you a complete NEW account for the service selected
0% problems, all our accouts are legal, you can use it FOREVER
Guaranteed | ©2020
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How to stay safe online

l, Given how much of our information can end up online, it's only
logical to look for ways to make sure we’re at least protected.

l, Stay updated. It’s important to know which company was affected,
what type of information was compromised and how many people
were affected and the time period of the breach (if pertinent).
Knowing this information can help determine whether or not your
information is at risk.

l, Monitor your credit/debit cards closely. If there is a chance that
your credit or debit card information was stolen, keep an eye on
your bank statements for unauthorized activity.

l, One way to remain safe is to always check your digital footprint by
using a dedicated identity protection plan: Digital Identity Protection
or ldentify Theft Protection.

l, Using these services, you can discover if any of your personal
information has ended up online without your knowledge.

l, Communicate with your bank. If you notice any unauthorized
activity on your cards, call your bank to file a claim for fraud.




Trusted.
Always.
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