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How Much Is Your 
Digital Life Worth on 
the Dark Net?



We often hear terms like “Dark Web” or “Dark Net,” and they might sound 
mysterious. Since these terms are often associated with crimes, it’s not 
surprising they have an unsettling aura.

The Dark Net is not a difficult concept to understand. It’s a part of the 
Internet that can only be accessed with specialized Internet browsers and 
it’s not indexed by search engines. This means that you need to already 
know where to go, which makes it more challenging to access by regular 
users.

It should not be confused with the Deep Web, which accounts for most of 
the Internet. Much of the content of the Deep Web is not directly accessible 
because it requires credentials, and it’s not indexed by search engines 
either. 

Any website that requires credentials, like science journals, for example, 
fall into the Deep Web category. Search engines do not index their content; 
you need access to visualize it.

What exactly is the Dark Net?



The Dark Net can be a terrifying place. It’s home to many illegal 
services and products, from stolen video streaming accounts to 
guns, drugs, and more. 

It’s impossible to cover everything, so we took a closer look at some 
of the illegal products that pertain directly to consumers.

People might read in the media that their stolen credentials or credit 
cards ended up for sale on the Dark Net, but it’s difficult to picture 
how or where, since this is such a hazy part of the online world.

Looking behind the curtain is always useful, especially for 
consumers, as it might persuade them to be a lot more careful with 
their personal information.

This report only covers a small fraction of what’s available on the 
Dark Net, but it’s enough to give people an idea of what this part of 
the Internet looks like. It’s still a dangerous place, but at least it won’t 
be mysterious.

Not everything on the Deep Web or even the Dark Net is illegal. But 
the reality is that this is where many criminals come to sell their 
goods, and where other criminals come to buy.

Which makes it an interesting from another perspective. Yes, you 
can actually find illegal products, but there’s also a lot of scamming 
going on, mainly due to people trying to sell things they don’t have. 

Just like in the “above” world, people will try to scam customers, and 
this is especially true on the Dark Net.

Something for every criminal



↳ When criminals gain access to a credit 
card, this is how the sale might look

↳ Cloned, stolen or skimmed credit cards 
sometimes end up on the black 
market. And they sell at a price that 
will scare anyone. 

↳ It looks and acts pretty much like a 
regular store.

↳ Depending on the order, it can go as 
low at $80.

Credit cards



Other offers are much more direct, and sellers often sell them at a 
discount. The following list is only a selection from a single seller, but it 
gives a rough idea just how extensive this business really is. (Note: the 
emoji-like characters are exactly as they appear in the seller’s forum 
post.)

Amex Black ☀︎ CC + CVV ☀︎ UP TO $60k Balance - $620 

Fresh ☀︎ USA ☀︎ VISA Gold CC + CVV ☀︎ $25k+ (guaranteed) - $175 

HQ Amex ☀︎ CC + CVV ☀︎ UP TO $10k Balance - $75 

HQ MasterCard Gold ☀︎ CC + CVV ☀︎ UP TO $10k (guaranteed) - $85 

HQ VISA Gold ☀︎ CC + CVV ☀︎ UP TO $15k (guaranteed) - $112 

ULTRA ☀︎ MasterCard Gold ☀︎ CC + CVV ☀︎ UP TO $75k (guaranteed) - $610

HQ VISA Platinum ☀︎ CC + CVV ☀︎ UP TO $30k (guaranteed) - $288 



↳ Any online service that deals with 
money will be a prime target and a hot 
illegal item on the Dark Net.

↳ Financial services such as PayPal or 
Western Union are widely used in the 
United States. These are not the only 
targets.

↳ Prices fluctuate depending on offer 
and demand, which is the main reason 
for the low price. There’s also no real 
guarantee that a bought account will 
be accessible.

Financial services



↳ As anyone can imagine, crypto 
currencies are of interest everywhere.

↳ It’s not really a surprise that 
compromised crypto accounts, from 
services like crypto.com, are available 
for sale.

↳ Depending on the location, it’s also 
possible to buy working SIM cards in 
bulk. Four anonymous Swiss numbers 
cost around 300 euros.

Crypto and mobile network services



↳ While it might not be evident, 
compromised social media accounts 
are highly sought after.

↳ Data breaches related to social media 
networks and other types of accrued 
databases are also often found online 
for sale.

↳ Most of the time, the prices of 
credentials for many of these data 
breaches are really low.

↳ Buying followers online is also 
possible. For example, 50,000 
Instagram followers cost around $250.

Social media accounts and data breaches



↳ Ever wonder how attackers get ahold of employees' 
credentials? They buy them from the Dark Net.

↳ The same goes for other types of information, such as 
IPs, names and even keys from crypto ledgers.

↳ Many of these databases are built from multiple data 
breaches and assembled into a single source.

Other types of data 
breaches



↳ Real IDs, or IDs that are as close to 
real as possible, are among the most 
expensive items. This is one reason 
we need to guard our IDs very closely.

↳ Criminals offer all kinds of IDs. For 
example, we found German driving 
licenses, with embedded NFC chips, 
selling for 2,500 Euros.

↳ A registered Maltese passport goes for 
up to 3,500 Euros, a registered UK 
passport for 2,500 Euros, and a US 
passport for 1,680 Euros. 

↳ An EU biometric passport can go for 
as much as 4,500 Euros.

Physical IDs



↳ Whether they’re stolen or created with 
compromised credit cards, streaming 
accounts are also available for 
purchase.

↳ Criminals make bundles and try all 
types of marketing strategies to 
persuade people to buy.

↳ These are some of the products that 
can be purchased using crypto 
currency.

Streaming services



↳ Given how much of our information can end up online, it’s only 
logical to look for ways to make sure we’re at least protected.

↳ Stay updated. It’s important to know which company was affected, 
what type of information was compromised and how many people 
were affected and the time period of the breach (if pertinent). 
Knowing this information can help determine whether or not your 
information is at risk.

↳ Monitor your credit/debit cards closely. If there is a chance that 
your credit or debit card information was stolen, keep an eye on 
your bank statements for unauthorized activity.

↳ One way to remain safe is to always check your digital footprint by 
using a dedicated identity protection plan: Digital Identity Protection 
or Identify Theft Protection.

↳ Using these services, you can discover if any of your personal 
information has ended up online without your knowledge.

↳ Communicate with your bank. If you notice any unauthorized 
activity on your cards, call your bank to file a claim for fraud.

How to stay safe online



Trusted. 

Always. 
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