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Summary
Ever since the Bitcoin boom, crypto currencies 
have risen sharply in value year after year. Besides 
attracting more investment, this gain has also 
increasingly motivated malicious actors to develop 
stealer malware specialized in gaining access to 
cryptocurrency wallets. Once they get to these 
wallets, they can freely and irreversibly transfer funds 
to wallets controlled by the attacker. In the past year, 
security researchers have noticed a surge in such 
cryptocurrency stealers such as the famous Redline 
Stealer [1] and WeSteal [2].

Bitdefender researchers are constantly monitoring 
crypto wallet stealers. This is how we spotted a 
GURSSHU�ZLWK�D�KLGGHQ�ͤOH�WKDW�UDQ�IURP�WKH�?:LQGRZV?
6\VWHP��?�IROGHU��7KH�GURSSHU�DOZD\V�ZURWH�WKH�VDPH�
ͤOH��PVFUOLE�H[HW�R�WKH�GLVN��2XU�DQDO\VLV�GHWHUPLQHG�
WKLV�LV�D�FU\SWRFXUUHQF\�VWHDOHU��EXW�LWV�H[HFXWLRQ�
flow seems different from what we’re used to seeing 
in the wild. We named the stealer BHUNT after the 
main assembly’s name. BHUNT is a modular stealer 
ZULWWHQ�LQ��1(7��FDSDEOH�RI�H[ͤOWUDWLQJ�ZDOOHW�FRQWHQWV�
�([RGXV��(OHFWUXP��$WRPLF��-D[[��(WKHUHXP��%LWFRLQ��
/LWHFRLQ�ZDOOHWV���SDVVZRUGV�VWRUHG�LQ�WKH�EURZVHU��
and passphrases captured from the clipboard.

In this article, we describe how we managed to 
XQSDFN�WKH�H[HFXWDEOH�ͤOHV�XVHG�LQ�WKLV�FDPSDLJQ��:H�
ZLOO�SUHVHQW�WKH�H[HFXWLRQ�IORZ�RI�WKH�PDOZDUH�DQG�ZH�
analyze each module to determine its capabilities.

Key Findings
 O Bitdefender researchers have discovered a new 

family of crypto-wallet stealer malware, dubbed 
BHUNT

 O %LQD\�ͤOHV�DUH�KHDYLO\�HQFU\SWHG�ZLWK�FRPPHUFLDO�
packers such as Themida and VMProtect

 O 7KH�VDPSOHV�LGHQWLͤHG�DSSHDU�WR�KDYH�EHHQ�GLJLWDOO\�
VLJQHG�ZLWK�D�GLJLWDO�FHUWLͤFDWH�LVVXHG�WR�D�VRIWZDUH�
FRPSDQ\��EXW�WKH�GLJLWDO�FHUWLͤFDWH�GRHV�QRW�PDWFK�
the binaries.

 O Malware components are specialized in stealing 
ZDOOHW�ͤOHV��ZDOOHW�GDW�DQG�VHHG�VHFR���FOLSERDUG�
information and passphrases used to recover 
accounts

 O 7KH�PDOZDUH�XVHV�HQFU\SWHG�FRQͤJXUDWLRQ�VFULSWV�
that are downloaded from public Pastebin pages.

 O Other components specialize in theft of passwords, 
cookies and other sensitive information stored in 
&KURPH�DQG�)LUHIR[�EURZVHUV

Technical analysis
Before jumping into the technical aspects, we’d like to 
reiterate several core concepts about two packers used 
E\�WKH�PDOZDUH��903URWHFW�DQG�7KHPLGD��$OPRVW�DOO�
components of the malware use some form of packing, 
and we had to go through the same steps to unpack 
them, as described in the following section.

A primer on packers
VMProtect [3] and Themida [4] are packers that use a 
software virtual machine to emulate parts of code on 
a virtual CPU that has a different instruction set than 
a conventional CPU. This makes reverse-engineering 
WKH�FRGH�H[WUHPHO\�GLIͤFXOW�EHFDXVH�RQH�ͤUVW�QHHGV�
to understand the virtual CPU’s architecture and 
instruction set [5] and then replace the opcodes with 
their native counterparts. Only then can an analyst 
grasp the meaning of the code [6] and bypass the 
other obfuscation techniques employed by the packer. 
9LUWXDOL]LQJ�FRGH�FRPHV��KRZHYHU��DW�WKH�H[SHQVH�
of resource consumption and increased time for 
H[HFXWLRQ��7KHUHIRUH��LQ�PDQ\�FDVHV��GHYHORSHUV�ZKR�
use VMProtect or Themida virtualize only some critical 
SDUWV�RI�WKHLU�FRGH��OLFHQVLQJ��VDQGER[�GHWHFWLRQ��
GHFU\SWLRQ�NH\V�DQG�URXWLQHV��HWF���DQG�OHDYH�WKH�RWKHU�
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parts unvirtualized, in a packed state. From a reverse-engineering perspective, this means that, if we could bypass the 
DQWL�VDQGER[�DQG�DQWL�GHEXJJHU�WHFKQLTXHV�RI�WKH�SDFNHU��ZH�FDQ�JHW�PRVW�RI�WKH�XQSDFNHG�FRQWHQWV�E\�GXPSLQJ�WKH�
process memory during runtime.

Going step by step through the code with a debugger and bypassing every check is tedious work. More so, if the 
debugger detection code is virtualized, then there is no chance of getting through it in a reasonable time. Therefore, 
we need to rely on our knowledge of how to detect debuggers. To achieve this, we must patch the information in 
memory and hook all the functions to bypass debugger detection. However, manually adding hooks every time we 
VWDUW�D�GHEXJ�VHVVLRQ�LV�DOVR�WHGLRXV��VR�ZH�FDQ�XVH�6F\OOD+LGH�>�@��D�SOXJLQ�IRU�2OO\GEJ�[��GEJ�,'$�WKDW�FRQWDLQV�
various anti-anti-debugger techniques. With some luck, the debugged process will run, then we can save its memory 
WR�KRSHIXOO\�UHYHDO�WKH�XQSDFNHG�FRGH��7R�GXPS�DQ�H[HFXWDEOH�IURP�PHPRU\�ZH�FDQ�XVH�6F\OOD�>�@��DQ�RSHQ�VRXUFH�
WRRO�WKDW�FDQ�UHEXLOG�WKH�LPSRUW�GLUHFWRU\�RI�DQ�0=3(�ORDGHG�LQ�PHPRU\�

)RU�PRVW�RI�WKH�H[HFXWDEOHV�SDFNHG�E\�903URWHFW��WKHVH�VWHSV�DUH�HQRXJK�WR�UHYHDO�XQSDFNHG�FRQWHQWV�LQ�D�PHPRU\�
GXPS��,Q�WKH�ͤJXUH�EHORZ��ZH�FDQ�VHH�YDOLG�VWULQJV�DORQJ�ZLWK�D�ORZ�HQWURS\�UHVHPEOLQJ�FRGH�DQG�YDOLGbint3bRSFRGHV�

)LJ����&RQWHQWV�RI�D�̨OH�SDFNHG�ZLWK�903URWHFW�DIWHU�GXPSLQJ�LW�IURP�PHPRU\

,Q�WKH�FDVH�RI�7KHPLGD��HYHQ�LI�ZH�E\SDVV�DOO�WKH�GHEXJJHU�GHWHFWLRQ��ZH�VWLOO�GRQ̵W�JHW�DQ�XQSDFNHG�H[HFXWDEOH��$V�
ZH�FDQ�VHH�LQ�WKH�ͤJXUH�EHORZ��ZH�GXPSHG�WKH�PHPRU\�RI�RXU�H[HFXWDEOH�DIWHU�LW�JRW�ORDGHG�LQ�PHPRU\��EXW�ZH�RQO\�
see a big blob of packed code with high entropy and scrambled strings.
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)LJ����&RQWHQWV�RI�D�̨OH�SDFNHG�ZLWK�7KHPLGD�DIWHU�GXPSLQJ�LW�IURP�PHPRU\

There are two very useful plugins or scripts that can unpack some Themida versions. These plugins can be loaded 
LQWR�2OO\GEJ�RU�[��GEJ�DQG�WKH\�FDQ�XQSDFN�FRQWHQWV�ZKHQ�WKH�H[HFXWDEOH�LV�ORDGHG�LQ�PHPRU\��+LVWRULFDOO\��IRU����ELW�
H[HFXWDEOHV�DQG�2OO\GEJ��WKHUH�ZDV�:LQOLFHQVH�8OWUD�8QSDFNHU�>�@��DQ�2OO\GEJ�VFULSW�WKDW�FRXOG�EH�H[HFXWHG�ZLWK�WKH�
2'EJ6FULSW�SOXJLQ�>��@��)RU�QHZHU�YHUVLRQV�RI�7KHPLGD�DQG����ELW�H[HFXWDEOHV��WKHUH�LV�7KHPLGLH�>��@��DFKLHYLQJ�WKH�
VDPH�IXQFWLRQDOLW\�RI�XQSDFNLQJ�H[HFXWDEOHV�ORDGHG�LQWR�PHPRU\��,Q�WKH�ͤJXUH�EHORZ��ZH�FDQ�VHH�KRZ�WKH�H[HFXWDEOH�
ͤOH�LV�FRPSOHWHO\�XQSDFNHG�DIWHU�H[HFXWLQJ�7KHPLGLH�
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)LJ����&RQWHQWV�RI�WKH�VDPH�̨OH��DIWHU�XQSDFNLQJ�LW�ZLWK�7KHPLGLH

Initial access
We noticed in our telemetry that the initial dropper process (msh.exebDQGbmsn.exe��ZDV�ODXQFKHG�IURPbexplorer.
exebWKDW�FRQWDLQV�LQMHFWHG�FRGH��0RVW�LQIHFWHG�XVHUV�DOVR�KDG�VRPH�IRUP�RI�FUDFN�IRU�:LQGRZV��.06��RQ�WKHLU�
systems. We could not capture any installer for those cracks, but we suspect they delivered the dropper for the 
cryptocurrency stealer. This technique is very similar to how Redline stealer delivers its payloads through fake 
cracked software installers [1].
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([HFXWLRQ�IORZ

)LJ����([HFXWLRQ�IORZ�RI�%+817

msh.exe/msn.exe
$IWHU�H[SORUHU�H[H�ZULWHV�WKHP�WR�GLVN��PVK�H[H�DQG�PVQ�H[H�UHVLGH�LQ�WKHb\Windows\System32\bIROGHU�DV�KLGGHQ�ͤOHV��
7KH\�DUH�SDFNHG�ZLWK�903URWHFW�WR�FRQFHDO�WKHLU�FRQWHQWV�DQG�FRGH��7KH�ͤOHV�DUH�DOVR�VLJQHG�ZLWK�D�GLJLWDO�VLJQDWXUH�
LVVXHG�WR�3LULIRUP�/WG�LQ�DQ�DWWHPSW�WR�ORRN�OHJLWLPDWH��7KH�VLJQDWXUH�GRHV�QRW�PDWFK�RQ�WKH�ELQDULHV��DV�LW�ZDV�VLPSO\�
FRSLHG�IURP�D�OHJLWLPDWH�H[HFXWDEOH�EHORQJLQJ�WR�3LULIRUP�/WG��:KHQ�XQSDFNHG��ZH�VHH�WKDW�LW�LV�D�FRPSLOHG�*R�
SURJUDP��DV�WKH�FRGH�VHFWLRQ�VWDUWV�ZLWK�WKH�*R�EXLOG�,'�b

Fig.5. Invalid digital signature from Piriform Ltd.

7KH�H[HFXWDEOH�FRQWDLQV�DQ�HPEHGGHG�0=3(�WKDW�WKH�SURFHVV�ZLOO�ZULWH�WR�WKH�GLVN�WR�\AppData\Roaming\mscrlib.exe.

PVFUOLE�H[H���%+817
0VFUOLE�H[H�LV�WKH�PDLQ�FRPSRQHQW�RI�WKH�VWHDOHU��FRQWDLQLQJ�DOO�PRGXOHV�ZLWK�GLIIHUHQW�FDSDELOLWLHV�LQVLGH�D�VLQJOH�
unpacked .NET assembly. The title and Product Name in its version info is BHUNT, so we named it that too. The 
H[HFXWDEOH̵V�QDPH�LV�DOZD\Vbmscrlib.exe��VLPLODU�WRbmscorlib.dll, the core library of the .NET framework.
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)LJ����9HUVLRQ�,QIR�RI�PVFUOLE�H[H

We have captured more versions of this assembly. Each one contains all the codebase of the malware and the 
modules embedded in the resources, the difference being that each version calls a subset of the available methods 
from their main function. This indicates that the malware can be recompiled according to the attacker’s needs.

)LJ����0HWKRGV�RI�%+817��OHIW���EXW�RQO\�RQH�RI�WKHP�EHLQJ�FDOOHG

7KHUH�DUH�D�IHZ�VPDOO�KHOSHU�IXQFWLRQV��OLNHbGUS��ORJ��UGU��6HQG3RVW'DWD�bthat can be used by the methods that 
implement stealing capabilities.

7KH�IXQFWLRQbFDOOHGbGUSbLV�UHVSRQVLEOH�IRU�RSHQLQJ�D�UHVRXUFH�DQG�ZULWLQJ�WKH�ELQDU\�GDWD�WR�D�ͤOH�

Fig.8. drp function

/RJbFKHFNV�IRU�H[LVWHQFH�RI�YDULRXV�FU\SWR�ZDOOHWV��([RGXV��(OHFWUXP��$WRPLF��-D[[��(WKHUHXP��%LWFRLQ��/LWHFRLQ��
on the system and sends data about the MachineName and the Username to a C2 server, hxxp://minecraftsquid[.]
hopto[.]org/ifo[.]php��7KH�VWHDOHU�H[ͤOWUDWHV�DOO�LQIRUPDWLRQ�WR�WKLV�85/�GXULQJ�UXQWLPH��7KH�IXQFWLRQ�DOVR�FKHFNV�LI�LW�
can access the clipboard by storing and retrieving a hardcoded string.
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Fig.9. log function

7KH�IXQFWLRQ�FDOOHGbUGUbUHFHLYHV�D�SDWK�DV�SDUDPHWHU�DQG�UHDGV�WKH�FRQWHQWV�RI�WKH�ͤOH�LQWR�D�VWULQJ�

Fig.10. rdr function

6HQG3RVW'DWD�LV�D�PHWKRG�UHVSRQVLEOH�IRU�SHUIRUPLQJ�D�3267�UHTXHVW�ZLWK�WKH�&RQWHQW7\SH�VHW�WR�DSSOLFDWLRQ�[�
www-form-urlencoded. It sends the message received as parameter to the C2 server. While the function waits for 
response from the server, the contents are not used in any way.
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)LJ�����6HQG3RVW'DWD�IXQFWLRQ

,Q�WKH�IROORZLQJ�WH[W��ZH�GLVFXVV�HDFK�RI�WKH�PDLQ�IXQFWLRQV�LQ�GHWDLO��DORQJ�ZLWK�WKH�WRROV�WKH�PDOZDUH�XVHV�WR�
achieve functionality.

blackjack
7KLV�PHWKRG�LV�UHVSRQVLEOH�IRU�VWHDOLQJ�ZDOOHW�ͤOHV��:KHQ�LW�ͤQGV�D�ZDOOHW��LW�UHDGV�DOO�LWV�FRQWHQW��HQFRGHV�LW�ZLWK�
EDVH���DQG�XSORDGV�LW�WR�WKH�&��VHUYHU��)LUVW��LW�VHDUFKHV�DOO�ͤOHV�QDPHG�wallet.dat in all the subdirectories of \
AppData\Roaming\��7KHQ�LW�VSHFLͤFDOO\�VHDUFKHV�IRU�([RGXV�ZDOOHW̵V�seed.seco�ͤOH�DQG�DOO�WKH�ͤOHV�IURP�\AppData\
Roamin\Electrum\wallets��,W�VHQGV�DOO�WKHVH�ͤOHV�WR�WKH�&��VHUYHU�DQG�VSHFLͤFDOO\�ORJV�WKDW�WKLV�LQIRUPDWLRQ�RULJLQDWHG�
from the blackjack function.
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Fig.12. blackjack function

FKDRVBFUHZ

)LJ�����FKDRVBFUHZ�IXQFWLRQ

This function writes the resource named FKDRVBFUHZ�into \AppData\Roaming\Outllook.exe. Then it launches this 
process and registers it to automatically start every time the system boots up using the following command line:

“cmd /c REG ADD “HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run” /V “Outllook” /t 
REG_SZ /F /D %appdata%\Outllook.exe”

7KH�H[HFXWDEOH�ͤOH�LV�SDFNHG�ZLWK�7KHPLGD��VR�ZH�FDQ�XQSDFN�LW�DV�GHVFULEHG�LQ�WKH�SUHYLRXV�VHFWLRQV��$IWHU�ZH�
REWDLQ�WKH�XQSDFNHG�YHUVLRQ��ZH�FDQ�REVHUYH�IURP�WKH�ͤOH̵V�VWULQJV�DQG�JHRPHWU\�WKDW�ZH�DUH�GHDOLQJ�ZLWK�D��1(7�
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H[HFXWDEOH��:H�FDQ�PRGLI\�WKH�0=3(̵V�&/5�5XQWLPH�+HDGHU�WR�SRLQW�WR�WKH�VWDUW�RI�WKH�PDQDJHG�FRGH�VR�ZH�FDQ�
decompile it. The resulting assembly is named Hope2 with CompanyName Microsoft.

)LJ�����2XWOORRN�H[H�9HUVLRQ�,QIR

It is a Windows Forms application, so we have to check the InitializeComponent method to arrive at its entry point. 
InitializeComponent creates two timers, Timer1 and Timer2, with Timer2 enabled from the start and ticking every 
�������PV��$IWHU�WKLV�PHWKRG��)RUP�B/RDG�JHWV�FDOOHG�E\�WKH�ResumeLayout function.

Fig.15. Entry point of Outllook.exe

$IWHU�VOHHSLQJ�IRU�����PV��WKH�Form1_Load IXQFWLRQ�FKHFNV�LI�LW�LV�WKH�ͤUVW�UXQ��RU�LI�LW�DOUHDG\�HVWDEOLVKHG�SHUVLVWHQFH�
RQ�WKH�V\VWHP�E\�FKHFNLQJ�IRU�WKH�H[LVWHQFH�RI�WKH�IROGHUb�\AppData\Roaming\Scype\��YHU\�VLPLODU�WR�6N\SH���,I�WKH�
IROGHU�GRHV�QRW�H[LVW��WKH�PDOZDUH�FUHDWHV�LW�DQG�SUHSDUHV�VRPH�FRQͤJXUDWLRQ�GDWD�WR�EH�VWRUHG�LQ�WKH�UHJLVWU\��,I�WKH�
IROGHU�DOUHDG\�H[LVWV��WKH�IXQFWLRQ�ZLOO�FDOO�Timer1.Start() to notify Timer1 to start handling tick events.

Fig.16. Checking presence of Scype folder

For the helper functions, the assembly has a class called update. These functions can interact with registry (regread, 
regset���FKHFN�LQIRUPDWLRQ�DERXW�WKH�JUDSKLFV�FDUG�RI�WKH�V\VWHP��vidcheck��DQG�SHUIRUP�XSGDWH�RSHUDWLRQV��min_udp 
for version checking, datadw, download and FYƒNGU�IRU�GRZQORDGLQJ��



Bitdefender Whitepaper
Poking Holes in Crypto-Wallets: a Short Analysis of BHUNT Stealer

13

Fig.17. Helper functions contained in update class

)RU�FRQͤJXUDWLRQ�GDWD��WKH�PDOZDUH�GRZQORDGV�D�WH[W�VQLSSHW�IURP�K[[SV���SDVWHELQ>�@FRP�UDZ�(*5F=:&D. This 
VQLSSHW�LV�HQFU\SWHG�ZLWK�$(6�DQG�WKH�IXQFWLRQ�GHFU\SWV�LW�XVLQJ�WKH�IXQFWLRQ�AES_Decrypt with the hardcoded 
password hoeland!a. Unfortunately, at the time of our analysis, Pastebin had already removed the snippet from their 
ZHEVLWH��+RZHYHU��ZH�FDQ�VHH�WKDW�LW�FRQWDLQV�FRQͤJXUDWLRQ�RSWLRQV�IRU�&38�DQG�*38�VHWWLQJV��$OO�WKH�LQIRUPDWLRQ�LV�
saved under the registry key HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Setup, hardcoded in the regset 
function.

)LJ�����2EWDLQLQJ�DQG�VWRULQJ�FRQ̨JXUDWLRQ�GDWD�LQ�WKH�UHJLVWU\

$IWHU�VDYLQJ�WKH�FRQͤJXUDWLRQ��WKH�IXQFWLRQ�GRZQORDGV�DQRWKHU�$(6�HQFU\SWHG�VQLSSHW�IURP�3DVWHELQ��hxxps://
SDVWHELQ>�@FRP�UDZ�+0D]�HG1. The decryption password is letit#fly@. This snippet was also deleted from Pastebin, 
EXW�LW�SUREDEO\�FRQWDLQV�D�OLVW�RI�85/V�WR�GRZQORDG�ͤOHV�IURP��7KLV�OLVW�LV�WKHQ�SDVVHG�WR�WKH�IXQFWLRQ�FYƒNGU, which 
downloads them to the folder \AppData\Roaming\Scype��)LQDOO\��WKH�IXQFWLRQ�QRWLͤHV�7LPHU��WR�VWDUW�KDQGOLQJ�HYHQWV�
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Fig.19. Obtaining further payloads from Pastebin snippet

The Timer1_Tick method is responsible for launching two processes, svx.exe and svc.exe, residing in \AppData\
Roaming\Scype. This is achieved by calling the min function that will start the new processes with hidden windows to 
remain stealthy.

)LJ�����PLQ�IXQFWLRQ�VWDUWLQJ�WZR�QHZ�SURFHVVHV

The Timer1_Tick IXQFWLRQ�DOVR�SHULRGLFDOO\�NLOOV�WKH�WZR�SURFHVVHV�WKHQ�UHVWDUWV�WKHP�ZLWK�WKH�QH[W�WLFN��PDNLQJ�VXUH�LW�
always runs the latest version of them.
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Fig.21. Timer1_Tick function

Timer2_Tick LV�UHVSRQVLEOH�IRU�XSGDWLQJ�FRQͤJXUDWLRQ�DQG�ͤOHV�IURP�WKH�VDPH�3DVWHELQ�OLQNV�DV�PHQWLRQHG�DERYH�

Fig.22. Timer2_Tick function

%HFDXVH�WKH�VQLSSHW�ZLWK�WKH�ͤOH�ORFDWLRQV�KDV�EHHQ�UHPRYHG��ZH�FRXOG�QRW�JHW�DGGLWLRQDO�LQIRUPDWLRQ�DERXW�svc.exe 
and svx.exe.
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*ROGHQ�
7KH�ͤUVW�SDUW�RI�WKH�JROGHQ��IXQFWLRQ�VHDUFKHV�IRU�0R]LOOD�)LUHIR[�SURͤOHV�WKDW�FRQWDLQ�DFFRXQW�WRNHQV�DQG�XSORDG�WKH�
ͤOHV�WR�WKH�&��VHUYHU��7KHQ��LW�NLOOV�DOO�ƒTGHQZ�GZG instances with taskkill.exe.

)LJ�����([̨OWUDWLQJ�)LUHIR[�GDWD

1H[W��LW�FKHFNV�LQ�&KURPH�H[WHQVLRQ�VHWWLQJV�IRU��OGE��/HYHO'%��ͤOHV�WKDW�PLJKW�FRQWDLQ�VHQVLWLYH�GDWD�OLNH�FRRNLHV�DQG�
passwords, and uploads them to the C2 server as well. It kills all chrome.exe instances with taskkill.exe.

)LJ�����([̨OWUDWLQJ�&KURPH�GDWD

If any of these two operations succeeded, then the flag variable is set to true, in which case the function writes the 
resource named *ROGHQ��to >#RR&CVC>4QCOKPI>/5�1HƒEG�GZG��$V�LQ�WKH�FDVH�RI�chaos_crew, it starts the process and 
ensures persistence with the following command line:
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³FPG��F�5(*�$''�³+.&8?62)7:$5(?0LFURVRIW?:LQGRZV?&XUUHQW9HUVLRQ?5XQ´��9�³06�2I¿FH´��W�
5(*B6=��)��'�?$SS'DWD?5RDPLQJ?06�2I¿FH�H[H´

7KLV�H[HFXWDEOH�ͤOH�LV�DOVR�SDFNHG�ZLWK�7KHPLGD��VR�ZH�ZHQW�WKURXJK�WKH�VWHSV�RI�XQSDFNLQJ�DQG�UHVWRULQJ�0=3(�
KHDGHUV�WR�REWDLQ�D�YDOLG��1(7�H[HFXWDEOH��,WV�FRGH�LV�VPDOO��DQG�LW�KDV�WKH�SXUSRVH�RI�VWHDOLQJ�FU\SWRFXUUHQF\�ZDOOHW�
passphrases. It achieves this by periodically reading the contents of the clipboard and checking if the obtained 
string contains 12 or 13 words separated by spaces. Cryptocurrency wallets use these kinds of strong passphrases 
consisting of multiple words. These passphrases are very hard to brute-force but they are inconvenient to type in, so 
XVHUV�OLNHO\�FRS\�DQG�SDVWH�WKHP�IUHTXHQWO\��7KH�IXQFWLRQ�ͤQDOO\�XSORDGV�WKH�SDVVSKUDVH�WR�WKH�&��VHUYHU�

)LJ�����([̨OWUDWLQJ�SDVVSKUDVHV�FRSLHG�WR�FOLSERDUG

mrpropper
The function mrpropper writes the resource with the same name to \AppData\Roaming\taskui.exe and starts it with 
WKH�SDWK�WR�WKH�FXUUHQW�H[HFXWDEOH��\AppData\Roaming\mscrlib.exe��LQ�WKH�FRPPDQG�OLQH�

Fig.26. mrpropper function

7KLV�H[HFXWDEOH�LV�D��1(7�DVVHPEO\�WRR��EXW�LW̵V�QRW�SDFNHG��:KHQ�GHFRPSLOHG��ZH�QRWLFH�WKDW�LW�MXVW�GHOHWHV�WKH�
ͤOH�UHFHLYHG�DV�DUJXPHQWV��7KLV�DFWLRQ�LV�SHUIRUPHG�DV�SRVW�H[HFXWLRQ�FOHDQ�XS��ZKLFK�LV�VRPHZKDW�H[SHFWHG�RI�D�
function named after a popular detergent brand.
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)LJ�����'HOHWLQJ�PVFUOLE�H[H�̨OH

6ZHHWB%RQDQ]D
This function writes the resource named ERQDQ]D�to >#RR&CVC>4QCOKP>DQPCP\C�GZG�ǡ runs it with the command line \
AppData\Roaming\bonanza.exe /stext \AppData\Roaming\bonanza and uploads the output to the C2 server.

)LJ�����6ZHHWB%RQDQ]D�IXQFWLRQ

7KH�H[HFXWDEOH�LV�DOVR�SDFNHG�ZLWK�7KHPLGD��KRZHYHU��ZKHQ�UXQ��LW�UHYHDOV�LWVHOI�DV�EHLQJ�:HE%URZVHU3DVV9LHZ�IURP�
1LUVRIW�>��@��,W�LV�XVHG�WR�UHFRYHU�VWRUHG�SDVVZRUGV�IURP�EURZVHUV�OLNH�,QWHUQHW�([SORUHU��)LUHIR[��&KURPH��2SHUD�DQG�
6DIDUL��7KLV�SURFHVV�LV�XVHG�DV�D�SDVVZRUG�VWHDOHU�LQ�WKH�FRQWH[W�RI�WKH�IXQFWLRQ�Sweet_Bonanza.

Command and Control
$OO�WKH�H[ͤOWUDWLRQ�LV�GRQH�WR�hxxp://minecraftsquid[.]hopto[.]org/ifo[.]php��+RSWR�RUJ�LV�D�G\QDPLF�'16�VHUYLFH�WKDW�
can point a domain name to changing IP addresses. This way we cannot obtain the IP address of the server to which 
WKH�H[ͤOWUDWLRQ�LV�GRQH�E\�TXHULHV��H[FHSW�IRU�ZKHQ�ZH�PDQDJH�WR�FRQQHFW�WR�WKH�ZHEVLWH��'XULQJ�RXU�DQDO\VLV��WKH�
VHUYHU�ZDV�DOUHDG\�GRZQ�DQG�GLG�QRW�UHVSRQG�WR�UHTXHVWV��:H�FRXOG�QRW�ͤQG�DQ\�RWKHU�YHUVLRQV�RI�WKH�VWHDOHU�WKDW�
ZRXOG�KDYH�RWKHU�GRPDLQV�IRU�H[ͤOWUDWLRQ�

7KH�VWHDOHU�DOVR�GRZQORDGV�FRQͤJXUDWLRQ�GDWD�IURP�3DVWHELQ��7KH�VQLSSHWV�ZHUH�HQFU\SWHG�E\�WKH�PDOZDUH�DXWKRUV�
DQG�DUH�GHFU\SWHG�LQ�PHPRU\��7KH\�FRQWDLQHG�FRQͤJXUDWLRQ�GDWD�DORQJ�ZLWK�85/V�IRU�IXUWKHU�SD\ORDGV��7KHVH�
snippets were taken down by Pastebin and we found no version of the malware that would use other locations for 
WKHVH�ͤOHV�

Impact
The malware can steal cryptocurrency wallet information for the following services:

 O ([RGXV

 O Electrum

 O $WRPLF

 O -D[[

 O Ethereum

 O Bitcoin

 O /LWHFRLQ
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7KH�PDOZDUH�FDQ�DOVR�VWHDO�ORJLQ�GDWD�DQG�VWRUHG�SDVVZRUGV�IURP�EURZVHUV�OLNH�)LUHIR[�DQG�&KURPH��DQG�LW�FDQ�
REWDLQ�SDVVSKUDVHV�FRSLHG�WR�WKH�FOLSERDUG��7KH�RXWFRPH�RI�WKHVH�DFWLRQV�PLJKW�LQIOLFW�ͤQDQFLDO�ORVVHV�

Privacy Impact
While the malware primarily focuses on stealing information related to cryptocurrency wallets, it can also harvest 
passwords and cookies stored in browser caches. This might include account passwords for social media, banking, 
etc. that might even result in an online identity takeover.

Campaign distribution
7KH�PDOZDUH�KDV�QR�VSHFLͤF�WDUJHW�FRXQWU\�RU�RUJDQL]DWLRQ��KRZHYHU�DOPRVW�DOO�RI�RXU�WHOHPHWU\�RULJLQDWHG�IURP�KRPH�
users who are more likely to have cryptocurrency wallet software installed on their systems. This target group is also 
more likely to install cracks for operating system software, which we suspect is the main infection source.

Fig.29. Campaign distribution

Conclusion
%+817�VWHDOHU�H[ͤOWUDWHV�LQIRUPDWLRQ�DERXW�FU\SWRFXUUHQF\�ZDOOHWV�DQG�SDVVZRUGV��KRSLQJ�IRU�ͤQDQFLDO�JDLQ��,WV�
FRGH�LV�VWUDLJKWIRUZDUG�DQG�WKH�GHOLYHU\�PHWKRG�LV�VLPLODU�WR�WKDW�RI�H[LVWLQJ�VXFFHVVIXO�PDOZDUH��OLNH�5HGOLQH�VWHDOHU��
We described how we managed to unpack the components, even if they used Themida. By reverse-engineering 
WKH�PDOZDUH��ZH�PDQDJHG�WR�REWDLQ�WKH�VHUYHU�LW�H[ͤOWUDWHV�LQIRUPDWLRQ�WR�DQG�ZH�VDZ�WKDW�WKH�DWWDFNHUV�VWRUH�
FRQͤJXUDWLRQ�GDWD�DQG�ORFDWLRQV�WR�H[WUD�SD\ORDGV�RQ�3DVWHELQ�

The most effective way to defend against this threat is to avoid installing software from untrusted sources and to 
keep security solutions up to date.
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Indicators of Compromise

Hashes

msh.exe/msn.exe
����D�E�D�G�G��G�FFHH������HED�� 
4d4a0052d093cc743db0776e04f7e449 
�F�F���DHG�����G�E�EEGHEHH���GE� 
�E��I������I�FEG���GD�����I���E� 
���GI���H�������D�D�F�H�HG���FI� 
�F�F���DHG�����G�E�EEGHEHH���GE� 
����D�E�D�G�G��G�FFHH������HED�� 
4d4a0052d093cc743db0776e04f7e449

��������EG�HH�F�HEDD��FE�FG��H�H 
������������H�D�G��DI��I�����EE� 
IE�EFEE��F��FF�F�I�����G�H��HIEF 
D�EII��FG�����HF�E����HE�����E�D

mscrlib.exe
�I�����EF��HD���E�DH����E����F�� 
�G����H�I�F�H��II��I�FDE��F�F��� 
�����������DG��ED���HE�������I�I 
�������H��DG��G�E���H������I�I�F

outllook.exe
%��D���HIGH�GF��I�E���GD�I��IDH�

taskui.exe
7KLV�LV�WKH�FOHDQHU�SURFHVV��LW�MXVW�GHOHWHV�D�ͤOH�UHFHLYHG�LQ�
the command line, which is not a malicious action on its 
own.

�D�������EDH��H����I���GD�G�I�F�

ERQDQ]D�H[H
'�������FI��EE���E��H������GI�DD

85/V

K[[S���PLQHFUDIWVTXLG>�@KRSWR>�@RUJ�LIR>�@SKS

K[[SV���SDVWHELQ>�@FRP�UDZ�(*5F=:&D

K[[SV���SDVWHELQ>�@FRP�UDZ�+0D]�HG1

Files/Folders dropped

\AppData\Roaming\Outllook.exe

>#RR&CVC>4QCOKPI>/5�1HƒEG�GZG

\AppData\Roaming\taskui.exe

\AppData\Roaming\bonanza.exe

\AppData\Roaming\Scype\
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Founded 2001, Romania
Number of employees 1800+ 

Headquarters 
Enterprise HQ – Santa Clara, CA, United States
Technology HQ – Bucharest, Romania

WORLDWIDE OFFICES
USA & Canada: Ft. Lauderdale, FL | Santa Clara, CA | San Antonio, TX | 
Toronto, CA
Europe: Copenhagen, DENMARK | Paris, FRANCE | München, GERMANY 
| Milan, ITALY | Bucharest, Iasi, Cluj, Timisoara, ROMANIA | Barcelona, 
SPAIN | Dubai, UAE | London, UK | Hague, NETHERLANDS
Australia: Sydney, Melbourne

UNDER THE SIGN OF THE WOLF

A trade of brilliance, data security is an industry where only the clearest view, sharpest mind and deepest insight can 
win — a game with zero margin of error. Our job is to win every single time, one thousand times out of one thousand, 
and one million times out of one million.

And we do. We outsmart the industry not only by having the clearest view, the sharpest mind and the deepest insight, 
but by staying one step ahead of everybody else, be they black hats or fellow security experts. The brilliance of our 
collective mind is like a luminous Dragon-Wolf on your side, powered by engineered intuition, created to guard against 
all dangers hidden in the arcane intricacies of the digital realm.

This brilliance is our superpower and we put it at the core of all our game-changing products and solutions.

Proudly Serving Our Customers
Bitdefender provides solutions and services for small business and 
medium enterprises, service providers and technology integrators. We take 
pride in the trust that enterprises such as 0HQWRU��+RQH\ZHOO��<DPDKD��
6SHHGZD\��(VXUDnce or Safe Systems place in us.

Leader in Forrester’s inaugural Wave™ for Cloud Workload Security

NSS Labs “Recommended” Rating in the NSS Labs AEP Group Test

SC Media Industry Innovator Award for Hypervisor Introspection, 2nd Year in  
a Row

Gartner® Representative Vendor of Cloud-Workload Protection Platforms

Trusted Security Authority
Bitdefender is a proud technology alliance partner to major virtualization vendors, directly contributing to the development of secure ecosystems with  
90ZDUH��1XWDQL[��&LWUL[��/LQX[�)RXQGDWLRQ��0LFURVRIW��$:6��DQG�3LYRWDO�

Through its leading forensics team, Bitdefender is also actively engaged in countering international cybercrime together with major law enforcement agencies 
such as FBI and Europol, in initiatives such as NoMoreRansom and TechAccord, as well as the takedown of black markets such as Hansa. Starting in 2019, 
Bitdefender is also a proudly appointed CVE Numbering Authority in MITRE Partnership.

'HGLFDWHG�7R�2XU���������:RUOGZLGH�3DUWQHUV�
A channel-exclusive vendor, Bitdefender is proud to share success with tens of 
thousands of resellers and distributors worldwide.

CRN 5-Star Partner, 4th Year in a Row. Recognized on CRN’s Security 100 List. CRN Cloud 
Partner, 2nd year in a Row

More MSP-integrated solutions than any other security vendor

3 Bitdefender Partner Programs - to enable all our partners – resellers, service providers 
and hybrid partners – to focus on selling Bitdefender solutions that match their own 
specializations

5(&2*1,=('�%<�/($',1*�$1$/<676�$1'�,1'(3(1'(17�7(67,1*�25*$1,=$7,216 7(&+12/2*<�$//,$1&(6

:K\�%LWGHIHQGHU�
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