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Technical analysis

This research paper covers technical aspects of this attack, with a particular focus on the most important steps taken
between the initial phishing e-mail and the final execution of the Remcos Agent.

Initial access

The malware spreads via phishing emails that reference COVID-19 or financial topcis, andembed a malicious link.
The carefully crafted message invites the victim to download the ZIP file by following the link and double click the
executable contained. We captured a phishing mail that shows the delivery link. The e-mail poses as a message from
the Ministry of Health of Colombia. It states that the receiver has violated the health regulations against the prevention
and spread of diseases and that the person is fined 936,000 pesos. Should the message convince the user, they will
proceed with downloading and running the executable file.

Minaten De Salud Proteccign < Bprevencion-covid19.comucos

Fenalizacign por Incumpliméenito a kas Normas De Dioseguridad Contra b Propagackgn del (00VID-19)
&

El Ministerio de Salud en compafiia de la Fiscalia General de la Nacidn y demids entes de control han evidenciado que
wsted ha violado las normas sanitarias contra |a prevencién y propagaciin de enfermedades en su defecta ¢l (COVID-19)

¢ 0uwé es el Coronavirus? 7

Lot coranavirus {CoV) son vines que surgen periddicamente en diferentes dreas del munda y que casan Infeccion
Respiratoria Aguda (IRA), es decir gripa, que pueden legar a ser leve, moderada o grave,

El muevo Coronayirus (COVID-19) ha sido catalogado por la Organizacidn Mundial de la 5alud como una emergencia en
salud pdblica de importancia internacional [ESP1)

La infeccién s¢ produce cuando una persona enferma tose o estornuda v expulsa particulas del virus que entran en
contacto con otras personas.

El uso de tapabocas que cubsa nariz y boca serd obligatorio para todas las personas cuando estén fuera de su domicilio,
independienternente de la actividad o labor que desempedien. La no utilizacion del tapabocas dard lugar a la imposicion
de las sanclones establecidas en el Codigo Maclonal de Seguridad y Convivencla Cludadana.

La cual acarres contra usted una multa por valor de 936,000 [movecientos treinta y seis mil pedos)

Se le envia por este medlo informaciin de su multa con la evidencia

SANCION EQD252GF INCUMPLIBAIENT A LAS NORMAS SANITARLAS
Fig.1. An E-mail with a spear-phishing link
The download link is hxxps://appl.lgetresponse[.Jcom/click[.]htmI?x=a62b&Ic=B7eg5s&mc=99&s=BE7A3gg&u=Qzvx-

f&z=EJQbVyH& and the downloaded executable has the same name as the link’s text, so in our example’s case, it is
sancion €90252gf violacion a las normas sanitarias.exe.

The e-mail headers show some inconsistencies. The mail seems to originate from prevencion-covid19.com.co, but the
headers reveal the original domain of the attacker, the same one that hosts the malware.
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Reply-To: <redacted>@prevencion-covidl9.com.co
Sender:<redacted>-prevencion-covidl9-com-co@getresponse-mail.com

Subject: Penalizaci[ln por Incumplimiento a las Normas De Bioseguridad Contra la
Propagaci[ln del (COVID-19)

To: <redacted>

X-Complaints-To: abuse@getresponse-mail.com

X-Original-Sender: <redacted>@prevencion-covidl9.com.co
X-Original-Authentication-Results: mx.google.com;

dkim=pass header.i=Q@getresponse-mail.com header.s=k1024c header.b=CJHmgPcU;

spf=pass (google.com: domain of bounce-119262801@bounce.getresponse-mail.com designates

104.160.65.80 as permitted sender) smtp.mailfrom=bounce-119262801@bounce.getresponse-
mail.com

Execution flow

Remcos Loader

1
starts and jnjects into

1
Y
extrac3Z exe —=— downloads —=—=—-,
]
|
M\ V
steganography PN Gﬁ

I
I
I
I
I
I
I
I

L rer——

~=load the code in memory ——

starts and ]njects into
s
mstsc exe

(with Remcos Agent in
memory)

writes :to disk

(copy of Remcos Loader)

regsvrink T regsvr job j \Ap pData\Roaming‘.Micrasoﬂ\r&gsvr.exej

Fig.2. Execution flow

At a glance, Procmon reveals that the malware performs most of its actions in a possibly injected process, extrac32.exe,
started by Remcos Loader. The suspicious fact was that, with APl monitoring tools, we did not observe any functions
that would indicate code injection into extrac32.exe. During reverse-engineering, we found the technique by which the
malware managed to hide this action.
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W e X ee 275 ek Civliserylon Testalesou' fppDate Local Teme ba 1 Tbed prg SUCCESS
K. mrac 12w ITHE S TCP TCPCopy  DESKTOP-DES0SIE boadomanc 50725 - 151100112 190 htips SUCCESS
B mrac ) mee 2706 SaTCP Recerve  DESKTOP-DES0SI bosdomanc 50725 -» 151100112 130 hitps SUCCESS
B iy 10 e 270 S TCF Recervd DESKTOP-DGS0 S kesdoman 50725 > 151 100,112 190 haps SUCCESS
W e 3 e 7% G TCP TOPCopy  DESKTOP-DASOGIE locaidoman 50735 < 151 100113 153 hign SUCCRSS
W et 3 pue 2755 W TCP Fecotn  DESKTOP DRS0RIE localdomain 50725 o 151100112 153 bt SLCCESS
W prge il ene 279 hWreHle Cliersilon Teslabebou App Date' Loc ol Mool Windows el Cache UE  IVEVINEE PadlGGa1]eng SUCCESE
W e 32 ee 2756 [ WrnFie Civiserylon Testalesou' fop Dty Local Teme ba 1 1bed prg SUCCESS

Fig.3. Download action from extrac32.exe

Looking at the downloaded PNG file, we can identify a block of pixels that seems out of order. This first block contains
hidden code, but no standard steganography tool can extract anything from the image.

Fig.4. Downloaded PNG with steganography

In the following pages, we will walk you through the behavior of the malware from execution until the Remcos Agent
gets to run on the system.

Entry Point

We found a piece of code that loads the string “extrac32.exe” and decrypts the download URL and stores it on the
stack.

J.'LPL_"I‘E"J FAU E 3 WL ARLD . 3LJLF_"I‘CP|
mov [ebp+var_1AC], offset aExtrac32Exe ; “"extrac32.exe"
lea edx, [ebpt+var_198]

mov [ebpt+var_1C4], edx

mov ecx, dword BAS15C

cmp ecx, dword GAS158

lea eax, [ebptvar_ 1C4]

push eax

call [ebpt+var_188]

Fig.5. The string “extrac32.exe” used in code
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Fig.6. At the end of the function call, the Imgur link appears on the stack

Resolving Dependencies. Repeating Patterns in Code.

After the URL is decrypted, the malware calls a function that has ~1,000 lines when decompiled, full of anti-static analy-
sis tricks, but also features some repeating patterns. With static analysis alone, it would be impossible to deduce which
functions are resolved by Remcos Loader. There are also no conventional calls to APIs, as the malware uses various
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function wrappers with parameters in a different order than in the API's header.

Right at the beginning of the function, the malware searches for the Image Base of both ntdll.dll and kernel32.dll. The lo-
cations are obtained from the PEB of the current process from the loaded modules list. Then, to resolve its dependencies,
the code calls a function that walks over the exports of the previously found DLLs and searches for function addresses
based on the hash provided in the argument. We named this function GetProcAddress_functionality. The returned values
are addresses of the resolved functions, and they are stored in local variables as function pointers. This pattern of resolv-
ing functions by hash repeats throughout the execution of the malware, even in injected code, and it allows the malware
to hide its functionality from reverse-engineers and automatic tools that parse dependencies because the import table
of the malicious executable is limited to a few default functions.

ke 132_ImageBase = ImageBaseMasker_ 2({1793498882);

ke Imageb = kernel32_ImageBase;

ke ImageBase_copy2 = kernel32_ImageBase;

ntdll ImageBas ImageBaseMasker_ 2(-20867767744);

ntdll_ImageBa y = ntdll ImageBase;

ntdll_ImageBase;
GetProcAddress_functionality 2(kernel32_ImageBase_copy, 1919163483);
ryW(&systemDirectory, 560);
n';
v234 = 'd';
concat_2(&systemDirectory, &ntdll name);

Fig. 7. Resolving dependencies with GetProcAddress_functionality

Another pattern in this function is the way it displays some integer numbers in the debugger console by calling DbgPrint
to mark the progress of the injection. The author of the loader might have used these messages for debugging purpos-
es.

B J

3| displayDebugInt_2(v11l, 1588);

3 w196 = 7lb;

3 a;

5 a;

7| w193 a;

3| (HIDWORD(func NtGetContextThread inMapping))(-1);
3| w32 = displayDebugInt_2(v11l, 1597);

3| w33 = w2ldg;

L 71 = w2163

2 6 = &dword_ 10888 + 2;

3 v2ad;

1 = w33;

3| (func_NtaetContextThread_inMapping)(w32);

3| displayDebugInt 2(v11l, 1l684);

7l w224 = @3

3| (buffer_injected code)}(handleVictimProcess, v33[41] + 8, &w224, 4, &v35);
3| v34 = displayDebugInt_2(v11, 1613);

Fig. 8. Repeatedly calling displayDebugint that calls DbgPrint

Going deeper into the function, we observed why APl monitoring failed to give us information about code injection. The
malware evades detection based on user-mode API hooking by mapping ntdll.dll and kernel32.dll in its address space,
obtaining the addresses of functions in the mapping, and executing the code directly with the help of a wrapper function
that we named function_caller.

= maphtli (| inc b & karne 53
* - wij
- ToctProcsddress_Tunctlonallty( . JLAMEEADAS) .
i t = GetProcaddress_functionalicy( , -EEERAR1IZ);
HECMORI ) = fu i t &
| e e e gy e et LA | (I e L g AT L T

Fig. 9. Mapping ntdIl.dll in memory and identifying function offset in the mapping
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3| if [ flag_intelsd )
4 (function_caller_ @) (bNtResumeThreadMarker, &v18

[ag]

)i
Fig. 10. Calling the function wrapper which executes code in the mapping

Decompressing Code from Resource

After resolving the required functions and obtaining their addresses in the mapping, the malware decompresses a buffer
of code from a resource.

523| buffer_injected_code = (func_GleobalfAllec)(v34, w37, vE3);
524| (func_RtlDecompressBuffer)(2, buffer_injected code, 4 * v35, v36, v35, &v265);

Fig. 11. Decompressing the code which will be injected

Process Injection
For the process injection to occur, the malware creates the victim process as suspended first.

267 | 1 th = (¥ yise, 528);
| t t [t . 3200
concat (et W, A= ¥z
LR & t 2 1 L] e @, B0, 0, DuE00ReRS, 9, @, BT, Bhandlavis e}

return @

1

Fig. 12. Calling CreateProcessW to create a suspended process

It then writes the decompressed code along with the Imgur link (received in first argument a7) and another memory
buffer in the victim process.

writeProcessMesoryCaller| ¥ . = ’ p Al 5 i
writerroceistesorytaller(ha ¥ r Tal, it + 1, ¢ Wiy ¥ Vi
writeProcessMesoryCaller| t 5 o AN T8, & Bl i H

Fig. 13. Code Injection

Achieving Execution in First Victim

Next, the malware makes sure it achieves execution in the victim process. To do this, it first creates a new section that
will contain a trampoline to the injected code.

595 if ( flag_intelss )

596 (function_caller @) (bNtCreateSectionMarker, &v12@);

597 else

598 (func_NtCreateSection_inMapping) (&v278, 1€, @, &v210, 6x40, @x3080008, @, v71);

599 displayDebugInt_3(v53, 1868);

Fig. 14. Creating a new section for the trampoline

Then, it sets the instruction pointer of the victim process to point to the trampoline in the new section with the help of
NtSetContextThread. Finally, it makes the new section executable (NtProtectVirtualMemory) and resumes the main thread
of the victim process.

if ( flag_intels4

823 g
824 (function_caller_@)(bNtProtectVirtualMemoryMarker, &v158);

825 else

826 (func_NtProtectVirtualMemory_inMapping)(v283, &v258, &v268, v246, &v212, 4096);
827 = v288;

828

829 ayDebugInt_3(vs53, 2812);

830 = v284;

831 = a;

832 = 8;

833 flag_inteles

834 (function_caller_@){bNtResumeThreadMarker, &v186);

835 else

836 (func_NtResumeThread_inMapping)(v284, @, &4);

837| wB2 = displayDebugInt_3(w53, 2837);

Fig. 15. Making the new region executable and resuming the thread

Execution in extrac32.exe

From this point onward, the execution moves into extrac32.exe starting with the trampoline previously written in its mem-
ory. This trampoline jumps to the code that was injected by the malware.

8
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EQ 4B A7 8C @2 jmp sub_2A06000

Fig. 16. Trampoline which jumps to the injected code

If we follow this jump, we get to a function responsible for downloading the PNG file and decoding the data from it. First,
it resolves some function pointers (LoadLibrary, swprintf, CoCreatelnstance, etc.) in the same manner as we have seen in
the parent process.

call GetProcAddress_functionality ; obtain GetProcAddress

add esp, @Ch

mov ecx, [ebptcopy start injected data]

mow [ecx+3Ch], eax ; saves GetProcAddress to b+3C
push a8

push @BCB1583DCh

mov edx, [ebp+copy_start_injected_data]

mow eax, [edx+38h]

push eax

call GetProcAddress_functionality ; obtain LoadlLibraryl

add esp, @Ch

mov ecx, [ebptcopy start injected data]

maw [ecx+1Ch], eax ; save LoadLibraryW to b+1C

Fig. 17. Resolving dependencies in the injected code with the same GetProcAddress_functionality

Downloading PNG from Imgur
Execution then lands at a piece of code that downloads a file from the link injected before.

£8 & 0% N cwll func BITS DownlosdTof L le

B C4 34 add wsp, Lan

s o test sa, Eam

T W nz short loc_TABBGIF

7 o 00 VL FE PP DB 08 Demcy [abpsuns_ L3, B

L]

24 o puth & : this Is the fase where downlosd falled
R N _E_J._J puth i L rrecles dowslosd in 8 "traditisnal™ wey sith winlner functlens
a4 a0 pursh z

&L push

Lo push

T puish

o8 5 A mo edu, [ebpstemplic_f1lane buffer]

52 push  ed

v S fA PO PR T eall [#bpefuns Craat

4% 58 e [ebprver &3], pou
£ 1 am prisiay [ebpevar_£8], BFFFRRREFR
e jaz short loc_daisiins
E9 18 FAPF FY jop loe_detaa1s
Loc_TADBGRS: COOE XREF | wib JaS018:EFIT
L mo sax, [eBpicopy_start _injected_dwts]
] push  eax
38 4D 04 i #ix, [#bpavar_sH]
51 puih fex
o8 95 wo edx, [ebpecopy_start_tnjecred iars]
= W wow cax, [ed}
54 push  cax
ER O & 0 esll fune_deenlasd tradirioasl

Fig. 18. Download function

There are two download attempts for redundancy. The first one is evasive, and it tries to download the file via the BITS
(Background Intelligent Transfer System) COM object. If this fails, a more traditional approach is used, with the help of
functions from wininet.dll.

In the BITS download function we have identified that the COM object with CLSID {4991d34b-80a1-4291-83b6-
3328366b9097} is instantiated. The CLSID corresponds to BITS class 1.0, capable of downloading files from the internet.
Then, we have identified the interface {5CE34C0D-0DC9-4C1F-897C-DAA1B78CEE7C} which stands for IBackgroundCopy-
Manager, capable of instantiating download jobs and tracking their progress. After completing the structures in IDA, the
function reveals itself.
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Fig. 19. Download with BITS

Moving with Execution to a New Buffer

After the download finishes, the execution moves to a newly allocated buffer, where a piece of the injected code was

copied. This is yet another anti-reverse trick that makes code that is hard to track in static analysis.

;all [ebp+func_virutalAlloc]

mov [ebpt+buffer_code from_inject offset 6C], eax
mov ecx, [ebptvar 58]

push ecx

mov edx, [ebpt+copy_start_injected _data]

mov eax, [edx+d)]

push Eax

mov ecx, [ebptbuffer code from inject offset 6C]
push ecx

call memc py

add esp, @Ch

mov edx, [ebpt+buffer_code from_inject offset_BC]
add edx, [ebptvar D@

mov [ebptvar D4], edx

mov eax, [ebpt+var_D4]

mov [ebp+var_DC], eax

Fig. 20. Allocating new buffer and copying a part of the code

In this new buffer, the malware obtains function pointers in every function the way it did in the parent process, with the

help of the hashes of function names. First, it opens the PNG file:

may eax, BFEZFE@BAh

call func_ebtain_kernel handle 3 searches for kernel32.dll in memory
mav edx, 553B5C78h

mov ecx, eax

call GetProcAddress_functionality2  ; obtain CreateFileA

push e

push 8ah

push 3

push a

push e

push 1

push [ebpt+arg_8]

call eax 3 call CreateFileA with .png path

Fig. 21. Resolving CreateFileA and opening the PNG file
Decoding PNG File

The decoding step starts with the allocation of a buffer big enough to fit the whole file in it and calls a function that is

responsible for decoding the data from the PNG file.

10
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lea
test
jz
call
mov
mov
call
push
push
push
push
call
mov
test
jz
mov
mov
call

esi, ds:@[ebx*4]

esi, esi

short loc_27EV72D
func_obtain_kernel_handle
edx, 9CE@D4Ah

ecx, eax
GetProcAddress_functicnality2
4

seaah

esi

a

eax

esi, eax

esi, esi

short loc_27EV72D

ecx, [ebp+arg_g]

edx, esi
func_where_decode_happens
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; calculate size of buffer needed for the file

; obtain virtualalloc

; allocate buffer

Fig. 22. Allocating result buffer and decoding steganography

In the decode function, the malware reads the contents of the PNG file, parses the headers of the PNG to obtain meta-
data, then reads the first IDAT chunk that contains the steganography data. The malware builds a compressed buffer by
reading the PNG sequentially and taking the three least significant bits for each pixel, placing the resulting values in the
resulting buffer in a “shuffled” place with the help of a small lookup table defined at the start of the function.

ecx, @Fh
[ebpt+var_s6@], 12h
[ebptvar _5C], 7@@a8h
[ebptvar 58], 68@adh
[ebptvar_54], 5888ah
[ebp+var_58], 4888EBh
[ebpt+var_4C], 38eecCh
[ebptvar_48], 2@eeDh
[ebptvar_44], 18@8Eh
[ebptvar_48], cx

Fig. 23. Lookup table for placing bytes

loc_27E2C93:

maov
maow
and
shr
sub
maw
maow
MOVZX
maw
inc
ma
maow
cmp
jb

Fig. 24. Taking 3 LSB and storing in a buffer

eax, [edi+&8h]
ecx, edx

eCK, 7

edx, 3

esi, 3

[ebp+byte from_chunk], edx

[ebpt+var_18], esi

eax, word ptr [ebpteax®*2+var_64]

[editeax*2+7@h], cx
dword ptr [edit+68h]
eax, [edit+68h]

ecx, [ebp+buffer_pixels copy]

eax, [edi+5Ch]
short loc_ 27E2C62
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p4pseeee EN 41 @3 @2 5D 8@ A2 0@ @1 @8 @@ 6D 4F CF 72 71 “A..]...... moIrg
P4B58818 9E 3D C2 2D A6 2C B7 CF 59 86 94 BF 6C CF 7F 3@ i=A-!,-Ivt¥:1I.e
@4B58828 F9 7F BA 9D 2C EB EA F4 98 F4 7D 21 CF 3E FD AC 0.2.,888.0}!Ixy-
B4B58838 BC (@ A BA AS B8 EF 36 ©E A8 50 14 46 4E 79 EB %A .¥ i6. P.FNy&
B4B58842 EE 2F FO 1B E2 DE 28 F5 71 14 (8 9@ 2C 97 E3 6F i/uU.ap(8q.E.,—do
B4B5@85@ 1B BD 44 45 62 8E 23 9E 57 BA 87 EE 84 29 B6 78 .MDEbZ#3WSti.)Yx
p4ESEAEE 93 @0 F6 CE 38 E4 2E 63 EG6 FF 33 27 31 6B 65 44 ™.5184.cay3 1ked
@4B52872 D2 16 DS 4D 77 55 F3 9A 4B 64 45 F1 E2 16 28 8F O.0MwUSEKAERE. (

B4BE5@BEE (8 97 €3 17 23 91 7A @3 D4 @3 3B 66 7D 1B E@ D@ E-A.#°z.0.;f}.ap
B4B58092 D9 D3 1A 14 C1 88 B2 98 (7 C1 6E BE F6 48 5D 14 00..A€2.CAnk5@].
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Fig. 25. Resulting compressed buffer

In the following steps, the code allocates a buffer big enough to contain the result, and it unpacks the packed data. From
the resulting buffer, we can recognize two process names: regsvr.exe and mstsc.exe followed by an MZPE.

6458808 00 60 B0 68 00 60 PO B8 O° B0 B0 BE 8B BB BB B8  ................
ic45E618 @8 o8 8@ @8 BC 45 @@ 68 @8 B8 81 81 ep /e 88 B M@i-ccco0ooac
ic45E6286 00 00 B0 65 00 0D PG BB @° BB BB BB 9C BF BB BB  ............ ®
a5456858 @0 B0 00 PO PP B0 00 PP B 00 B0 B0 B 08 BB BB  .........0000000
ap4E664E BB B0 00 PO PP B0 60 BE B0 00 60 BB B1 [ B8 BB  ..........0000..
ag488858 72 65 67 73 76 72 2E 65 78 65 @8 6D 73 74 73 63 regsvr.exe.mstsc
35450060 2E 65 7B 65 00 80 54 BB @9 4D SA 90 B8 03 00 B8  .exe..d..MZ.....
36480878 08 84 B0 @0 08 FF FF @0 ©0 BE B0 00 00 08 B8 8 ..... T o e o e
5450050 B8 40 BO 00 00 B0 0O BB 00 0D B0 9O BB BB 80 B .@..............
645868598 08 00 B0 66 00 00 BB BB @P B0 8D BB @B BB BB BB  ................
ie45EeAE B8 80 PG @B 08 BES 8B @8 @8 @E 1F BA BE @@ B4 89 ..... T Hoo e
364888B@ CD 21 B8 @1 4C (D 21 54 68 69 73 28 78 72 6F 67 1! ,.Lf!This-pFDg
pe45@@Ce 72 61 6D 20 63 61 6E BE 6F 74 20 62 B5 20 72 75 ram-cannot-be-ru
35458608 6E 20 69 6E 20 44 4AF 53 20 6D 6F 64 65 2E @D 80 n-in-DO0S-mode...
3E450GEE @A 24 6P 09 G0 B0 90 BB @8 FB BB C7 C9 BF DA A9 .%....... ﬂ::cﬁéﬂ@
Jo4588Fe  9A BF DA A9 94 BF DA A9 9A 28 84 AC 9B BB DA A9 §.§U’®§,§U’®§(,,->:=U’©
Jg4881e@ 9A 28 B84 AB 9B BE DA A9 9A 52 69 63 68 BF DA A9 §(J,<<>HU'®§Rich.§U'©
354508118 9OA OO BO G0 60 B0 OO BB 00 0D B0 PO BB BB B0 BE S...............
645681286 @8 58 45 @8 88 4C 81 83 a8 C1 4A 18 5F @8 88 88 PE..L...A]

Fig. 26. Unpacked buffer containing Remcos Agent
Remcos Agent

The MZPE is identifiable as Remcos Agent from its embedded strings. It is version 2.5.1 Pro (released on 5th July
2020) and has the hash 576B290CCD3E5B9C172793F46E2E02F1.

* BreakingSecurity.Net

* Remcos v 2.5.1 Pro

The malware takes its configurations from an embedded resource called RCData, which is encrypted with RC4. After the
malware decrypts this buffer, we can see the C&C to which it connects, along with the name of the folder where it will
save data. The C&C domain is chasefre[.Jchasefrel.]pics
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00 1E

00 1E 66 00|72 00 65 00 7( 69 00 ¢ 6B 00 ..f.r.e.p.i.n.k.

Fig. 27. Remcos Agent config, containing the C&C

Remcos has all its functionalities documented on the company’s website [2], the core commands being:

Command Name Description

Clipboarddata Getclipboard Setclip-
board Emptyclipboard

system

execcom Execute ashell command
flemgr Filemanager
getproclist Obtain a list of the running processes
imtremseript  Beoveremotescrptfomca
keyinput ] Keylogger
msgbox Displayiaimessageiboxonianinfected system
openaddress Open a specified website

ospower Shutdown, restart, sleep operations
ping Ping an infected system
prockil Kill a specific process

regopened regcreatekey regeditval reg-
delkey regdelval regopen initregedit

scrcap Screen capture
sendfiledata Upload data to C&C server
uninstall Uninstall itself from an infected system

Injection into mstsc.exe and Remcos Agent Execution

Finally, the extrac32.exe process starts mstsc.exe and injects the Remcos Agent binary into it to achieve execution.
The malicious payload checks if persistence is already present on the system and, if not, it makes a copy of the original
malware into \AppData\Roaming\Microsoft\regsvr.exe, creates a shortcut file that launches it and schedules a task to
execute it periodically by writing a .job file in C:\Windows\Tasks\. The file operations are not done by conventional calls to
WriteFile, but by using COM objects for filesystem interaction.
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Fig. 28. Persistence check

mstsc.exe 5356 Baﬂreate File CWindows\Tasksregsvr job
& matsc exe h3bG Ba ReadFile C85ecure: S50HSINDEX_ALLOCATION
B matsc exe 5356 BaWrite File C\Windows* Tasks regsvr job

Fig. 29. Writing .job file to schedule task

After achieving persistence, it periodically checks after some malware-specific settings, which appeared in the decrypted
configurations as well, and it dumps data in a log file in \AppData\Roaming\frepink\logs.dat. This file is encoded to hide
contents from reverse-engineers.

B mstsc.exe 5356 ﬁﬂeg@pen ey HKC LN Software 'chasevis-52A0W 2%

B mstsc.exe 5356 ﬁﬂeg Setinfokey HECLUMSoftware chasevis-52A0W2

B mstsc.exe h3be ﬁﬂeg@uew‘ﬁalue HKC L Software \chasevis-52A0W 2 ovenide
B mstsc.exe habe ﬁﬂegﬂlnse Ky HEC L Software\chasevis-52A0W 2

Fig. 30. Checking the registry keys provided in the config

mstsc Exe 5356 @Wrﬂeﬂle Cilserstlon Testalescu\ﬁi:i: Data\Hoamin;\irei::ink\Jo;s.dat

Defense evasion techniques

Remcos is a well-known RAT, detectable by most AVs. Therefore, attackers need to use various defense evasion tech-
niques to deliver payloads and achieve execution. The attack we observed contains some interesting techniques to
mention.

Hosting payloads on Imgur

Encoding code with steganography into images and hosting them on Imgur creates opportunities for attackers to by-
pass security checks. Image-hosting platforms are legitimate, and connections to these websites do not raise suspicion.
Moreover, using a custom steganography algorithm makes it challenging to add static detection on images that may
host malicious payloads.

Mapping DLLs instead of conventionally
loading them

The malware tries to keep its number of imported functions at a bare minimum to avoid giving malware analysts and
automatic tools hints about its behavior. Instead, it resolves dependencies during run-time. However, it does not call
LoadLibrary to load a DLL and GetProcAddress to search for a specific function, as this would allow APl monitoring tools
and user-mode hooking to identify function calls. The chosen approach is to create a file mapping for the required DLL,
make the memory region executable, and search for a function based on the hash of the function’s name. This way, the
malware can call the needed API from a memory region that is outside the PEB’s loaded module list, and therefore un-
detectable by user-mode hooking.
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COM usage

It has recently become popular in malware to use COM objects to interact with the operating system. Since COM per-
forms actions outside of the context of the calling process, it is challenging to detect them. Remcos uses the BITS COM
object to download the PNG from Imgur and the FileOperation interface to create a copy of the original executable into |
AppData\Roaming\Microsoft\regsvr.exe

Impact

Just like any Remote Access Trojan, Remcos generally runs on the system without the user’s knowledge and allows at-
tackers to collect files from the computer, record the screen, microphone, and camera, and even execute other pieces of
malware. With so many evasion techniques, Remcos is hard to observe on the system once it runs. The most important
defensive actions a user can take are to avoid opening links in suspicious e-mails, watch out for anything that seems odd,
and avoid executing .exe files downloaded from untrusted links.

Campaign distribution

We noticed this strain of Remcos originating from various cities in Colombia. Most of the detections originate from Bo-
gota, while the rest are scattered around the region.

v {\—-h.—f"rh‘".rh‘-‘"x_ ! 15
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Fig. 32. Heatmap of detections in Colombia

City : Unique IP Count
‘Bogota I
Medelin tes T
‘SantiagodeCali IR 2
chia [
‘Bamanquila [
‘Bucaramanga T
bagee T
Floridablanca T
ciewta s
‘Ocaha o
‘santaMarta o
Tuje [
‘Sogamoso [
‘Bamancabermeja [
‘Cartagena o
‘SantaRosadelSur o
Villavicencio [
Dutema [
‘Rionego I
‘Manizales T
Facatativa o
‘Buenaventra o
valledupar [
‘palmia [
taguet I
Chinchina T
‘Buenavista o
Yopal o
laCalera o
‘Florencia I
Pitalto I
‘Monteria o
‘losPatios o
Belo o

Conclusion

The COVID-19 pandemic offered a new environment in which cybercriminals can exploit users’ curiosity with phishing
e-mails. In such an ecosystem, malware like Remcos can infect lots of computers, and attackers constantly improve
their techniques to reach even more victims.

In this campaign targeting Colombian users, the attackers delivered their payload encoded in images with steganogra-
phy and hosted on Imgur. They also used techniques to evade static and dynamic detection by manually resolving the
malware’s dependencies and by using COM objects to interact with the operating system. The malware also ensured
its persistence on the infected system with scheduled tasks and shortcut files placed in the Startup directory. Rem-
cos, like any other RAT, can exfiltrate information from the victim’s computer and run other malware at the attacker’s
demand.

The most efficient way to defend against such threats is to raise awareness about phishing e-mails and to avoid run-
ning executable files originating from suspicious sources.

16



Bitdefender Whitepaper
Remcos RAT Reuvisited: A Colombian Coronavirus-Themed Campaign

Bibliography

[1] https://attack.mitre.org/software/S0332

[2] https://breaking-security.net/remcos/, https://breaking-security.net/wp-content/uploads/dIm_uploads/2018/07/
Remcos-Instructions-Manual-rev17.pdf

[4] https://malware.news/t/remcos-rat-matroska-like-file-execution/36276

MITRE techniques breakdown

Initial Access Execution Persistence Defense Evasion Collection
Phishing: Spearphishing ! Scheduled Task/Job: ! Scheduled Task/Job: i .
- : : : : p
Link ' Scheduled Task ' Scheduled Task ; BITS Jobs ; Audio Capture

' o . 1 Boot or Logon Autostart : Obfuscated Files or

+ User Execution: Mali- ' A - ' . -

i ; 1 Execution: Registry Run | Information: Steganog- : Clipboard Data
i cious File ! ! !

! ' Keys / Startup Folder ' raphy !

--------------------------- B i e S e T il

Process Injection:
Thread Execution Hi-

' Input Capture: Keylog-

___.___.__
=
D
st
>
®
(o]
c
S
o
=
©
>.
®
(o]
=
o
=

e e b m e m e

17



Bitdefender Whitepaper

Remcos RAT Revisited: A Colombian Coronavirus-Themed Campaign

Indicators of Compromise

Hashes

9751e6£f12b24bdad7d2117£2c7020ade
c8812deaB8359f0571a7a521555£f6137b
00fab7£f57£f73del674add42371ed4340
9ad9lac861bd26a641falfel5bld5£01
586aa60c78951b25defba589401c2174
b21c£79417a5261253785ffe8b0baa39

8£f04f9bbc5183961a2aflel0l15a4f326e
62£f99deef7bff208ef33e7175ba976a4

2acbfbd0b6c407£fb3c7a0cc5¢c7a39d77
58400a2b2975c50e9f2d27aa22aeceed
8701cbe86982alc6d04bl77732dfl6bc
931ca95414349919998757£f4ba2137bl
29£f75d75e2¢c9732222cefcl17598491b8
8768d2b0bbead95202£82306c351bb04
bd480943a64a5f2ebfldbca30d7b74d9
c23032a02¢c86bdf850be046a111933c9
24075ad898cb5a3ca2a4d3a04c755075
8d6e8a43513d71092badd077bb57299c¢
24953d1a545b6139417382036b8£dd48
e39f56b84501£f3b0c2eeb214c7426993
bad4d901ab3590fbcfe07a764£01b663
574e5bb98b3fb186£9e009£fd2b654d1b
c5dd9a4b30b0510f0f637e2bb20ff13e

94270d5fe5827cdb9£f25a8c6d1280d£5
6d0190cc7714b3cdf7£43b7a59d3abdd
ab51978f4e9ef5d04358el6f3cal60b3a
879ff585£f0976d£f2eb099614222fdbfb

dfeb455b3878c3920585faf5d0da5a68
cc722e903b29275c81bc8ccd4c5ba7582
7de84434250d80b048a7aa70618caade

C&C domain

chasefre[.Jchasefrel.]pics

18
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70£15£f656363f2966eblc7£fdd4001e7
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f7e8af73e25b7£f01alb54aad37c7ac71
431bf295cfalbebec5bdfd25£f7aa1003
6b9edcac8fbl£f2a53060bc591457925c¢
bd4eaeacdc6b98e632d69c37463al537a
51378£5f8eeb405c3219bebbafdf4db9
84f6c94adbb2ddc4fee92ae06576906e
5f8c8a1£889908fcalblc0a225349c7d
084392£38c3cc2b9d44a08£230031720
28d04£80e35e0360£f2cbf3c0161595ce
d65cf6d2df9abf45894a07a0a526675b
ad258cdcb627ec39dal06d596eafal345b
89ad81614f31leal76e0a28d4014flal
af9913£f05a836£8b9975225228885909
6fad894d46e9fbeedaaleB8ad8304acd5
aba038dfad4cfc0bdd944ccbd3dfa63ac
c4310d5520178204e3b0976c871a0389
e85b8ba78e6ed6a43b803b0de65003cl
c7bb02bbdb6ce2e88ba2a3add862cafl
ecdlac22adl376f5ec4ed493291a3lcle
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