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| Key Findings:

+ Seven-fold year-on-year increase in ransomware reports
* 4 out of 10 Covid-themed emails are spam
46 percent increase in the number of loT suspicious incident reports
55.73 percent of IoT network threats involve port-scanning attacks
+ GolLang becoming a popular programming language for loT malware
« Coronavirus-themed Android threats leverage the pandemic
+ Attackers focus more on social engineering, less on malware sophistication

+ Coronavirus-themed threats becoming the new norm

| Coronavirus — The New Theme

Every year has its own theme with a “soundtrack” we keep hearing on repeat, and this year it’s the “coronavirus”. If
previous years were dominated by ransomware, banking Trojans, and even exploits that wreaked havoc, the global
pandemic has been the perfect catalyst for cybercriminals to dress-up their threats with a cloak of panic, fear and
information manipulation.

As the year began and the number of affected countries and people peaked in early March, threat actors seized the
opportunity to exploit the topic by focusing less on malware sophistication, and more on carefully planning malware-
serving campaigns that selectively targeted specific regions and countries.

The weekly evolution of Coronavirus-themed threat reports between March and the first half of April shows that threat
actors were aiming their campaigns at the regions affected by the pandemic, at that time.
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Bitdefender | Evolution of Coronavirus-Themed Malware. Global Weekly View, March-April 2020

While the number of themed reports has since gone down, starting with a 10 percent drop in May from April, it's unlikely
that we've seen the last of this theme in 2020. If anything, as the World Health Organization warns of a potential

second wave of infections, cybercriminals are likely to once again seize the opportunity to create fraud campaigns with
fictive health products and even send themed spam promising new treatments or cures.

For the United States, things were a bit different, in the sense that coronavirus-themed threat reports started two weeks
later than in Europe. However, reports picked as the US started reporting a rapid spike in actual SARS-CoV-2 infection
among the population, threat actors quickly ramping up their campaigns to take advantage of the fear, panic, and
misinformation caused by the pandemic.
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Bitdefender = Evelution of Coronavirus-Themed Malware. North America Weekly View. March-April 2020 A_pril 18
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These somewhat limited snapshots into the evolution of coronavirus-themed threats do offer a glimpse into just how
opportunistic threat actors have been during the spike of the global pandemic and how quickly they've adapted their
messages based on how the infection developed regionally.

Below, is a snapshot of how coronavirus-themed malware reports have evolved in Europe, during the same time span.
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| Windows Threat Landscape

When looking at the threat landscape and how it has evolved year-over-year, two factors have to be considered:
consistency with previous reports, in order to better illustrate how specific threats have evolved, and also
understanding the global evolution of threats. That said, while the first half 2020 has been an interesting year from a
threat-evolution perspective, it has also shown that threat actors will double down on using the threats that they know
and have proven successful in the past. In times of pandemic, exploiting an opportunistic topic is a matter of launching
timely campaigns instead of focusing on malware innovation.

A Primer on Threats

Ransomware remained a popular threat throughout our threat landscape for 2020. Focused on encrypting files,
documents, databases, and any other relevant file type, ransomware has become the go-to mechanism for threat
actors in terms of generating profit. Restricting access to files and leaving behind a ransom note to the victim, file
recovery becomes next to impossible without a backup or a ransomware decryption tool. The third option, paying the
ransom note, is never advisable, as it shows threat actors that this type of behavior can be profitable and it fuels them
with the financial resources to keep developing new ransomware or other threats. While there are multiple ransomware
families, from here on we will refer to them as a whole category of threats, unless discussing specific ransomware
families.

If ransomware is an upfront method for demanding money from victims, coin miners are stealthy and use the
victims’ computing power to generate — or mine — cryptocurrency. With somewhere between 4,600 and over 6,000
cryptocurrencies’® out there — of course, not all are minable —cybercriminals have plenty of options. By sizing the
collective computing power of victims, threat actors can create mining pools that silently tax their victim’'s computing
resources. While it may not be as financially enticing as ransomware, it’s still a method focused on making money by
using the victim instead of asking for direct payment. While there are various cryptocurrency miners, from here on we
will refer to them as a general category of threats, unless addressing a specific cryptocurrency miner by name.

Fileless malware is also a popular mechanism used as a first line of attack. While it's not fileless per se, cybercriminals
use scripts with various commands that are often executed by existing tools within the operating system. For instance,
PowerShell, Visual Basic Scripts and even macros within Microsoft’s Office suite can be used to automatically execute
instructions when embedded within seemingly legitimate documents. Threat actors usually prefer fileless malware as it
allows them to perform an initial reconnaissance of the victim'’s system before “bringing out the big guns,” while at the
same time dodge detection from traditional security solutions.

Exploits are usually part of exploit kits that exploit unpatched or unknown vulnerabilities in operating systems,
browsers, applications, or any other software running on a victim’'s machine. They allow attackers to force an
application to “misbehave” and run malicious code, either altering the application’s functionality and causing
unpredictable results or instructing it to run malicious code as if it were part of it. Threat actors mostly use them

as a means of covertly planting other threats, in an attempt to dodge detection from traditional security solutions.
Addressing exploits is usually a matter of keeping operating systems and applications up to date, or by using a
security solution that specifically looks for threats trying to exploit those unpatched vulnerabilities. From here on, we
will refer to exploits as a general category encompassing exploits, unless specifically discussing a specific exploit or
vulnerability.

Bankers, also known as Trojan Bankers, are used to perform financial heists. Their focus is either on harvesting

credit card data when the victim types it into legitimate webpages, or redirecting victims to fraudulent webpage and
instructing them to fill in financial and credit card information. A large number of banker Trojans are currently employed
by threat actors, some packing more features than others. While the differences between them might revolve around

10 “How Many Cryptocurrencies Are There In 2020?”, E-Cryptocurrencynews, https:/e-cryptonews.com/how-many-cryptocurrencies-are-there-in-2020/
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features and infrastructure, their ultimate goal remains to collect and exfiltrate financial information. From here on, we
will refer to bankers as a general category that encompasses all known Trojan bankers, unless specifically discussing a
specific Trojan banker threat or family.

In our 2019™ mid-year threat landscape report, these were also the top threats analyzed. When going through this
year's mid-year threat landscape report, we compare some of those figures to this year’s telemetry. It's worth noting
that, while some percentages might seem similar to last year, the actual number of total reports for 2020 may vary by
several orders of magnitude in some instances.

Global Evolution of Windows Threats

When analyzing threat landscape telemetry for the first half of 2020, it's worth noting that year-over-year percentage
increases might be the result of intensified cybercriminal activity and a potential increase in the number of protected
Bitdefender endpoints or user base. However, the evolutions for some specific threats show a significant evolution

in terms of year-over-year reports, which can by far outpace the evolution of Bitdefender’s year-over-year user base
increase. Before we dive into and analyze how some of the most popular threats have evolved during 2020 compared
to 2019, let’s take a look at some specific threats that we didn’t discuss in our previous 2019 mid-year threat landscape
report.

11 “Mid-Year Threat Landscape Report”, Bitdefender, https:/www.bitdefender.com/fi




Bitdefender Report
Mid-Year Threat Landscape Report 2020

Dridex

This financially motivated banking Trojan was responsible for financial losses estimated' at £20 million in the UK and
$10 million in the US during 2015 alone. It's far from obsolete, and spam campaigns pushing Dridex are still considered
very lucrative.

The malware’s diverse capabilities range from capturing screenshots and stealing credentials to incorporating the
victim machine into a botnet that'’s either used to send spam or perform denial of service attacks. Apart from stealing
sensitive data, Dridex has been known to operate in conjunction with ransomware operators, delivering ransomware-
payloads to Dridex-infected victims. Paid ransom notes would then be split between the Dridex and ransomware
operators.

As the malware itself is mostly distributed via spam email campaigns, looking at how the total global number of Dridex
reports have evolved during the first half of 2020, it's safe to conclude that Dridex operators have intensified their
activity since the global Coronavirus pandemic hit.

In January and February, the number of Dridex reports accounted for only 12.84 percent of all global Dridex reports
throughout the first half of 2020, but starting in March attackers redoubled efforts to spread Dridex. While the number
of reports remained steady throughout March, April and May, the biggest spike in Dridex reports was registered in June
(36.06 percent, of all Dridex reports for H1 2020).

January February March
6.62%
6.22% 1B.46%
m Total Global n Total Global ‘ u Total Global
Dridex Dridex Reports Dridex
Reports H1 H1 2020 Repaorts H1
2020 {100%) (100%) 2020 (100%)
April May June
\ \ 36.06%
= Total Global » Total Global m Total Global
Dridex Dridex Reports Dridex
Reports H1 H1 2020 Reports H1
2020 (1005) [100%) 2020 (100%)

It's safe to guess that, if the pandemic proved an excellent catalyst for new Dridex campaigns in March, as pandemic
restrictions eased and the holiday season kicked in, attackers likely exploited not just the Coronavirus topic in their
emails, but also travel and financial subjects.

12 “Dridex”, Wikipedia, https://en.wikipedia.org/wiki/Dridex
10
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Emotet

Emotet'® is also an advanced banking Trojan that’s highly sophisticated in terms of dodging detection from security
solutions. Although first identified in 2014, it has constantly been under development, with new modules added over
time. While its primary purpose was to steal banking credentials and financial data, it was later used as a loader for
other types of malware. Emotet operators have been known to work with other cybercriminal gangs by renting access
to their botnet, also known as Infrastructure-as-a-service (laaS), or by working with Ryuk ransomware operators.

Emotet plays an important role in the cybercrime ecosystem, as it features one of the biggest networks of
compromised systems (botnets™). Whether it's sending out spam or performing on-demand denial of service attacks,
Emotet is one of the most dangerous botnets to date.

January Febuary March
- 18.71% ~14.97% ~19.73%
‘ u Total Global u Total Global ‘ = Total Global
Emotet Emotet Emotet
Reports H1 Reports H1 Reports H1
2020 (10056 2020 (10056 2020 [1005%)
April May June
~3.72%
~19.73% ~19.99%
= Total Global = Total Global = Total Global
Emotet Emotet Emotet
Reports H1 Reports H1 Reports H1
2020 (100%a) 2020 (100%) 2020 (100%)

Looking at Bitdefender's telemetry on Emotet, it becomes immediately apparent that reports throughout the first half
of 2020 were relatively consistent each month. While May seems to have registered the lowest number of reports —
from the total number of global Emotet reports during the first half of 2020 — March, April and June registered over 19
percent each.

13 “Emotet”, Wikipedia, h ://en.wikipedia.org/wiki/Em
14 “Botnet”, Wikipedia, h -//en.wiki ia.org/wiki/Botni

11
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TrickBot

Also considered a banking Trojan, TrickBot was discovered in 2016 and was mostly distributed via email spam
campaigns, embedded within seemingly legitimate attachments. While its primary purpose was to steal sensitive
information, such as data and e-banking credentials, it was later updated with new modules meant for lateral
movement across networks, and even the ability to exploit unpatched vulnerabilities, such as the infamous
EternalBlue’.

What sets it apart from other Trojans is its modular architecture. This allows cybercriminals to simply add new
capabilities as modules, which can work with the Trojan’s existing core functions. Bitdefender researchers recently’
stumbled on such a new module designed to bruteforce RDP connections belonging to select telecommunication
services in the US and Hong Kong. TrickBot has also been distributed both via spam campaigns and by other similar
banking Trojans, such as Emotet. While some core functionalities of the two Trojans overlap, TrickBot's modular
architecture makes it a highly versatile threat that threat actors can use to both move laterally across infected networks
and deploy any new malicious payload on victims’ machines.

January February March
20.81% 15.12%
33.00%
Total Global Total Global Total Global
Trickbot Trickbot Trickbot
Reports H1 Reports H1 Reports H1
2020 {100%) 2020 {100%) 2020 [100%)
April May June
15.12% 9.57% 8.88%

Total Global Total Global Total Global
Trickbot Trickbot Trickbot
Reports H1 Reports HL Reports HL
2020 {1005%) 2020 (100%) 2020 (1008¢)

Looking at how the number of global TrickBot reports during the first half of 2020, most seem to have occurred during
the first four months, accounting for 84.05 percent of the total number of reports in H1 2020.

15 “EternalBlue, Wikipedia, https:/en.wikipedia.org/wiki/EternalBlue
16 “New TrickBot Module Bruteforces RDP Connections, Targets Select Telecommunication Services in US and Hong Kong”, Bitdefender, https:/labs.bitdefender.com/2020/03/new-trickbot-module-
- -k
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AgentTesla

Known since 2014, the password-stealing AgentTesla Trojan has become popular mostly because of it's As-a-
Service business model and easy-to-use interface. Featuring a wide range of surveillance, data-stealing and security-
dodging features, malware developers have been distributing AgentTesla using various business models, including
subscription-based. Malware-as-a-service is not new, but it does allow malware developers to focus on improving the
capabilities of the Trojan, while others use it to steal information or amass massive botnets.

Since AgentTesla can be bought on obscure forums by anyone interested, it could also be used in sophisticated
spearphishing campaigns operated by advanced cybercriminals to cover their tracks in case of detection and make
it seem like a traditional infection. Bitdefender researchers have recently’” found a highly targeted spearphishing
campaign going after companies in oil & gas, just days in advance of the historic OPEC+ deal following the oil crisis
caused by the Coronavirus pandemic.

lanuary February March
14.23%
22.73% 18.38%
‘ u Total Global u Total Global ‘ m Total Global
AgentTesla AgentTesla AgentTesla
Reports H1 Reports H1 Reports H1
2020 (100%) 2020 (100%) 2020 (100%)
April May June
18.38% 14.23% 15.22%
‘ m Total Global m Total Global m Total Global
AgentTesla AgentTesla AgentTesla
Reports H1 Reports HL Reports HL
2020 (100%) 2020 (100%) 2020 (1008)

Looking at how AgentTesla reports evolved during the first half of 2020, it becomes clear that it's popular among
cybercriminals and that it's something we'll be seeing for a long time. Although reports peaked in January at 22.73
percent — of all AgentTesla reports in H1- reports remained relatively constant during the first half of 2020. While it
might not be as versatile or as mainstream as Emotet or TrickBot, the AgentTesla Trojan still packs enough spyware
features to turn it into a very potent espionage threat.

17 “Oil & Gas Spearphishing Campaigns Drop Agent Tesla Spyware in Advance of Historic OPEC+ Deal”, Bitdefender, https:/labs.bitdefender.com/2020/04/oil-gas-spearphishing-campaigns-drop-
agent-tesla-spyware-in-advance-of-historic-opec-deal/

13
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Ransomware

Compared to the first half of 2019, the Windows threat landscape for the first half of 2020 saw some interesting
developments when looking at some of the most popular threats. For example, if during the first half of 2019
ransomware reports were at their lowest in January (12.82 percent) of all ransomware reports during the first half
of 2019, during the same time span in 2020 ransomware reports peaked during January (19.20 percent), of all
ransomware reports during the first half of 2020.

Interestingly, the total number of global ransomware reports increased by 715.08 percent YoY, potentially suggesting
that threat actors upped their ransomware campaigns to capitalize on both the pandemic and the work-from-

home context and the commoditization of ransomware-as-a-service. However, looking at the monthly evolution of
ransomware, other interesting patterns emerge. For example, if during the first half of 2019 ransomware reports were
relatively low, only to peak in May, during the first half of 2020 global ransomware reports have somewhat remained
constant throughout the first six months, with no notable spikes or drops.

January Febuary March
19.70% 16.38% 16.92%
\ = Total \ = Total \ = Total
Ransomware Ransomware Ransomware
Reports H1 Reports H1 Reports H1
2020 {100%) 2020 {100%) 2020 {100%)
April May June
15.86% 16.16% 14.39%

\ u Total \ u Total \ = Total
Ransomware Ransomware Ransomware
Reports H1 Reports H1 Reports H1
2020 (100%) 2020 (1005%) 2020 (100%)

Fig. 1 — Global ransomware evolution H1 2020

Coin miners, fileless malware and exploit reports have also seen a steady increase in the number of reports during the
first half of 2020 when compared to 2019. However, if reports spiked during 2019 in particular months, this year their
reports barely fluctuated.

14
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Coin Miners

For instance, coin miner reports held steady throughout the first half of 2019, with reports relatively constant from one
month to the next. During the same time span in 2020, February recorded the highest spike, with 33.75 percent of all
coin miner reports for the first half of 2020.

While the number of reports seem to have followed a descending path throughout the next couple of months of 2020,
the total number of coin miner reports during H1 2020 increased by 20.32 percent compared to first half of 2019.
While the increase in reports might not be as significant as the spike in ransomware reports, it does reveal continued
interest in coin miners.

January February March
~ 18.57% ~ 16.83% r 16.74%
‘ m Total Coin . u Total Coin . u Total Coin
Miner Reports Miner Reports Miner
H1 2020 H1 2020 Repaorts H1
(100%%) (100%) 2020 (100%)
April May June
16.74% 16.81%
. u Total Coin u Total Coin u Total Coin
Miner Reports Miner Reports Miner
H1 2020 H1 2020 Reports H1
(100%) {100%) 2020 [100%)

Fig. 2 — Global Coin Miner Evolution H1 2020

15
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Exploits

Exploits have also had an interesting evolution throughout the first half of 2020, as the global number of exploit reports
have increased by 405.79 percent compared to the global number of exploit reports during the first half of 2019.
However, in terms of distribution, things are relatively similar to how coin miners have evolved. Exploits also peaked in
February, accounting for 29.11 percent of all exploit reports during the first half of 2020.

If throughout the first half of 2019 exploit reports were relatively equally distributed from January until June, during the
first half of 2020, only February showed a spike, with reports plateauing from March until June. However, it is worth
pointing out that overall, the total number of exploit reports throughout H1 2020 was four times higher than in the first
half of 2019.

January February March
17.09% 29.11% 14.30%
= Total Exploit = Total Exploit = Total Exploit
Reports H1 Reports H1 Reports H1
2020 (100%) 2020 (100%) 2020 (100%)
April May June
14.30% 12.95% 13.42%
= Total Exploit m Total Exploit m Total Exploit
Reports H1 Reports H1 Reports H1
2020 (1003%) 2020 (100%) 2020 (100%)

Fig. 3 — Global Exploit Evolution H1 2020
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Fileless malware reports in the first half of 2019 were relatively constant from January until May, registering minor
fluctuations. The lowest number of reports was registered in June 2019, with 14.89 percent of all fileless malware
reports throughout the first half of 2019. However, during the same time span in 2020, fileless malware reports peaked
during January (20.69 percent) and March (23.56), both accounting for 44.25 percent of all fileless malware reports
throughout the first half of 2020. While reports may have fluctuated during the next three months, it is worth nothing

that that fileless malware is still popular with threat actors.

January February

20.69% 16.09%
Taotal Fileless Taotal Fileless
Reports H1 Reports H1
2020 [100%) 2020 [100%)

April May

23.56% 10.52%
Total Fileless Total Fileless
Reports H1 Reports H1
2020 [100%) 2020 {100%)

Fig. 4 — Global Fileless malware evolution H1 2020

March

23.56%

Total Fileless
Reports H1
2020 (100%)

June
13.79%

Total Fileless
Reports H1
2020 (100%)
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Bankers

Looking at the global evolution of bankers, reports during the first half of 2020 increased seven-fold compared to the
first half of 2019. While bankers have become extremely popular and versatile in terms of dodging security solutions
and bundling in new features, during the first half of 2019 banker reports were evenly distributed from January through
June.

This banker distribution changed during H1 2020, as banker reports started to spike throughout April, May and June
2020, accounting for 64.52 percent of all banker reports during the first half of 2020. If during the first three months of
2020 threat actors were mostly focused on ransomware and other traditional threats, it wasn’t until April that banker
campaigns started to pick up steam.

January February March
13.28% 12.12% 10.06%
= Total Banker = Total Banker = Total Banker
Reports H1 Reports H1 Reports HL
2020 [100%) 2020 [100%) 2020 (1008)
April May June
10.06% 22.56% 20.50%
= Total Banker ‘ = Total Banker ‘ = Total Banker
Reports H1 Reports H1 Reports H1
2020 [100%) 2020 (100%) 2020 (100%)

Fig. 5 — Global Bankers evolution H1 2019 vs H1 2020
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Potentially Unwanted Applications (PUA)

While it's not considered a threat or malware per se, but more of a nuisance, Potentially Unwanted Applications
(PUASs) can cause serious usability and performance issues and are generally irksome if they end up on Windows or
macOS-running machines. While the number of PUA reports increased by 332.5 percent during the first half of 2020
compared to the first half of 2019, the monthly evolution of PUA reports differed significantly.

If during the first half of 2019 the number of PUA reports spiked in January (17.74 percent of all PUA reports during
the first half of 2019), during the next five months it registered minor fluctuations. During the first half of 2020, PUA
reports were at their lowest in January (11.28 percent of all PUA reports during H1 2020), only to steadily increase
throughout the next four months, peaking in May (20.23 percent of the total number of PUA reports during H1 2020).
It's obvious when comparing the year-over-year PUA reports that, while during the first half of 2019 PUA reports
followed a descending path from January until June, during the same time span in 2020 PUA reports followed an
ascending path from January until June, in terms of reports.

January February March
- 11.28% - 14.05% - 18.72%
= Total PUA = Total PUA = Total PUA
Reports H1 Reports H1 Reports H1
2020 [1005) 2020 [1005) 2020 (10034
April May June
~18.72% - 20.23% - 16.30%

= Total PUA ‘ = Total PUA = Total PUA
Reports H1 Reports H1 Reports H1
2020 (10054) 2020 (100%) 2020 (100%)

Fig. 6 — Global PUA evolution H1 2020
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Evolution of Top Ransomware Families

In our previous mid-year threat landscape report for 2019 we analyzed the evolution of some of the most popular
ransomware families at the time. Looking at how the same ransomware families have evolved throughout the first half
of 2020, it's safe to conclude that, apart from some minor spikes, they're still going strong.

Attempts to infect users with ransomware in 2020 have not slowed down. In fact, it's anything but, supporting the
notion that all schools of malicious actors have ramped up their efforts to capitalize on vulnerable remote workers and
worried members of the public seeking information related to the pandemic.

The end of 2019 marked a notable new trend in the ransomware business, with operators not only holding data for
ransom, but also copying it and threatening to make it public, coercing victims to cave in and pay. The infamous Maze
Team presumably started the trend as the world edged closer to 2020. Rival ransomware gangs soon took notice

of their success and adopted their modus operandi to spur their own operations. Despite gripping headlines about
ransomware strains like REvil, Maze, DoppelPaymer, Nemty and others, there are plenty of ransomware families out
there that offer their services to the highest bidder.

Global Evolution of Top Ransomware Families

H1 2020
40.00%
35.34%

35.00%

30.00%

23.80%
25.00% -
19.81
20.00% 18.67% 42%

16.20%  15.77% 15.37% 16908 o7es 16.21%

19.69
TB1% 1762
16.006 37 %5 08%
15005 —13BE%0as 3.23% 5 710
10.00%
074 41%
5.00% I
0.00% l
Jan Feb Mar Apr May Jun

BZepto MElocky W CryptOl0cker Locky_diablot

Fig. 7 - Global Evolution of Top Ransomware Families H1 2020

Some new families showed up during the first half of 2020, such as Sodinokibi (aka REvil or Sodin), known to focus
on specific industry verticals by targeting various organizations and industrial infrastructures. If during the first half of
2019 it barely registered in our global telemetry, during the first half of 2020 this particular ransomware family seems
to have become more popular. For instance, April, May and June accounted for 75.98 percent of all Sodinokibi reports
during the first half of 2020.
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Fig. 59 —Netherlands Coin Miner Evolution H1 2020
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| MacOS Threat Landscape

In the first half of last year, the most common threats directed at macOS users were coin miners, potentially unwanted
applications (PUAs) and exploits. The threat landscape remains virtually unchanged for Mac users in 2020 from the
first half of 2019.

From coin miners to PUA and exploits, macOS users seem to have been targeted by the same threats as in the first half
of 2019. However, when comparing their monthly YOY evolution, it seems that during the first half of 2020 they evolved
quite differently.

Coin miners have evolved completely differently than a year earlier, with the number of reports increasing during March,
April, and May 2020. If anything, while previously the number of reports were higher as the year started, it seems that
during 2020 coin miner reports started slow, only to spike in February (24.02 percent) and March (31.55 percent) 2020.

Coin miners continue to have a presence on Apple computers in 2020. Stealing computing power to make a slow but
sure buck doesn’t seem like the most attractive business model, but the untraceable nature of cryptocurrency provides
a safe haven for some lucrative actors.
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Fig. 63 - Global Coin Miner evolution on macOS H1 2020

Exploit reports followed the same trend as coin miners during the first half of 2020, starting with a low number of
reports during January and February, then peaking in March (23.55 percent) and June ( 38.73 percent) of all exploits
reported during the first six months. In contrast, during 2019, exploit reports started with a peak in January, only to
constantly drop throughout the next months.
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Potentially Unwanted Applications (PUA) on macOS are also a pain, as some applications tend to bundle other
unrelated software that sometimes makes for an unpleasant user experience when interacting with your operating
system and applications. Following the YoY trends set by the previous threat charts, PUA reports also peaked in March
(24.04 percent) and April 2020 (31.55 percent), after last year registering the highest peak in January (28.55 percent).
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Fig. 65 - Global PUA evolution on macOS H1 2019 vs H1 2020
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| Android Threat Landscape

There are around 1.6 billion Android users in the world right now and around 2.5 billion active Android devices, at last
count in 2019. It's not really a surprise that malware developers focus almost all of their efforts on compromising that
platform. With a market share that surpasses 80%, the number and sophistication of attacks will only increase.

The term malware has a slightly different definition on Android, as attackers are not necessarily looking to steal data
or compromise devices, although that is part of their activity. In many situations, the deployed apps are only looking to
implement aggressive adware that has only one purpose, to generate funds for bad actors.

You might be inclined to think that nothing bad can happen if you download your Android apps from the Google Play
Store, but you would be wrong. Some apps fall through the cracks as app developers find new ways to circumvent
security.

In fact, Google routinely removes apps from its store after finding they violate disruptive ads policy and disallowed
interstitial policy. In one purge, the company removed? more than 600 apps in one swoop and banned them from the
monetization platform. Users were served full-screen ads when trying to make a phone call or when using GPS apps
while driving.

The main problem with malware stems from third-party stores or from shady websites that provide already-infected
files. In some situations, users have no choice but to use other solutions because the official Google Play Store is not
available in their region. The malware is usually persistent, and it isn’t easy to get rid of.

It's important to mention that these infections usually are part of larger campaigns, with bad actors controlling their
applications from command and control centers (C&C). While most C&C operations are shut down as soon as they are
discovered, some are sheltered enough to remain operational.

What makes Android malware even more dangerous than its counterparts on other operating systems is the range of
data that attackers can access. A compromised phone means access to the gallery, contacts, GPS location, banking
apps, and much more.

If, in 2019 we had the Triout?' spyware network, 2020 brought on the discovery of a malware that operated below the
radar in the past four years called Mandrake?2. What makes this malware interesting and scary at the same time is that
its operators intentionally stayed hidden by not infecting too many devices.

Unlike other malware campaigns in which criminals try to infect as many devices as possible, hoping that something
will eventually stick, the exact opposite happens with Mandrake. Since it's considered a spying platform, its operation is
a bit different. The malware would kick in only after a monitoring period, giving hackers time to figure out if the target is
worth it. This method allowed them to stay under the radar for a very long time.

The usual motivation of cybercriminals on Android is to make money, by any means necessary. Sometimes they are
just looking to exploit the existing ads frameworks, but the more aggressive malware campaigns will go after people’s
data, which they sell on the dark web.

But 2020 has proven a unique year because of the COVID-19 pandemic that changed cybercriminal behavior. If, until
now, they struggled to find some hook to trick people into installing their corrupt apps, the pandemic gave them a
foothold.

18 “Global number of internet users 2012-2019, by operating system”, Statista, https://www.statista.com/statistics/543185/worldwide-internet-conne