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Foreword
Android malware is neither new nor scarce. If anything, the proliferation of Android devices – from smartphones to tablets and smart
TVs – has sparked renewed interest among malware developers in new and potent threats. Even government-linked cyber-espionage
groups have been leveraging Android malware to infect soldiers’ devices and track military units.
Since smartphones have become an integral part of our personal and business lives, imbuing them with surveillance and data exﬁltration capabilities caused by malware, can jeopardize users’ privacy and expose them to data theft and cyberespionage.
The capabilities of Android malware are similar in complexity and surveillance capabilities to PC malware. From enabling remote microphone access to full camera control or access to all on-device data, Android malware can be stealthy, highly targeted, and extremely
versatile.
Bitdefender researchers have identiﬁed a new Android spyware that seems to act as a framework for building extensive surveillance
capabilities into seemingly benign applications. Found bundled with a repackaged app, the spyware’s surveillance capabilities involve
hiding its presence on the device, recording phone calls, logging incoming text messages, recoding videos, taking pictures, collecting
GPS coordinates, and broadcasting all of that to an attacker-controlled C&C server.
The most interesting fact regarding this spyware framework is that the application was ﬁrst submitted from Russia and the majority of scans/
reports came from Israel.

Overview
Discovered by Bitdefender’s machine learning algorithms on 20.07.2018, the sample’s ﬁrst appearance seems to be 15.05.2018, when
it was uploaded to VirusTotal. The application seems to be a repackaged version of “com.xapps.SexGameForAdults” (MD5: 51df2597faa3fce38a4c5ae024f97b1c) and the tainted .apk ﬁle is named 208822308.apk. The original app seems to have been available in Google Play in 2016, but it has since been removed. While it’s unclear how the tainted sample is being disseminated, third-party
marketplaces or some other attacker-controlled domains are likely used to host the sample.
As it was only detected by our machine learning algorithms, a subsequent investigation revealed that the spyware has the following
capabilities:
1.

Records every phone call (literally the conversation as a media ﬁle), then sends it together with the caller id to the C&C
(incall3.php and outcall3.php)

2.

logs every incoming SMS message (SMS body and SMS sender) to C&C (script3.php)

3.

Has capability to hide self

4.

Can send all call logs (“content://call_log/calls”, info: callname, callnum, calldate, calltype, callduration) to C&C (calllog.
php)

5.

Whenever the user snaps a picture, either with the front or rear camera, it gets sent to the C&C (uppc.php, ﬁnpic.php or
reqpic.php)

6. Can send GPS coordinates to C&C (gps3.php)
What’s striking about sample is that it’s completely unobfuscated, meaning that simply by unpacking the .apk ﬁle, full access to the
source code becomes available. This could suggest the framework may be a work-in-progress, with developers testing features and
compatibility with devices.
The C&C (command and control) server to which the application seems to be sending collected data appears to be operational, as of
this writing, and running since May 2018.
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Spot the Difference
The malware application is almost identical to the original app, both in code and functionality, except for the malicious payload. Starting from the app’s icon to the in-app screens, the malicious version seems to keep all original functionality, potentially so as not to
arouse any suspicion from its victim.
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A Closer Look at the Spyware’s Capabilities
The app communicates with the C&C using a single IP address that’s hardcoded.

It can also hide itself, but the functionality is not used, and isn’t referenced anywhere.

On incoming/outgoing calls, “pid” and “callid” are sent to C&C.
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TCPDUMP:

The calls are also recorded to a local ﬁle using a dynamically generated name, with the help of MediaRecorder.

[10]

White Paper

Each recording ﬁle is then sent to the C&C server.
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The same thing happens with SMS messages.

TCPDUMP:
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All the call logs are recorded and sent to the C&C. Everything from call date, call duration, and caller name is logged and broadcasted.

One of the more disturbing features is camera capture. The application can use either the front or the rear camera to take snapshots.

Afterwards, every snapped picture is saved under a dynamically generated name and sent to the C&C server.
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Another feature is GPS coordinates logging. All GPS coordinates are tracked and sent to the C&C server using an HTTP Post.
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The application is signed with the Google Debug Certiﬁcate

SHA-1: 61ed377e85d386a8dfee6b864bd85b0bfaa5af81
INFO: C=US, ST=California, L=Mountain View, O=Android, OU=Android, CN=Android, EA=android@android.
com
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