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ABOUT THIS GUIDE

Purpose and Intended Audience

Your Bitdefender Premium Security Plus subscription can protect up to
10 different PCs, Macs, i0S and Android smartphones and tablets. The
management of the protected devices can be done through a Bitdefender
account, which needs to be associated with an active subscription.

This guide provides assistance with the setup and use of the products
included in vyour subscription: Bitdefender Premium Security (for
Windows), Bitdefender Antivirus for Mac (for macOS), Bitdefender Mobile
Security (for Android) and Bitdefender Mobile Security for iOS, as well as
Bitdefender Digital Identity Protection.

You can find out how to configure Bitdefender on different devices to keep
them protected from all kinds of threats.

How to Use This Guide

This guide is organized around the products included in Bitdefender in the
Bitdefender Premium Security Plus subscription:
O Total Security for PC (page 4)
Learn how to use the product on your Windows-based PCs and
laptops.
O Antivirus for Mac (page 184)
Learn how to use the product on your macOS devices.
0 Mobile Security for Android (page 229)
Learn how to use the product on your Android-based smartphones and
tablets.
0 Mobile Security for iOS (page 268)
Learn how to use the product on your i0OS-based smartphones and
tablets.
O Digital Identity Protection (page 288)
Learn how to take proper care of the protection of your digital identity.

0 Getting Help (page 296)

About This Guide 1
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Where to look and where to ask for help if something unexpected
appears.

Conventions used in This Guide

Typographical Conventions

Several text styles are used in this guide for an improved readability. Their
aspect and meaning are presented in the table below.

Appearance Description

sample syntax Syntax samples are printed with monospaced characters.

https://www.bitdefender.com The URL link is pointing to some external location, on http or ftp
servers.

documentation@bitdefender.com Email addresses are inserted in the text for contact information.

About this Guide (page 1) This is an internal link, towards some location inside the document.
filename File and directories are printed using monospaced font.

option All the product options are printed using bold characters.

keyword Important keywords or phrases are highlighted using bold characters.

Admonitions

The admonitions are in-text notes, graphically marked, bringing to your
attention additional information related to the current paragraph.

Note

@ The note is just a short observation. Although you can omit it, the notes
can provide valuable information, such as specific feature or a link to
some related topic.

Important

This requires your attention and is not recommended to skip over it.
Usually, it provides non-critical but significant information.

Warning

This is critical information you should treat with increased caution.
Nothing bad will happen if you follow the indications. You should read
and understand it, because it describes something extremely risky.

About This Guide 2
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Request for Comments

We invite you to help us improve the book. We have tested and verified all
of the information to the best of our ability. Please write to tell us about
any flaws you find in this book or how you think it could be improved, to
help us provide you with the best documentation possible.

Let us know by sending an email to documentation@bitdefender.com.
Write all of your documentation-related emails in English so that we can
process them efficiently.

About This Guide 3
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1. TOTAL SECURITY FOR PC

1.1. Installation

1.1.1. Preparing for installation

Before you install Bitdefender Premium Security, complete these
preparations to ensure the installation will go smoothly:

O

Make sure that the device where you plan to install Bitdefender
meets the system requirements. If the device does not meet all the
system requirements, Bitdefender will not be installed or, if installed,
it will not work properly and it will cause system slowdowns and
instability. For a complete list of system requirements, refer to System
requirements (page 4).

Log on to the device using an Administrator account.

Remove any other similar software from the device. If any is detected
during the Bitdefender installation process, you will be notified to
uninstall it. Running two security programs simultaneously may affect
their operation and cause major problems with the system. Windows
Defender will be disabled during the installation.

Disable or remove any firewall program that may be running on the
device. Running two firewall programs simultaneously may affect
their operation and cause major problems with the system. Windows
Firewall will be disabled during the installation.

It is recommended that your device be connected to the internet
during the installation, even when from a CD/DVD. If newer versions
of the app files included in the installation package are available,
Bitdefender can download and install them.

1.1.2. System requirements

You may install Bitdefender Premium Security only on devices running the
following operating systems:

U
U

Windows 7 with Service Pack 1
Windows 8.1

Total Security for PC 4
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<
[0 Windows 10
[J 2,5 GB available free hard disk space (at least 800 MB on the system
drive)

[J 2 GB of memory (RAM)

Important

System performance may be affected on devices that have old
generation CPUs.

Note
@ To find out the Windows operating system your device is running and
hardware information:

[0 In Windows 7, right-click My Computer on the desktop, and then
select Properties from the menu.

[0 InWindows 8.1, locate This PC and then right-click its icon.
Select Properties in the bottom menu. Look in the System area to
find information about your system type.

[0 In Windows 10 / Windows 11, type System in the search box
from the taskbar and click its icon. Look in the System area to find
information about your system type.

1.1.3. Software requirements

To be able to use Bitdefender and all its features, your device needs to
meet the following software requirements:

Microsoft Edge 40 and higher

Internet Explorer 11

Mozilla Firefox 51 and higher

Google Chrome 34 and higher

Microsoft Outlook 2007 / 2010/ 2013/ 2016
Mozilla Thunderbird 14 and higher

O 0o o oo o

1.1.4. Installing your Bitdefender product

You can install Bitdefender from the installation disc, or using the web
installer downloaded on your device from Bitdefender Central.

If your purchase covers more than one device, repeat the installation
process and activate your product with the same account on every device.

Total Security for PC 5
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The account you need to use is the one which contains your Bitdefender
active subscription.
Install from Bitdefender Central

From Bitdefender Central you can download the installation kit
corresponding to the purchased subscription. Once the installation
process is complete, Bitdefender Premium Security is activated.

To download Bitdefender Premium Security from Bitdefender Central:
1. Access Bitdefender Central.
2. Select the My Devices panel, and then click INSTALL PROTECTION.
3. Choose one of the two available options:

[0 Protect this device

a. Select this option, and then select the owner of the device. If
the device belongs to someone else, click the corresponding
button.

b. Save the installation file.

[0 Protect other devices

a. Select this option, and then select the owner of the device. If
the device belongs to someone else, click the corresponding
button.

b. Click SEND DOWNLOAD LINK.

c. Type an email address in the corresponding field, and click
SEND EMAIL.
Note that the generated download link is valid for the next 24
hours only. If the link expires, you will have to generate a new
one by following the same steps.

d. On the device you want to install your Bitdefender product,
check the email account that you typed in, and then click the
corresponding download button.

4. Wait for the download to complete, and then run the installer.

Validating the installation

Bitdefender first checks your system to validate the installation.

Total Security for PC 6
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If your system does not meet the system requirements for installing
Bitdefender, you will be informed of the areas that need improvement
before you can proceed.

If an incompatible security solution or an older version of Bitdefender is
detected, you will be prompted to remove it from your system. Please
follow the directions to remove the software from your system, thus
avoiding problems occurring later on. You may need to reboot your device
to complete the removal of detected security solutions.

The Bitdefender Total Security installation package is constantly updated.

Note
@ Downloading the installation files can take a long time, especially over
slower internet connections.

Once the installation is validated, the setup wizard appears. Follow the
steps to install Bitdefender Premium Security.

Step 1 - Bitdefender installation

Before proceeding with the installation, you have to agree with the
Subscription Agreement. Please take some time to read the Subscription
Agreement as it contains the terms and conditions under which you may
use Bitdefender Premium Security.

If you do not agree to these terms, close the window. The installation
process will be abandoned and you will exit setup.

Two additional tasks can be performed at this step:

[0 Keep the Send product reports option enabled. By allowing this
option, reports containing information about how you use the product
are sent to the Bitdefender servers. This information is essential for
improving the product and can help us provide a better experience
in the future. Note that these reports contain no confidential data,
such as your name or IP address, and that they will not be used for
commercial purposes.

[1 Select the language you want to install the product in.

Click INSTALL to launch the installation process of your Bitdefender
product.

Total Security for PC 7
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Step 2 - Installation in process
Wait for the installation to complete. Detailed information about the
progress is displayed.

Step 3 - Installation completed
Your Bitdefender product is successfully installed.
A summary of the installation is displayed. If any active threat was
detected and removed during the installation, a system reboot may be
required.

Step 4 - Device Analysis

You will now be asked if you wish to perform an analysis of your device,
to ensure that it is safe. During this step, Bitdefender will scan critical
system areas. Click Start Device Analysis to initiate it.

You can hide the scan interface by clicking on Run Scan in Background.
After that, choose whether you want to be informed when the scan is
finished, or not.

When the scan is completed, click Open Bitdefender Interface.

Note
@ Alternatively, if you do not wish to perform the scan, you can simply
click on Skip.

Step 5 - Get started

In the Getting started window you can see details about your active
subscription.

Click FINISH to access the Bitdefender Premium Security interface.

Install from installation disc

To install Bitdefender from the installation disc, insert the disc in the
optical drive.

A installation screen should be displayed in a few moments. Follow the
instructions to start installation.

If the installation screen does not appear, use Windows Explorer to
browse to the disc's root directory and double-click the file autorun.exe.

Total Security for PC 8
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If your internet speed is slow, or your system is not connected to
the internet, click the Install from CD/DVD button. In this case, the
Bitdefender product available on the disc will be installed and a newer
version will be downloaded from the Bitdefender servers via product
update.

Validating the installation
Bitdefender first checks your system to validate the installation.

If your system does not meet the system requirements for installing
Bitdefender, you will be informed of the areas that need improvement
before you can proceed.

If an incompatible security solution or an older version of Bitdefender is
detected, you will be prompted to remove it from your system. Please
follow the directions to remove the software from your system, thus
avoiding problems occurring later on. You may need to reboot your device
to complete the removal of detected security solutions.

The Bitdefender Total Security installation package is constantly updated.

Note
Downloading the installation files can take a long time, especially over
slower internet connections.

Once the installation is validated, the setup wizard appears. Follow the
steps to install Bitdefender Premium Security.

Step 1 - Bitdefender Installation

Before proceeding with the installation, you have to agree with the
Subscription Agreement. Please take some time to read the Subscription
Agreement as it contains the terms and conditions under which you may
use Bitdefender Premium Security.

If you do not agree to these terms, close the window. The installation
process will be abandoned and you will exit setup.

Two additional tasks can be performed at this step:

[0 Keep the Send product reports option enabled. By allowing this
option, reports containing information about how you use the product
are sent to the Bitdefender servers. This information is essential for
improving the product and can help us provide a better experience
in the future. Note that these reports contain no confidential data,

Total Security for PC 9
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such as your name or IP address, and that they will not be used for
commercial purposes.
[0 Select the language you want to install the product in.
Click INSTALL to launch the installation process of your Bitdefender
product.
Step 2 - Installation in process
Wait for the installation to complete. Detailed information about the
progress is displayed.
Step 3 - Installation completed

A summary of the installation is displayed. If any active threat was
detected and removed during the installation, a system reboot may be
required.

Step 4 - Device Analysis

You will now be asked if you wish to perform an analysis of your device,
to ensure that it is safe. During this step, Bitdefender will scan critical
system areas. Click Start Device Analysis to initiate it.

You can hide the scan interface by clicking on Run Scan in Background.
After that, choose whether you want to be informed when the scan is
finished, or not.

When the scan is completed, click Continue with Create Account.

Note
@ Alternatively, if you do not wish to perform the scan, you can simply
click on Skip.

Step 5 - Bitdefender account

After you complete the initial setup, the Bitdefender Account window
appears. A Bitdefender account is required to activate the product and
use its online features. For more information, refer to Bitdefender Central
(page 28).

Proceed according to your situation.

[0 Iwantto create a Bitdefender account

Total Security for PC 10
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1. Type the required information in the corresponding fields. The data
you provide here will remain confidential. The password must be at
least 8 characters long, include at least one number or symbol and
include lower and upper case characters.

2. Before proceeding further you have to agree with the Terms of use.
Access the Terms of use and read them carefully as they contain
the terms and conditions under which you may use Bitdefender.
Additionally, you can access and read the Privacy Policy.

3. Click CREATE ACCOUNT.

Note

@ Once the account is created, you can use the provided email
address and password to sign in to your account at https://
central.bitdefender.com, or in the Bitdefender Central app
provided that it is installed on one of your Android or iOS
devices. To install the Bitdefender Central app on Android, you
have to access Google Play, search Bitdefender Central, and
then tap the corresponding installation option. To install the
Bitdefender Central app on iOS, you have to access App Store,
search Bitdefender Central, and then tap the corresponding
installation option.

[J Ialready have a Bitdefender account

1. Click Sign In.

2. Type the email address in the corresponding field, and then click
NEXT.

3. Type your password, and then click SIGN IN.
If you forgot the password for your account or you simply want to
reset the one you already set:

a. Click Forgot password?.
b. Type your email address, and then click NEXT.

c. Check your email account, type the security code you have
received, and then click NEXT.
Alternatively, you can click Change password in the email that
we sent you.

Total Security for PC 11
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d. Type the new password you want to set, and then type it once
again. Click SAVE.

Note

@ If you already have a MyBitdefender account, you can use it to
sign into your Bitdefender account. If you forgot your password,
you first need to go to https://my.bitdefender.com to reset it.
Then, use the updated credentials to sign into your Bitdefender
account.

O I want to sign in using my Microsoft, Facebook or Google account
To sign in with your Microsoft, Facebook or Google account:

1. Select the service you want to use. You will be redirected to the
login page of that service.

2. Follow the instructions provided by the selected service to link your
account to Bitdefender.

Note

Bitdefender does not get access to any confidential information
such as the password of the account you use to sign in, or the
personal information of your friends and contacts.

Step 6 - Activate your product

Note

@ This step appears if you have selected to create a new Bitdefender
account during the previous step, or if you signed in using an account
with an expired subscription.

An active internet connection is required to complete the activation of
your product.

Proceed according to your situation:

[J Ihave an activation code
In this case, activate the product by following these steps:

1. Type the activation code in the I have an activation code field, and
then click CONTINUE.
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Note
You can find your activation code:

[0 onthe CD/DVD label.
[0 on the product registration card.

[0 in the online purchase email.

2. I want to evaluate Bitdefender
In this case, you can use the product for a 30 day period. To begin
the trial period, select I don't have a subscription, I want to try
the product for free, and then click CONTINUE.

Step 7 - Get started

In the Get started window you can see details about your active
subscription.

Click FINISH to access the Bitdefender Premium Security interface.

1.2. Getting Started
1.2.1. The basics

Once you have installed Bitdefender Premium Security, your device
is protected against all kinds of threats (such as malware, spyware,
ransomware, exploits, botnets and trojans) and internet threats (such as
hackers, phishing and spam).

The app uses the Photon technology to enhance the speed and
performance of the threat scanning process. It works by learning the
usage patterns of your system apps to know what and when to scan, thus
minimizing the impact on system performance.

Connecting to public wireless networks belonging to airports, malls, cafés,
or hotels without protection may be dangerous for your device and data.
This is mainly because fraudsters may be watching your activity and
find the best moment to steal personal data, but also because everyone
can see your IP address, thus making your machine a victim for future
cyberattacks. To avoid such unfortunate situations, install and use the
VPN (page 96) app.

Webcam Protection (page 88) keeps away the untrusted apps from
accessing your video camera, thus avoiding any attempt to be hacked.
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Based on the Bitdefender users' choice, the access of popular apps to
your webcam will be allowed or blocked.

To safeguard you from potential snoops and spies when your device is
connected to an unsecured wireless network, Bitdefender analyzes its
security level, and when necessary, comes with recommendations to
boost the safety of your online activities. For instructions on how to keep
your personal data secure, refer to Wi-Fi Security Advisor (page 84).

Files encrypted by ransomware can now be recovered without having
to spend money for any requested ransom. For information on how to
recover encrypted files, refer to Ransomware Remediation (page 92).

While you work, play games or watch movies, Bitdefender can offer you a
continuous user experience by postponing maintenance tasks, eliminating
interruptions and adjusting system visual effects. You can benefit from all
these by activating and configuring Profiles (page 119).

Bitdefender will make most security-related decisions for you and will
rarely show pop-up alerts. Details about actions taken and information
about program operation are available in the Notifications window. For
more information, refer to Notifications (page 14).

From time to time, you should open Bitdefender and fix any existing
issues. You may have to configure specific Bitdefender components or
take preventive actions to protect your device and your data.

To use the online features of Bitdefender Premium Security and manage
your subscriptions and devices, access your Bitdefender account. For
more information, refer to Bitdefender Central (page 28).

The section How to (page 127) is where you will find step-by-step
instructions on how to perform common tasks. If you experience issues
while using Bitdefender, check the Solving common issues (page 158)
section for possible solutions to the most common problems.

Notifications

Bitdefender keeps a detailed log of events concerning its activity on your
device. Whenever something relevant to the security of your system or
data happens, a new message is added to the Bitdefender Notifications
area, in a similar way to a new email appearing in your Inbox.

Notifications are an important tool in monitoring and managing your
Bitdefender protection. For instance, you can easily check if the update
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was successfully performed, if threats or vulnerabilities were found on
your device, etc. Additionally, you can take further action if needed or
change actions taken by Bitdefender.

To access the Notifications log, click Notifications on the navigation menu
on the Bitdefender interface. Every time a critical event occurs, a counter

can be noticed on the # icon.
Depending on type and severity, notifications are grouped in:

[0 Critical events indicate critical issues. You should check them
immediately.

[J Warning events indicate non-critical issues. You should check and fix
them when you have the time.

[J Information events indicate successful operations.

Click each tab to find more details about the generated events. Brief
details are displayed at a single-click on each event title, namely: a short
description, the action Bitdefender took on it when it happened, and the
date and time when it occurred. Options may be provided to take further
action if needed.

To help you easily manage logged events, the Notifications window
provides options to delete or mark as read all events in that section.

Profiles

Some computer activities, such as online games or video presentations,
require increased system responsiveness, high performance and no
interruptions. When your laptop is running on battery power, it is best that
unnecessary operations, which consume additional power, be postponed
until the laptop is connected back to A/C power.

Bitdefender Profiles assigns more system resources to the running
apps by temporarily modifying protection settings and adjusting system
configuration. Consequently, the system impact on your activity is
minimized.

To adapt to different activities, Bitdefender comes with the following
profiles:

Work Profile

Optimizes your work efficiency by identifying and adjusting the product
and system settings.
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Movie Profile

Enhances visual effects and eliminates interruptions when watching
movies.

Game Profile
Enhances visual effects and eliminates interruptions when playing games.
Public Wi-FI Profile

Applies product settings to benefit from full protection while connected to
an unsecure wireless network.

Battery Mode Profile

Applies product settings and holds down background activity to save
battery life.

Configure automatic activation of profiles

For an easy-to-use experience, you can configure Bitdefender to manage
your working profile. In this case, Bitdefender automatically detects
the activity you perform and applies system and product optimization
settings.

The first time you access the Profiles you will be asked to activate
automatic profiles. To do so, you can simply click on the TURN ON in
the displayed window.

You can click on NOT NOW if you wish to turn on the feature at a later
time.

To allow Bitdefender to activate profiles automatically:
1. Click Utilities on the navigation menu on the Bitdefender interface.
2. Inthe Profiles tab, click Settings.

3. Use the corresponding switch to turn on Activate profiles
automatically.

If you do not wish for the Profiles to be automatically activated, turn off
the switch.

To manually activate a profile, turn on the corresponding switch. Of the
first three profiles, only one can be manually activated at once.

For more information on Profiles, refer to Profiles (page 119).
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Password-protecting Bitdefender settings

If you are not the only person with administrative rights using this device,
it is recommended that you protect your Bitdefender settings with a
password.

To configure password protection for the Bitdefender settings:
1. Click Settings on the navigation menu on the Bitdefender interface.
2. Inthe General window, turn on Password protection.

3. Type the password in the two fields, and then click OK. The password
must be at least 8 characters long.

Once you have set a password, anyone trying to change the Bitdefender
settings will first have to provide the password.

Important

Be sure to remember your password or keep a record of it in a safe
place. If you forget the password, you will have to reinstall the program
or to contact Bitdefender for support.

To remove password protection:
1. Click Settings on the navigation menu on the Bitdefender interface.
2. Inthe General window, turn off Password protection.

3. Type the password, and then click OK.

Note

@ To modify the password for your product, click Password change. Type
your current password, and then click OK. In the new window which
appears type the new password you want to use from now on to restrict
the access to your Bitdefender settings.

Product reports

Product reports contain information about how you use the Bitdefender
product you have installed. This information is essential for improving the
product and can help us offer you a better experience in the future.

Note that these reports contain no confidential data, such as your name or
IP address, and that they are not be used for commercial purposes.

If during the installation process you have chosen to send such reports to
the Bitdefender servers and now would like to stop the process:
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1. Click Settings on the navigation menu on the Bitdefender interface.
2. Select the Advanced tab.

3. Turn off Product reports.

Special offers notifications

When promotional offers are available, the Bitdefender product is set up
to notify you through a pop-up window. This gives you the opportunity to
benefit from advantageous prices and keep your devices protected for a
longer period of time.

To turn on or off special offers notifications:
1. Click Settings on the navigation menu on the Bitdefender interface.
2. Inthe General window, turn on or off the corresponding switch.

The special offers and product notifications option is enabled by default.

1.2.2. Bitdefender interface

Bitdefender Premium Security meets the needs of computer beginners
and very technical people alike. Its graphical user interface is designed to
suit each and every category of users.

To go through the Bitdefender interface, an introduction wizard containing
details on how to interact with the product and how to configure it is
displayed on the upper left side. Select the right angle bracket to continue
being guided, or Skip tour to close the wizard.

The Bitdefender system tray icon is available at any time, no matter
whether you want to open the main window, run a product update, or
view information about the installed version.

The main window gives you information about your security status.
Based on your device usage and needs, Autopilot displays here different
types of recommendations to help you improve your device security and
performance. Moreover, you can add quick actions that you use the most,
so that you can have them at hand whenever you need.

From the navigation menu on the left side you can access the settings
area, notifications and the Bitdefender sections for detailed configuration
and advanced administrative tasks.
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From the upper part of the main interface, you can access your
Bitdefender account. Also, you can contact us for support in case you
have questions or something unexpected appears.

System tray icon

To manage the entire product more quickly, you can use the Bitdefender
Riconin the system tray.

Note
@ The Bitdefender icon may not be visible at all times. To make the icon
appear permanently:

[0 In Windows 7, Windows 8 and Windows 8.1
1. Click the arrow Bin the lower-right corner of the screen.
2. Click Customize... to open the Notification Area Icons window.
3. Select the option Show icons and notifications for the
Bitdefender agent icon.
[J In Windows 10
1. Right-click the taskbar and select Taskbar settings.

2. Scroll down and click the Select which icons appear on the
taskbar link under Notification area.

3. Enable the switch next to Bitdefender agent.
If you double-click this icon, Bitdefender will open. Also, by right-clicking

the icon, a contextual menu will allow you to quickly manage the
Bitdefender product.

[1 Show - opens the main window of Bitdefender.

[0 About - opens a window where you can see information about
Bitdefender, where to look for help in case something unexpected
appears, where to access and view the Subscription Agreement, 3rd
Party Components and Privacy Policy.

[0 Update Now - starts an immediate update. You can follow the update
status in the Update panel of the main Bitdefender window.
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The Bitdefender system tray icon informs you when issues affect your
device or how the product operates, by displaying a special symbol, as
follows:

A No issues are affecting the security of your system.

Critical issues are affecting the security of your system. They require
your immediate attention and must be fixed as soon as possible.

If Bitdefender is not working, the system tray icon appears on a gray

background: B. This usually happens when the subscription expires. It
can also occur when the Bitdefender services are not responding or when
other errors affect the normal operation of Bitdefender.

Navigation menu

On the left side of the Bitdefender interface is the navigation menu, which
enables you to quickly access the Bitdefender features and tools you need
to handle your product. The tabs available in this area, are:

(1 [ Dashboard. From here, you can quickly fix security issues, view
recommendations according to your system needs and usage patterns,
perform quick actions and install Bitdefender on other devices.

O Protection. From here, you can launch and configure antivirus
scans, access Firewall settings, recover data in case it gets encrypted
by a ransowmware, and configure protection while surfing on the
internet.

U Privacy. From here, you can create password managers for your
online accounts, protect the access to your webcam from unwanted
eyes, make online payments in a safe environment, open the VPN
app, and protect your children by viewing and restricting their online
activity.
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a Utilities. From here, you can improve the system's speed and
configure the Anti-theft feature for your devices.

O Notifications. From here, you have access to the generated
notifications.

O Settings. From here, you have access to general settings.

O Support. From here, whenever you need assistance in solving a
situation with your Bitdefender Premium Security, you can contact the
Bitdefender Technical Support department.

) My Account. From here, you can access your Bitdefender account
to verify your subscriptions and perform security tasks on the devices
you manage. Details about the Bitdefender account and in use
subscription are available as well.

Dashboard

The Dashboard window allows you to perform common tasks, quickly fix
security issues, view information about product operation and access the
panels from where you configure the product settings.

Everything is just a few clicks away.

The window is organized in three main areas:

Security status area

This is where you can check your device's security status.
Autopilot

This is where you can check the Autopilot recommendations to ensure
proper functionality of the system.

Quick actions

This is where you can run different tasks to keep your system protected
and running at optimal speed. You can also install Bitdefender on other
devices provided that your subscription has enough available slots.

Security status area

Bitdefender uses an issue tracking system to detect and inform you about
the issues that may affect the security of your device and data. Detected
issues include important protection settings that are turned off and other
conditions that can represent a security risk.
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Whenever issues are affecting the security of your device, the status that
appears on the upper side of the Bitdefender interface changes into red.
The displayed status indicates the nature of issues affecting your system.
Also, the system tray icon changes into and if you move the mouse
cursor over the icon, a pop-up will confirm the existence of pending
issues.

As the detected issues may prevent Bitdefender from protecting you
against threats or represent a major security risk, we recommend you
to pay attention and fix them as soon as possible. To fix an issue, click the
button next to the detected issue.

Autopilot

To offer you an effective operation and increased protection while carrying
out different activities, Bitdefender Autopilot will act as your personal
security advisor. Depending on the activity you perform, either you
work, make online payments, watch movies, or play games Bitdefender
Autopilot will come up with contextual recommendations based on your
device usage and needs.

The proposed recommendations may also be related to actions that you
need to perform to keep your product working at its full capacity.

To start using a suggested feature or make improvements into your
product, click the corresponding button.

Turning off Autopilot notifications

To bring your attention to the Autopilot recommendations, the
Bitdefender product is set up to notify you through a pop-up window.

To turn off the Autopilot notifications:
1. Click Settings on the navigation menu on the Bitdefender interface.
2. Inthe General window, turn off Recommendation notifications.

Quick actions

Using quick actions you can quickly launch tasks that you consider
important for keeping your system protected and running at optimal
speed.

By default, Bitdefender comes with some quick actions that can be
replaced with the ones you know you mostly use. To replace a quick
action:
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Click the £ icon in the upper-right corner of the card you want to
remove.

Point the task you want to add to the main interface, and then click
ADD.

The tasks you can add to the main interface, are:

d

Quick Scan. Run a quick scan to promptly detect the possible threats
that may be present on your device.

System Scan. Run a system scan to make sure your device is clean of
threats.

Vulnerability Scan. Scan your device for vulnerabilities to make sure
that all installed apps, along with the Operating System, are updated
and properly functioning.

Wi-Fi Security Advisor. Open the Wi-Fi Security Advisor window
inside the Vulnerability module.

Open Safepay. Open Bitdefender Safepay™ to protect your sensitive
data while performing online transactions.

Open VPN. Open Bitdefender VPN to add an extra layer of protection
while connected to the internet.

File Shredder. Launch the File Shredder tool to remove traces of
sensitive data from your device.

Open OneClick Optimizer. Free disk space, fix registry errors, and
protect your privacy by deleting files that may no longer be useful with
a single click of a button.

To start protecting additional devices with Bitdefender:

1.

2.
3.

Click Install on another device.
A new window appears on your screen.

Click SHARE DOWNLOAD LINK.

Follow the on-screen steps to install Bitdefender.

Depending on your choice, the following Bitdefender products will be
installed:

U
U

Bitdefender Premium Security on Windows-based devices.

Bitdefender Antivirus for Mac on macOS-based devices.
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[ Bitdefender Mobile Security on Android-based devices.

[ Bitdefender Mobile Security on i0OS-based devices.

The Bitdefender sections

The Bitdefender product comes with three sections divided into useful
features to help you stay protected while you work, surf the web or
perform online payments, improve the speed of your system and many
more.

Whenever you want to access the features for a specific section or to
start configuring your product, access the following icons located on the
navigation menu on the Bitdefender interface:

0 Bl Protection
O Privacy
0 M utilities

Protection

In the Protection section you can configure your advanced security
settings, manage friends and spammers, view and edit the network
connection settings, set up the Online Threat Prevention features, check
and fix potential system vulnerabilities and assess the security of the
wireless networks you connect to.

The features you can manage in the Protection section are:
ANTIVIRUS

Antivirus protection is the foundation of your security. Bitdefender
protects you in real-time and on-demand against all sorts of threats, such
as malware, trojans, spyware, adware, etc.

From the Antivirus feature you can easily access the following scan tasks:
[J Quick Scan

[0 System Scan

[J Manage Scans

[0 Rescue Environment

For more information about scan tasks and how to configure antivirus
protection, refer to Antivirus protection (page 43).
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ONLINE THREAT PREVENTION

Online Threat Prevention helps you to stay protected against phishing
attacks, fraud attempts and private data leaks, while surfing on the
internet.

For more information about how to configure Bitdefender to protect your
web activity, refer to Online Threat Prevention (page 63).

FIREWALL

The firewall protects you while you are connected to networks and the
internet by filtering all connection attempts.

For more information about firewall configuration, refer to Firewall (page
75).

ADVANCED THREAT DEFENSE

Advanced Threat Defense actively protects your system against threats
such as ransomware, spyware and trojans by analyzing the behavior of all
installed apps. Suspicious processes are identified and, when necessary,
blocked.

For more information about how to keep your system protected from
threats, refer to Advanced Threat Defense (page 61).

ANTISPAM

The Bitdefender antispam feature ensures your Inbox stays free of
unwanted emails by filtering POP3 mail traffic.

For more information about the antispam protection, refer to Antispam
(page 67).

VULNERABILITY

The Vulnerability module helps you keep the operating system and the
apps you regularly use up to date and to identify the insecure wireless
networks you connect to. Click Open in the Vulnerability module to acces
its features.

The Vulnerability Scan feature allows you to identify critical Windows
updates, app updates, weak passwords belonging to Windows accounts
and wireless networks that are not secure. Click Start Scan to perform a
scan on your device.
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Click on Wi-Fi Security Advisor to view the list of the wireless networks
you connect to, along with our reputation assessment for each of them
and the actions you can take to stay safe from potential snoops.

For more information on configuring vulnerability protection, refer to
Vulnerability (page 80).

RANSOMWARE REMEDIATION

The Ransomware Remediation feature helps you recover files in case they
get encrypted by ransomware.

For more information about how to recover encrypted files, refer to
Ransomware Remediation (page 92).

Privacy

In the Privacy section you can open the Bitdefender VPN app, encrypt
your private data, protect your online transactions, keep your webcam
and browsing experience secure, and protect your children by viewing and
restricting their online activity.

The features you can manage in the Privacy section are:
VPN

VPN secures your online activity and hides your IP address each time you
connect to unsecured wireless networks while in airports, malls, cafés, or
hotels. Additional, you can access content that normally is restricted in
certain areas.

For more information about this feature, refer to VPN (page 96).
VIDEO & AUDIO PROTECTION

Video & Audio Protection keeps your webcam out of danger by blocking
the access of untrusted apps and notifies you when apps will try to gain
access to your microphone.

For more information about how to keep your webcam protected from
unwanted access and how to set Bitdefender to notify you about your
microphone activity, refer to Video & Audio Protection (page 88).

SAFEPAY

The Bitdefender Safepay™ browser helps you to keep your online banking,
e-shopping and any other type of online transaction private and secure.
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For more information about Bitdefender Safepay™, refer to Safepay
security for online transactions (page 99).

PARENTAL CONTROL

Bitdefender Parental Control allows you to monitor what your children are
doing on their device. In case of inappropriate content you can decide to
restrict his access to the internet or to specific apps.

Click Configure in the Parental Control pane to start configuring your
children's devices and monitor their activity wherever you are.

For more information about configuring Parental Control, refer to Parental
Control (page 103).

ANTI-TRACKER

The Anti-tracker feature helps you avoid tracking, so that your data
remains private while you browse online, while also reducing the time
it takes for websites to load.

For more information about the Anti-tracker feature, refer to Anti-tracker
(page 94).

Utilities
In the Utilities section you can improve the system's speed and manage
your devices.
OneClick Optimizer

Bitdefender Total Security offers not just security, it also helps you keep
your device's performance in shape.

Our OneClick Optimizer will help you find and remove unnecessary files
from your device in one easy step.

For more information about it, refer to OneClick Optimizer (page 125).
Anti-Theft

Bitdefender Anti-Theft protects your device and data against theft or loss.
In case of such an event, this allows you to remotely locate or lock your
device. You can also wipe all data present into your system.

Bitdefender Anti-Theft offers the following features:

[l Remote Locate
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[0 Remote Lock
[0 Remote Wipe
[0 Remote Alert

For more information about how you can keep your system away from
wrong hands, refer to Device Anti-Theft (page 116).

Data Protection

The Bitdefender File Shredder helps you permanently delete data by
physically removing it from your hard disk.

For more information about it, refer to Data Protection (page 126).
Profiles

Daily job activities, watching movies or playing games may cause system
slow down, especially if they are running simultaneously with Windows
update processes and maintenance tasks.

With Bitdefender, you can now choose and apply your preferred profile,
which makes system adjustments suited to increase the performance of
specific installed apps.

For more information about this feature, refer to Profiles (page 119).

Change product language

The Bitdefender interface is available in several languages and can be
changed by following these steps:

1. Click Settings on the navigation menu on the Bitdefender interface.
2. Inthe General window, click Change Language.

3. Select the desired language from the list, and then click SAVE.

4. Wait a few moments until the settings are applied.

1.2.3. Bitdefender Central

About Bitdefender Central

Bitdefender Central is the platform where you have access to the
product's online features and services and can remotely perform
important tasks on devices Bitdefender is installed on. You can sign in to
your Bitdefender account from any computer or mobile device connected
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to the internet by going to https://central.bitdefender.com, or directly
from the Bitdefender Central app on Android and iOS devices.
To install the Bitdefender Central app on your devices:

[0 On Android - search Bitdefender Central on Google Play, and then
download and install the app. Follow the required steps to complete
the installation.

[J OniOS - search Bitdefender Central on App Store, and then download
and install the app. Follow the required steps to complete the
installation.

Once you are signed in, you can start doing the following;:

[0 Download and install Bitdefender on Windows, macQOS, iOS and
Android operating systems. The products available for download are:

[0 The Bitdefender Windows product line
[J Bitdefender Antivirus for Mac

[J Bitdefender Mobile Security for Android
[J Bitdefender Mobile Security for iOS

[0 Manage and renew your Bitdefender subscriptions.
[0 Add new devices to your network and manage them wherever you are.

[0 Protect the network devices and their data against theft or loss with
Anti-Theft.

[J Configure Parental Control settings for your children's devices and
monitor their activity wherever you are.
Accessing Bitdefender Central

There are several ways to access Bitdefender Central. Depending on the
task you want to perform, you can use any of the following possibilities:

[0 From the Bitdefender main interface:

1. Click My Account on the navigation menu on the Bitdefender
interface.

2. Click Go to Bitdefender Central.

3. Sign in to your Bitdefender account using your email address and
password.
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[0 From your web browser:
1. Open aweb browser on any device with internet access.
2. Go to: https://central.bitdefender.com.

3. Signin to your account using your email address and password.

[0 From your Android or iOS device:

1. Open the Bitdefender Central app you have installed.

Note
@ In this material we have included the options that you can find on the
web interface.

2-Factor Authentication

The 2-Factor Authentication method adds an extra security layer to your
Bitdefender account, by requiring an authentication code in addition to
your sign-in credentials. This way you will prevent account takeover and
keep away types of cyberattacks, such as keyloggers, brute-force or
dictionary attacks.

Enabling 2-Factor Authentication

By enabling 2-Factor Authentication, you will make your Bitdefender
account much more secure. Your identity will be verified each time you
will sign in from different devices, either to install one of the Bitdefender
products, check the status of your subscription or run tasks remotely on
your devices.

To enable 2-Factor Authentication:

Access Bitdefender Central.

Click the & icon in the upper right side of the screen.
Click Bitdefender Account in the slide menu.

Select the Password and security tab.

Click 2-Factor Authentication.

Click GET STARTED.
Choose one of the following methods:

N T o A o
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[0 Authenticator App - use an authenticator app to generate a code
each time you want sign in to your Bitdefender account.
If you would like to use an authenticator app, but you are not sure
what to choose, a list with the authentication apps we recommend
is available.

a.
b.

Click USE AUTHENTICATOR APP to start.

To sign in on an Android or i0S-based device, use your device
to scan the OR code.

To sign in on a laptop or computer, you can add manually the
displayed code.

Click CONTINUE.

Insert the code provided by the app, or the one displayed at the
previous step, and then click ACTIVATE.

[J E-mail - each time you sign in to your Bitdefender account, a
verification code will be sent to your email inbox. Check the email
and then use the code you received.

a.

b
c.
d

Click USE EMAIL to start.

. Check your email and type in the provided code.

Click ACTIVATE.

. You are provided with ten activation codes. You can either

copy, download, or print the list and use it in case you lose
your email address or will not be able to sign in. Each code can
only be used once.

Click DONE.

In case you want to stop using 2-Factor Authentication:
1. Click TURN OFF 2-FACTOR AUTHENTICATION.

2. Check your app or email account and type in the code you have
received.
In case you have choosen to receive the authentication code via email,
you have five minutes to check your email account and type in the
generated code. If the time expires, you will have to generate a new
code by following the same steps.

3. Confirm your choice.
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Adding trusted devices

To make sure that only you can access your Bitdefender account, we
might require a security code first. If you would like to skip this step each
time you connect from the same device, we recommend you to nominate
it as a trusted device.

To add devices as trusted devices:

Access Bitdefender Central.

Click the & icon in the upper right side of the screen.
Click Bitdefender Account in the slide menu.
Select the Password and security tab.

Click Trusted Devices.
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The list with the devices Bitdefender is installed on is displayed. Click
the desired device.

You can add as many devices as you want, provided that they have
Bitdefender installed and your subscription is valid.

Activity

In the Activity area you have access to information on the devices that
have Bitdefender installed.

Once you access the Activity window, the following cards are available:

[0 My Devices. Here you can view the number of the connected devices
along with their protection status. To fix issues remotely on the
detected devices, tap Fix issues, and then tap SCAN AND FIX
ISSUES.

To view details about the detected issues, tap View issues.
Information about detected threats cannot be retrieved from iOS-
based devices.

[0 Threats blocked. Here you can view a graph showing an overall
statistic including information about the threats blocked in the last
24 hours and seven days. The displayed information is retrieved
depending on the malicious behavior detected on accessed files, apps
and URLs.
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[0 Top users with threats blocked. Here you can view a top with the
users were the most threats have been found.
[0 Top devices with threats blocked. Here you can view a top with the
devices were the most threats have been found.
My Subscriptions
The Bitdefender Central platform gives you the possibility to easily
manage the subscriptions you have for all your devices.
Check available subscriptions
To check your available subscriptions:
1. Access Bitdefender Central.
2. Select the My Subscriptions panel.

Here you have information about the availability of the subscriptions you
own and the number of devices using each of them.

You can add a new device to a subscription or renew it by selecting a
subscription card.

Note
@ You can have one or more subscriptions on your account provided that
they are for different platforms (Windows, macQOS, iOS or Android).

Activate subscription

A subscription can be activated during the installation process by using
your Bitdefender account. Together with the activation process, the
subscription's validity starts to count down.

If you have purchased an activation code from one of our resellers or
you received it as a present, then you can add its availability to your
Bitdefender subscription.

To activate a subscription using an activation code, follow these steps:
1. Access Bitdefender Central.
2. Select the My Subscriptions panel.

3. Tap the ACTIVATION CODE button, then type the code in the
corresponding field.
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4. Tap ACTIVATE to continue.
The subscription is now activated.

Renew Subscription

If you disabled the automatic renewal of your Bitdefender subscription,
you can manually renew it by following these steps:

1. Access Bitdefender Central.

2. Select the My Subscriptions panel.
3. Select the desired subscription c