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GravityZone Proactive Hardening and
Attack Surface Reduction (PHASR) for MSPs

Fortify your managed organizations' security posture with PHASR

PHASR is a groundbreaking hardening solution that proactively delivers personalized and dynamic attack
surface reduction by restricting access to system management and scripting tools. This enables MSPs to
effectively block modern attacks, including Living off the Land (LotL) techniques, at their earliest stages.

PHASR Key Outcomes for MSPs

o Context-aware, Behavior-based Hardening - Deliver tailored, adaptive security to your customers with
PHASR, automatically analyzing user behaviors and dynamically restricting risky applications and un-
usual activities to significantly reduce vulnerabilities without impacting user productivity.

o Dynamic, Autonomous Attack Surface Reduction - Significantly reduce administrative overhead and
strengthen customer defenses with PHASR Autopilot mode, which enables adaptive and autonomous
attack surface adjustments in real time by proactively responding to user behavior changes and emerg-
ing threat vectors without manual intervention.

o Integrated Intelligence-driven Security - Effortlessly protect managed customers with PHASR's pro-
active defense powered by Bitdefender threat intelligence, efficiently anticipating and blocking emerg-
ing threats without additional administrative effort.

o Unified, Efficient Security Management - Streamline your security operations with PHASR’s seamless
integration with the Bitdefender GravityZone MSP Security Suite, providing unified risk visibility, prioriti-
zation, mitigation, and comprehensive threat prevention, detection, and response.

Bitdefender is a cybersecurity leader delivering best-in-class threat prevention, detection, and response solutions worldwide. Guardian over millions of consumer, enterprise, and government
environments, Bitdefender is one of the industry’s most trusted experts for eliminating threats, protecting privacy, digital identity and data, and enabling cyber resilience. With deep investments
inresearch and development, Bitdefender Labs discovers hundreds of new threats each minute and validates billions of threat queries daily. The company has pioneered breakthrough innovations
in antimalware, IoT security, behavioral analytics, and artificial intelligence and its technology is licensed by more than 180 of the world’s most recognized technology brands. Founded in 2001,
Bitdefender has customers in 170+ countries with offices around the world.

For more information, visit https://www.bitdefender.com.


https://techzone.bitdefender.com/en/tech-explainers/living-of-the-land-attacks.html
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GravityZone Cloud MSP Security Solutions

Power up your portfolio with our advanced, scalable MSP-tailored security solutions and PHASR. Delivering
the optimal balance of control, flexibility, and scalability, our solutions provide you with the tools to enhance
your customers' defenses against cyber threats. Whether you prefer custom features or a comprehensive
package with advanced threat protection, risk-based threat hunting, and proactive services, we have what
you need:

> Secure (EDR) - Cost-effective, advanced threat detection ensures no risk goes undetected, safeguard-
ing your customers against evolving threats.

- Secure Plus (MDR) - Strengthens security with 24/7 expert monitoring, rapid incident response, and
proactive threat hunting, for continuous protection.

> Secure Extra (MXDR) - Delivers comprehensive protection with extended detection and response
(XDR), covering endpoints, identity management, and productivity applications for complete security.

Secure Secure Plus Secure Extra
Features (EDR) (MDR) (MXDR)

| Endpoint Risk Analytics ve

| Ransomware Mitigation & Rollback

| Advanced Threat Control

| Web Threat Protection

| Application Control (Blacklisting)

| Firewall & Device Control

| Advanced Anti-Exploit

| Automatic Disinfection and Removal

| Network Attack Defense

| Fileless Attack Protection

| HyperDetect™ (Tunable Machine Learning)

| Sandbox Analyzer

| Incident Visualization
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| Managed Detection and Response

| 24/7 Security Operations Center

| Incident Root Cause & Impact Analysis

| Threat Hunting & Threat Management

| Monthly MDR Service Report

| Extended Detection and Response (XDR) Identity

| Extended Detection and Response (XDR) Productivity

| Extended Detection and Response (XDR) Network

| Extended Detection and Response (XDR) Cloud

| EDR Data Retention (90 days / 180 days / 365 days)

| Compliance Manager
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| External Attack Surface Management
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| Proactive Hardening and Attack Surface Reduction

/included + available as add-on == not included

Learn more at: bitdefender.com/msp



https://www.bitdefender.com/en-us/business/products/managed-service-providers-security

