


FRIENDS, FIENDS  
and FACEBOOK: 
The new battlefield 
against scammers
GEORGE PETRE, TUDOR FLORESCU, IOANA JELEA



3

Table of Contents
Authors and Contributors .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 4

Abstract .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 5

1. Overview of Social Network Vulnerabilities .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 6

2. What exactly can happen? Social Networks as Attack Vector .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 8

2.1. Data Theft & Malware Dissemination . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                   9

2.2. Targeted Attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                  11

2.3. Content Alteration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                 11

3. Who’s Allowed to do What? Social Network Permission Systems .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 12

3.1. Facebook Permissions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                              13

3.2. The New Permissions – Another Stage in Facebook Interactions . . . . . . . . . . . . .             15

4. Facebook Attack Mechanisms .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 16

4.1. Account Hijacking Techniques using Facebook specific functions . . . . . . . . . . . . .            18

a) Likejacking  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 18

b) Tagjacking . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 19

c) Eventjacking .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 20

d) Fake Page Administration Notifications .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 21

4.2. Java Script Copy/Paste Scams . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                        22

4.3. Phishing through Fake Login Pages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                    23

4.4. Session Hijacking . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                  24

4.5. Social Media Malware – Trojan Case Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                              25

5. How Efficient are Social Media Attacks? .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 26

See who viewed your profile. A very short case study  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 27

6. Coming Changes .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 28

7. Conclusions  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 31

8. Guidelines .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 33

i. Password Policy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                      34

ii. Clear Cookies After Logging Out . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                        34

iii. Use Encrypted Connections . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                            34

iv. Enable all Log in Notifications  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                          34

v. Be prepared in case of Account Highjacking . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                               34

vi. Protect Your Users’ Information . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                         35

vii. Carefully Select Online Published Content . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                35



4

Authors and Contributors
Authors: 

George Petre – Bitdefender Product Manager, Social Media Security

Tudor Florescu – Bitdefender Online Threats Analyst

Ioana Jelea – Bitdefender E-Threats Analysis and Communication Specialist

Contributors: 

Loredana Botezatu – Bitdefender E-Threats Analysis and Communication Specialist

Razvan Livintz – Bitdefender E-Threats Analysis and Communication Specialist

Doina Cosovan – Bitdefender Virus Analysts

Razvan Benchea – Bitdefender Virus Analysts



5

Abstract
As e-threats targeting online social networks have outgrown their “media 
curio” status and advance to the front line of data security, we’ve come to 
view them as an essential vector of cyber-attacks designed with personal 
data theft in mind.

Given that more than 800 millions of people around the world are now 
active on the largest social network to date, the way information is 
exchanged and/or protected within this kind of environments has become 
one of the focal points of the data security industry. 

The last few weeks have kept users quite busy as they need to adjust 
to a lot of changes that have been or will be implemented by Facebook. 
After updating the Privacy Controls and silently pushing the Smart Lists, 
the f8 conference has brought usability and privacy to a new level with 
the introduction of Subscribers, News Ticker and a Wall facelift; let’s not 
forget about the 2 star changes- the Timeline and the new Open Graph 
features.

While these new features will increase interaction between users, they 
also give new proportions to privacy and security issues. The Timeline 
update alone is likely to redefine the concept of privacy itself, as the tiniest 
details of users’ lives can now be publicly shared and indexed. Moreover, 
the App Ticker makes it easier for users to see what apps their friends 
have accessed, which may have an impact on the speed with which a 
scam can spread once a person you trust has fallen for it. 

Even before these changes, Facebook was constantly under scam fire 
due to its popularity and huge user base. Classic scams are not extinct, so 
these changes are likely to add variety and, as it will be shown hereafter, 
efficiency, to a well established phenomenon. 

Another aspect worth considering is that social media presence is 
also a significant personal branding element based on which potential 
employees may be assessed during the recruitment process. Moreover, 
once candidates are employed, their social network accounts and all of the 
business-related data they may contain can be used by cybercriminals to 
design targeted attacks against the respective companies.

Therefore, this document aims to shed light on social e-threats and 
offer a set of guidelines on how individuals can avoid falling victim to 
cybercriminal attacks within social networks. While its purpose is to 
provide an overview of social media (platforms & applications) this 
whitepaper has a special focus on Facebook, the largest player in this 
area. 

The findings presented in this paper are mainly based on the activity of 
Bitdefender Safego, a free tool designed to keep social network accounts 
safe from e-threats targeting Facebook and Twitter users. Safego now 
protects more than 100, 000 Facebook users worldwide. 
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Overview of Social 
Network Vulnerabilities

1.
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All social networking Web sites are subject to flaws and bugs, whether log 
in issues, cross-site scripting potential, or Java vulnerabilities that intruders 
can exploit. A simple dropper Trojan that an attacker conceals as a widget 
or banner ad on the user’s page can sneak into an insufficiently protected 
system. When the user accesses an e-commerce Web site from the 
compromised machine, the Trojan could steal usernames and passwords, 
credit card numbers, as well as other sensitive data and send them to the 
remote attacker.

Social networks are among the few platform-independent applications in 
existence at this moment, which means that they can run on any desktop 
with a fairly recent browser installed as well as on all main mobile platforms: 
iOs, Android, Symbian and Windows Mobile. Moreover, while social 
networks, such as Facebook, have their own trusted cloud in which they 
keep users’ personal data, many unverified third party applications access 
such sensitive information (once users allow the requested permissions) 
which is then stored in the applications’ own cloud. There’s no way to control 
what happens to this data once it’s in an app’s private cloud.
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What exactly can happen? 
Social Networks  
as Attack Vector

2.
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Social networking hubs are targeted by cybercriminals due to the millions 
of contacts, e-mail addresses, pictures, and other sensitive data they 
contain. Social networks actually encourage users to keep public as much 
personal data as possible as the default privacy setting is “Public” or an 
equivalent.

The fact that private data can be easily transferred from the social network 
cloud to the private cloud of third parties makes it easy to steal. Often, 
a legitimate application that does exactly what its description claims 
may serve as the perfect tool for personal data theft. For instance, an 
apparently inoffensive game app promising to reveal to the user what his/
her name tells about his/her character requests many permissions and 
illicitly tags all the user’s friends.

In this case, tagging ensures a wide audience for this scam and may open 
the way to all of these people’s personal data being stolen. Their e-mail 
addresses alone can turn a profit on the spammers’ market.

This kind of scam can spread to impressive numbers of social network 
members. A relevant example is the “See who viewed your profile” 
scam, which promises to show the victim how many people accessed 
his or her profile. According to data provided by Bitdefender Safego, 
this scam includes an average of 286 unique URLs per scam wave, 14 
unique Facebook applications, 1,411,743 clicks gathered and a 34 hour 
distribution spike per URL.

2.1. Data Theft & Malware Dissemination

Fig 1. Post advertising the game app
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Social media troubles do not end here. Many social networking Web 
pages could provide an ideal and cost-efficient platform to distribute 
viruses, worms and bots, Trojans, rootkits, spyware, adware, grayware, 
rogue security software as well as other malware varieties. Stolen 
e-mail addresses can be employed to distribute infected files via e-mail 
attachments. Or a piece of code could be appended to each member’s 
page so that when the user logs in, a bot is automatically downloaded 
into the system, transforming the unprotected computer into a “zombie” 
(a compromised machine that is part of a larger net of infected machines, 
called botnet, which an attacker remotely controls).

Fig 2. List of Permissions requested
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The user’s list of friends (included in the info made available to the app 
developer due to the “Access my basic info” permission) can be exploited 
by attackers. An intruder could gather data on the size of the organization 
the respective person works for , its hierarchy, work expertise and IT&C 
literacy, etc. This information might pinpoint an employee who could 
be tricked into revealing even more sensitive data that will provide the 
backdoor into the company’s network.

Scenarios involving combined tactics are also possible. With highly 
versatile social engineering techniques, attackers can use an online 
professional network to target employees who are not likely to be data 
security experts but who may have access to essential data resources 
stored within the organization’s network. 

Let’s consider a hypothetical attack scenario which consists of trying to 
persuade the unsuspecting victim to deliver sensitive data by e-mail. 
Carefully crafting the message to give it the appearance of a legitimate 
message (from the CEO, for instance) is likely to work. If the e-mail has 
attached a malware-laden PDF file that the employee opens, the hacker 
gets access to the organization’s network and extracts the data he needs.

Fig 3. All of the user’s friends are automatically tagged

2.2. Targeted Attacks

Posts, comments and video responses can be turned into unwanted 
adware or spyware. Without reinforced security measures and constant 
efforts to preserve the integrity of the displayed content, social network 
pages, groups and profiles might be spoofed or hijacked.

2.3. Content Alteration
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Who’s Allowed to do 
What? Social Network 
Permission Systems

3.
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The most important social networks have developed platforms allowing 
third parties to develop applications targeting network members. To install 
and run on users’ accounts, such applications need to access various 
types of data within the account, based on a set of Permissions. Each 
Permission (as visible to the user in the Permissions box represented 
here to the right) corresponds to several categories of data. For instance, 

through the “Access my basic info” permission, the user can allows access 
to a whole set of personal info, such as his/her list of friends and any other 
info shared with everyone. As there is no possibility of selecting which of 
this info will be accessed, the user may not be fully aware of what data is 
actually exposed. An attacker using a scammy app can steal all of it.

As Facebook is the most popular social network, this section is going to 
focus on its permission system and the risks to users’ personal data. The 
entire list of permissions, as seen from the app developer’s side, together 
with the associated data that they grant access to, can be found here.

Fig 4. An application’s Permission page. Access my basic info covers: 
user’s name, profile picture, gender, networks, user ID, list of friends, and 

any other information the user has shared with everyone.

3.1. Facebook Permissions

https://developers.facebook.com/docs/reference/api/permissions/
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What about what happens on the user’s side? Here are a few examples of 
how permissions can be misused for personal data theft purposes. 

Send me e-mail. Social network applications are entirely cloud-based, 
which means they use their own cloud (Facebook applications are not 
developed by Facebook unless so specified). It is impossible to control 
what happens to the data that goes into the cloud. This means that e-mail 
addresses may end up in the hands of spammers. Facebook offers users 
the possibility of hiding their real e-mail address and of using a disposable 
address for each application. However, this option is not activated by 
default and it’s designed to block future spam waves, after the user has 
removed an application or reported it for spam generation.

Access my basic info. Together with the e-mail address, the user’s basic 
info can help spammers create customized messages that exploit the 
user’s expressed likes, interests and so on. These two permissions may 
be intrusive, but they are necessary for the operation of many legitimate 
apps that need to clearly identify users to keep communicating with them. 

Manage my pages. This permission can become a dangerous tool in the 
wrong hands as it allows retrieving the access tokens for the pages the 
user administrates. Consequently, the rogue app having requested it might 
start posting automatic messages (apparently coming from the legitimate 
user) on every page the victim administrates. 

Post to wall. Fake apps will use this permission to flood the user’s 
wall and his friends’ walls with unwanted content that helps it spread. 
Legitimate apps will use it to post interesting or useful info the user has 
expressly agreed to receive and read (e.g. statistics). 

Access my data anytime. This permission might allow creators of tricky 
apps to send their message out at the right moment, without the risk of 
their being deleted by the account holder. When this permission is not 
requested, the app can only interact with the user’s account while the 
user is logged in. In general, unless the app is a game, users will only 
be logged in for a short period. If the app can access the user’s data at 
any time, once the initial inoffensive content has secured a large enough 
audience, it will be easier for the app creator to introduce harmful content 
when his action might go unnoticed by the account holder. 

As there is a fixed set of permissions an app can require, the user’s 
challenge is to find a way to tell good apps from the bad apps. 

One solution would be for the user to carefully consider what the app 
promises to deliver and how plausible the promise is (“who viewed your 
profile”, “first status ever on facebook”, for instance, are productive baits 
for fake apps). A search on the Internet may uncover doubts about an 
app’s legitimacy.
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The recent changes in the structure of the Facebook accounts announced 
at the September 2011 f8 conference provide developers with the 
necessary permissions to make application-generated messages more 
salient onto the users’ new profile (Timeline). With the introduction of the 
“widget” concept, Facebook practically allows developers to take action on 
various objects, which brings interaction to a whole new level. Until now, 
everyone who had an application installed interacted with his friends inside 
the app. Now, the app is on the user’s wall, so anyone who interacts with 
the user profile interacts with the app.

Considering the short lifetime of spammy apps, this could boost their 
efficiency. However, given that the feature has just recently been 
introduced, it will probably take a while until the scammers heavily exploit 
it. 

Facebook will also adjust the permission request flow in order to 
accommodate the recent changes. This means that users will first be 
requested to allow a set of essential permissions, including E-mail and 
Publish Stream (granting the app access to the Timeline); the extended 
permissions list (some of which have been described in detail above) will 
appear in a second dialog page. Facebook now offers users the ability 
to revoke any of the permissions in the extended list, which theoretically 
offers them more control over the information they grant access to and 
over the actions applications can take.

3.2. The New Permissions –  
Another Stage in Facebook Interactions
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4.

Facebook Attack 
Mechanisms
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A scam app will automatically post messages on the victims’ wall and on 
their friends’ walls in order to trick as many people as possible into clicking, 
and spreading it further. Attention-grabbing messages (the baits) combined 
with specific actions that trigger users’ reflexes (from a mere click, to a tag 
and even the creation of an event) make for the perfect scam.

With one click, users will see their accounts flooded by fake automated 
posts, as in the picture below.

Fig. 5 Variants of the very widely spread  “See who viewed your profile” scam

Fig. 6 Automated posts
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4.1. Account Hijacking Techniques using Facebook 
specific functions

a) Likejacking 

After clicking a link to view shocking or scandalous video content, the 
victim will discover that a message is automatically posted on his Wall, 
saying he LIKED that link. How is this possible? A java script places a 
hidden “Like” button under the video Play button. The user clicks to see 
the video, without realizing that he is “liking” it.

This threat has had an interesting evolution. At first, the Facebook “Like” 
mechanism consisted of a line displayed under the “Recent activity” 
heading on the user’s Profile page. Later, the platform improved this 
feature’s viral mechanism, making its output similar to that of the “Share” 
function. In other words, all “likes” are now displayed on the user’s Wall 
with a thumbnail and a short description.

Fig 7. LikeJacking post
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b) Tagjacking

This technique relies on the tag option provided by the social network 
platform. After being lured into clicking a link to some video content, the 
victim will discover that a photo has been added to his/her gallery and all 
of his/her friends were tagged in it.

The tagjacking phenomenon is endowed with an extremely viral spreading 
mechanism, which helps secure a wider audience for the scam message, 
as illustrated below:

FRIEND A (clicked the link) -> FRIEND B* (gets a post on the wall about 
being tagged, may or may not click the link) -> FRIEND C* (sees the post 
about B being tagged and has access to the bad link even if B does not 
click it)

*B is A’s friend and C is B’s friend.

Fig 8. Tagjacking step 1

Fig 9. Tagjacking step 2
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c) Eventjacking

This scam consists of creating a fake event to trick users into clicking and 
spreading a bad app. For example, you are invited to attend the alleged 
launch of the OFFICIAL “see who viewed your profile” app.

In all cases discussed so far, once they’ve illicitly secured an audience, 
cybercriminals can replace the initial inoffensive content (most commonly 
a movie) with malicious elements. The automatic post that remains on the 
user’s wall for everyone to see, can later lead to content that can put data 
in danger: phishing pages or, even worse, malware disguised as useful 
plugins.

Fig 10. Post announcing the fake event

Fig. 11 Fake event page
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Phishing is an illicit method of acquiring usernames, passwords or credit 
card details by creating a copy of a trustworthy entity’s web page. Phishing 
baits are usually sent out via e-mail or instant messaging. Once the 
user logs in to the social network, no app should ask for his/her account 
password again. Watching out for specific indicators of a page’s legitimacy 
helps users stay out of phishing traps: 

1. The page URL should not be misspelt and it should have SSL support 
for login (the https:// prefix in the address bar)

2. The year next to the page copyright elements should be correct.

3. The real Facebook page offers users the option of logging in using their 
native language.

4. Not all options on the real Facebook page are on the fake one. 

To take control of a Facebook page, stealing the password is just one 
option The account can be hijacked through an application while the 
legitimate user is logged in.

4.3. Phishing through Fake Login Pages 

Fig. 16 Real Facebook page

Fig. 17 Fake Facebook page
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In an untrusted network, users browsing insecurely may fall victim to 
session hijacking. The Firesheep Firefox extension was created as a proof 
of concept for this vulnerability, in an effort to increase awareness about 
the importance of browsing over an SSL connection.

A full description of this phenomenon is available here.

Shortly after Firesheep was a hot topic on the media agenda, Facebook 
allowed users to browse the social network under a secure connection, 
whenever possible. This was an important step towards safer social 
network interactions, even if the loading of a non-SSL application forced 
them to switch back to a non-secure connection.

On April 19, 2011 Facebook further improved SSL support by introducing 
the automatic switch back option, together with other security features. 
In addition, the Facebook Platform Roadmap set October 1, 2011 as a 
deadline for SSL support implementation in Canvas apps.

Even if Facebook has made a lot of progress in implementing SSL, most 
users still don’t resort to secure browsing and even the most popular 
pages do not offer full SSL support. The low adoption rate of SSL may 
indicate the lack of awareness of the advantages this practice presents. 
Also, this option is not enabled by default. 

4.4. Session Hijacking 

http://www.pcworld.com/article/209333/how_to_hijack_facebook_using_firesheep.html
https://blog.facebook.com/blog.php?post=486790652130
https://blog.facebook.com/blog.php?post=10150153272607131
https://developers.facebook.com/blog/post/497
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The case of Trojan.FakeAV.LVT takes social engineering to a new 
level. The scenario is extremely complex: a friend apparently initiates a 
conversation with the target in a Facebook chat window. The chat starts 
with lines such as “Hi. How are you?”, “It is you on the video?” or “Want to 
see?”, followed by a link to a video apparently featuring the target.

A click on the link shows a YouTube page containing a video with the 
target’s name in the title (actually taken directly from the target’s Facebook 
profile). Moreover, some of the target’s friends (whose names are taken 
from the Facebook friends list) appear to have commented on the video.

If the target clicks to see the movie, he or she will be asked to download 
a new version of Flash Player, because the already installed version is 
“outdated”. The download actually places a Trojan on the user’s PC.

The malicious code is added to the firewall list of authorized applications, 
and sometimes the firewall will be disabled altogether. All notifications 
generated by the firewall and the antivirus installed on the PC will be 
disabled, stripping the system of all protection. The Trojan displays a 
popup warning and requests a system reboot to perform the alleged virus 
clean-up. A complex update mechanism allows the malicious code to 
remain undetected and to constantly add new malware components.

Trojan.FakeAV.LVT has an innovative rogue AV component. Fake antivirus 
solutions generally trick users into downloading them by showing pop-
ups claiming that the PC is infected with malware. This Trojan starts by 
displaying personalized warning messages similar to those of the AV 
solution it finds installed on the system. The malicious code determines 
which AV is running on the machine and the interface language selected 
by the target so it can mimic the captions, icons and messages consistent 
with the personalized settings of the installed AV.

4.5. Social Media Malware – Trojan Case Study 

Fig 18. Page displaying the video allegedly starring the victim with 
comments apparently generated by the victim’s friends.
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5.

How Efficient are Social 
Media Attacks?
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Scams are said to hit users in waves. A scam wave consists of several URLs 
leading to applications that have almost identical functionalities, spread 
through approximately the same message, within a short period of time. 

The success of a scam wave relies on a combination of social engineering 
and virality. The baits that fall under the same theme (such as the extremely 
popular “see who viewed your profile”) are crafted to work the right emotional 
triggers and cover a variety of targets.

Viral effects are achieved by enhanced spreading mechanisms that employ 
altered platform functionalities, such as in the case of tagjacking  
(see b) Tagjacking).

The results can be impressive.

See who viewed your profile.  
A very short case study
• 286 unique URLs per wave, on the average.

• 14 unique Facebook applications, on the average.  
(apps.facebook.com/app_uniq)

• 1,411,743 clicks gathered (according to URL shortening services)

• 34 hour distribution spike per URL.

Fig 19. Social engineering at work in the  
“See who viewed your profile” scam variants.
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Coming Changes

6.
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September 2011 brought multiple changes for Facebook. While the new 
features will increase interaction between users, privacy and security 
issues have again been pushed to new limits. New avenues for attackers 
include five possible scenarios:

1. Smart Lists will push users to share more info 
publicly... supplying more ammunition for targeted 
attacks.

Smart List encourages people to complete their profile with job, education 
and work projects. Every time somebody creates a list with colleagues 
from a specific job, they tag this in their profile. Of course, this is generally 
not confidential information, and the users have the final decision in 
approving the info. But having this information public and indexable 
will make it easier to create high-level targeted attacks. Attackers find 
out exactly who is working in a specific company, their job and, more 
importantly, what project they are working on. We are talking about 800 
million users.

2. Subscribers could increase the number of 

spambots, just like on Twitter.

The main difference between Facebook and Twitter attacks is that 
Facebook has many hijacked accounts while Twitter is inundated 
with spambots. With the new subscriber feature, Facebook is open to 
Spambots and “how to get more subscribers” schemes. Cloning Twitter 
features may also mean importing Twitter scams.

Fig 20. Tagging people in Smartlists
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3. Everything you’ve ever shared on Facebook is now 

available and easy to browse.

The Timeline is a revolution of usability. But it’s also the open story of our 
life. If a user doesn’t change the default settings to restrict who can see the 
wall, this story will be available to anyone: friends, photos, places you’ve 
checked in, relations and much more. It was available until now, but not so 
easy to use.

4. Health is now social... and public.

The Facebook timeline considers health information social. Now it’s easy 
to share health-related information such as breaking a bone, undergoing 
surgery or overcoming an Illness. Probably the most disturbing point here 
is that this information is set to “Public” by default.

5. Widgets... the open door to interactive scams.

Facebook introduces the “widget” concept to the new Timeline. It lets 
developers take action on various objects. This moves the interaction to 
a whole new level. Until now, everyone who had an application installed 
interacted with his friends inside the app. Now, the app is on the user wall, 
so anyone who interacts with the user profile interacts with the app.

This could increase the short lifetime of spammy apps. Of course, it will 
likely take a while until the scammers exploit this new feature. But every 
viral feature has eventually been exploited by social media scammers.

Fig 21. Add health event

Fig 22. Publish health event, set to Public by default
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Considering the nature of the threats analyzed in this paper, it is safe to assert 
that most scam attacks rely on viral mechanisms. Whenever a new such 
mechanism appears or is identified, cyber-criminals will exploit it. That is why 
the new changes announced by Facebook which make applications’ presence 
and actions very visible in the users’ profiles are likely to allow social scams to 
reach unprecedented levels of efficiency. 

Considering the short URL disseminated scams detected by Bitdefender 
Safego, according to the statistics provided by the URL shortening services, 
more than 15% of the clicks gathered by malicious apps came from the 
mobile version of Facebook (m.facebook.com). A common data theft 
scenario is that amusing or even useful applications request additional 
permissions so as to access users’ personal data. The future lies in social 
malware and in social engineering, which means convincing people to 
“infect” themselves, by installing applications that have a “background” 
agenda.
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Here is a set of guidelines for social network accounts’ general configuration 
and safe use:

i. Password Policy
Use a strong password to social network accounts. Using the same 
passwords for other accounts increases risk. Once the password is stolen, 
the attacker has access to all associated accounts. 

Generate 12 character passwords with both upper and lower case 
characters, and no common names or brands, is a minimum requirement. 

Do not store the password in the browser on a mobile device so that in the 
event of theft, the respective device does not offer unauthorized access to 
your social network account. If you cannot avoid it, encrypt your file system 
and protect your system with a password. 

ii. Clear Cookies After Logging Out
Most websites use cookies to track users’ online activity. And Facebook uses 
them to track your activity even when you are logged out. You should clear 
your cookies whenever you want to ensure privacy while browsing. 

Also, researchers discovered Facebook can trace your browsing activity from 
any website that integrates the Like button, even if you do not click it.

A more consistent way to ensure privacy is to use the “Private browsing” 
features of browsers like Google Chrome or Mozilla Firefox, which clear 
cookies after you close the browser.

iii. Use Encrypted Connections
Always browse the social network under a secure connection (“https” prefix 
in the browser). Switch secure browsing back on once you have accessed 
content on pages that do not have SSL support. Never switch to an unsecure 
connection while in an open/unsecured network.

iv. Enable all Log in Notifications
Facebook allows you to receive notices by e-mail or SMS every time 
somebody logs in to your account from a new device. This helps you identify 
more rapidly any suspicious activity that may take place in your account. 

v. Be prepared in case of account 
hijacking
If your account is hijacked, you will be asked to provide a set of verification 
information to regain control over it. For verification purposes, it is advisable 
to associate your account with a phone number. 

However, you should also keep in mind that it’s very easy for a social 
network account to be hijacked if the phone on which the account is set up 
is stolen. That is why login from the mobile phone should not be automatic, 
while the phone should lock automatically.

http://nikcub.appspot.com/logging-out-of-facebook-is-not-enough
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1717563
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vi. Protect Your Users’ Information
Should you develop an application which collects and stores users’ 
private data, make sure that you encrypt this info using a strong algorithm. 
Remember to adequately protect the API key and secret of your applications. 
If you use input forms to collect info from your users, make sure that the info 
is transferred to your servers over a secure connection. 

vii. Carefully Select Online Published 
Content
It’s difficult to completely erase a piece of information once it’s published 
online. Web robots permanently scan for online content and multiply it 
uncontrollably. Before posting content online, carefully assess the legal and 
image consequences.
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