
TOTAL SECURITY 2012
Ultimate Silent Security

Key Features:

•	 Blocks viruses, spyware & spam
•	 Halts ID theft attempts
•	 Filters the links you receive from your Facebook 	
and Twitter friends 

•	 Keeps kids safe with cutting-edge parental 
controls

•	 Online backup
•	 Tunes up your PC for optimal speed 	
& performance

Engage Autopilot 
for Silent Security

No pop-ups. No configuring. No interruptions. That’s the kind silent 
security you’ll find in Bitdefender Total Security 2012. Antivirus, 
antispyware, antiphishing, firewall, comprehensive parental controls, 
social networking safeguards, and remote management features are 
just the beginning. Total Security adds file encryption, online backup, 
Tune-up, and more!
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*#1 ranking based on reviews from AV Test, Top Ten Reviews, Choice 
Magazine, ConsumerSearch.com and Which? Magazine (UK).

#1 Ranked Antivirus Software!* 
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Awarded Best Security 
For 2011

Highest overall score in protection, repair 	
and usability • Home User category 
http://www.av-test.org/certifications

Bitdefender Internet Security 2011 & 2012

Kaspersky Internet Security 2011 & 2012 

Panda Internet Security 2011 & 2012

Norton Internet Security 2011 & 2012

ESET Smart Security 4.2 & 5

McAfee Total Protection 2011 & 2012

http://www.bitdefender.com/solutions/total-security.html
http://www.bitdefender.com/


 TOTAL SECURITY 2012

MINIMAL SYSTEM REQUIREMENTS
Operating System: Microsoft Windows XP SP3 (32-bit), Vista (SP2), 	
Microsoft Windows 7 (SP1)
Available free hard disk space: 1.8 GB
CPU: 800 MHz
RAM: 1 GB

UNPARALLELED SECURITY
Bitdefender capitalizes on live and virtualized behavior-based detection, 
in addition to cloud-based services, to stop emerging e-threats that other 
products miss.
Active Virus Control – Monitors processes’ behavior while they are 
running to detect new & unknown viruses.

New! Rescue mode – Reboots your computer in a trusted environment, 
which is used for cleanup and restoration.

New! Virtualized Browser – Isolates the browser from the operating 
system in a Bitdefender-provided environment to block web-based threats.

Vulnerability Scanner – Checks for missing or outdated security software 
as well as potentially unsafe system settings.

Antispam – Stops unwanted e-mail from reaching your Inbox.

Two-way Firewall – Monitors your Internet connections and keeps 
strangers from accessing your Wi-Fi connection.

Parental Control – Blocks inappropriate content, restricts Web access 
between certain hours, and helps parents remotely monitor their children’s 
online activity.

WORRY-FREE SOCIALIZING 
Protect yourself, and your friends, from e-threats that attempt to exploit the 
trust you’ve built with them.
New! Social Network Protection – Filters the links you receive from your 
Facebook and Twitter friends and monitors your privacy settings.

Improved! Search Advisor – Gives advance warning of risky websites 
right in your Google and Bing search results.

ABSOLUTE SILENCE
Bitdefender's Autopilot makes all the security-related decisions for you!
New! Autopilot – Provides a hassle-free experience by making optimal 
security-related decisions without input from you. 

TOTAL PRIVACY 
Bitdefender protects your privacy and personal data with a range of 
specialized modules and functions.
Personal Data Filter – Prevents critical data, such as your social security 
number, from ever leaving your computer.

Antiphising – Blocks websites supporting various scams or credit card 
phishing attempts.

Chat Encryption – Keeps your conversations private on Yahoo!  
Messenger.

File Shredder – Ensures that no traces of your deleted sensitive files 
remain on your PC.

File Encryption – Locks up confidential files in an encrypted vault.

FULL SPEED
Bitdefender 2012 takes “scheduled scanning” to a whole new level, as the 
scanning only takes place when your system is idle.
New! Scan Dispatcher – Triggers system scans when resource usage 
falls below a certain threshold to avoid any impact on your system’s 
performance.

Tune-Up – Removes unnecessary files and registry entries, for optimized 
performance.

SECURE BACKUP 
Bitdefender Total Security comes with 2 GB of free, secure online space to 
backup your critical files.  
New! Safebox – Automatically backs up files and folders to a secure 
remote server and allows file sync between your computers. 

RECOMMENDED SYSTEM REQUIREMENTS
Operating System: Microsoft Windows XP SP3 (32-bit), Vista (SP2), 	
Microsoft Windows 7 (SP1)
Available free hard disk space: 2.8 GB
CPU: Intel CORE Duo (1.66 GHz) or equivalent processor 
RAM: 1 GB (Microsoft Windows XP), 1.5 GB (Microsoft Windows Vista 	
and Microsoft Windows 7)

Online registration of MyBitdefender is mandatory for receiving updates	
to keep you safe
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Online Backup (2GB) 

File Shredder 

Tune-up 

File Encryption 

Parental Control 

Firewall 

Antispam 

Home Network Management

Social Networking Protection

Chat Encryption

Quick Scan 

Antiphishing 

Search Advisor 

Antivirus & Antispyware

CHOOSE THE LEVEL OF PROTECTION THAT’S 
RIGHT FOR YOU!

Why Bitdefender?
• Award-winning, corporate-strength security 	
for the home 

• Technology trusted by 400+ million PC 	
users worldwide

• FREE 24/7 technical support 
• 30 day money-back guarantee

DISTRIBUTED BY


