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1. Introduction

In order to satisfy the security needs of our customers, an upgraded version of BitDe-
fender 9 Professional Plus was released. BitDefender 9 Professional Plus, already a
complete antivirus solution, is now even more powerful thanks to its new features:

* permanent antispyware protection;
* spyware scanning and cleaning;
» scheduled spyware scan tasks.

These new features bring to users some important benefits:
 privacy protection, by stopping spyware to gain access to your confidential data;

» improved system performance, by stopping spyware from consuming system re-
sources.

2. New features and changes

The new features introduced and the changes made to BitDefender 9 Professional
Plus affect mainly the Antivirus module. Below, you will see how each section was
modified.

2.1. Virus Shield

The new BitDefender 9 Professional Plus offers permanent antispyware protection.
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BitDefender Virus Shield Settings

=|-- Scan accessed files and P2P transfers options
(& Scan all files
) Scan program files only
+-(3 Scan user defined extenzions
Exclude extensions from scan: []
[ scaninside archives
Scan packed files
Scan for spyware
Scan floppy drive on access
=|-- Mction to take when an infected file is found
[=1) First action <Clean file=
ED Second action =Deny access and cortinue=
=+ Action to take when a suspect file iz found
=D First action <Clean file=
[E]] second action <Deny access and cortinues=
Do not zcan files greater than [S000] Kb
+-E Exclude path from scan

| QK | ‘ Cancel

Default

Virus shield settings

2.2. Scan

* Scan settings

What's new in v9.5

In the Virus Shield Settings window
the option Scan for spyware was intro-
duced. It provides on-access protection
against spyware and other threats, such
as dialers and adware, replacing the
Scan for riskware option.

BitDefender 9 Professional Plus offers the possibility to scan the computer for spy-

ware.
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BitDefender Virus and Spyware Scan Settings

=l Yirus scan options
Scan files
% Scan all files
3 Scan progrsm files only
+-{23 Scan user defined extensions
+-[] Exclude user defined extensions
Scan boot sectars
Detect riskware files
e Advanced scan options
Spywvare scan options
SCan memary
Soan registry

g Sican cookies
= + Action options
- Action ta take when an infected file is found
[=]] First Action =Disinfect files=
[Fl Second action <Move files to Quarantines
=l Action to take when & suspect file is found
EI] First action =Copy files to Quarantine=
[l Second action <hone (log ohjects)=
=+ Report options
|:| Showy all scanned objects

~

»

‘ [8]24 | ‘ Cancel |

Virus and Spyware Scan Settings

In the Scan Settings window, a new
category of options, Spyware scan
options, was introduced. This way, the
user will be able to scan all processes
from memory, all cookie files and all
registry entries for spywares. The spy-
ware scan settings are selected by de-
fault, for a full protection of your system.

Beside the new features presented above, some changes were made to the structure
of the scan options in order to make BitDefender 9 Professional Plus more accessible
to the users. The Scanning options category was renamed Virus scan options.
In the picture below, you can see how it was reorganized:

BitDefender Virus and Spyware Scan Settings

3 E| Scan files
H & Scan all files
€73 Scan program files only
[+ Scan user defined extensions
- D Excluds user defined sxtensions
Scan boot sectors
Detect rizkware files
- Advanced scan options
Open packed programs
Open archives
Open email archives
Use heuristic detection
Detect incomplete virus bodies
= Spyweare scan options
Scan memory

Scan registry

Scan cookies
=J- Action options

=y Action ta take when an infected file is found

ED First Action =Disinfect files=
ED Second action =Move files to Guarantines

~

‘ [o]28 | ‘ Cancel

Scan settings

The options Open packed programs,
Open archives and Open e-mail
archives were moved from the Scan
files category to a newly created one,
Advanced scan options. Here were
also moved the Use heuristic detec-
tion and the Detect incomplete virus
bodies options.

Scan for riskware was renamed De-
tect riskware files.

The option Prompt for reboot was
moved to the Other options category.

What's new in v9.5
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» Scanning window
The scanning window has been modified:

BitDefender Virus Scan B
SCANNING...
Spyware info Virus info

File Status [ Time
Scan time: 0m:01:05
Estimated time left: 004652
Scan speed (files/sec): 1
Statistics
Boat sectars: 5
Files: 17
Folders: BS
Archives: 5
Packed programs: 1
Results
Infected objects: 1]
Suspect objects: a
Warnings: a
Disinfected: o
Deletec: o
Copieck 1]
Mavved o
Renamed; o
Klentified viruses: L

Showy last scanned file
CDocuments and SettingsWdministratoriLocal Seftingsi\TempMicrosoft Office 2003 Setup(0001)_Task(0001) txt 52%

Pause I Stop

Scanning window

Depending on the scan target, spyware and/or virus information is available. If both
are available, click the corresponding tab to learn more about the spyware or virus
scanning process.

2.3. Scheduler

* Target objects

In the Target objects window, the objects are now listed in a dialog box.
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Target Objects

Select the objects you want to be scanned by
BitDefender:

Archives
--[w] Packed Files
g Riskware
= Scan for spyvare
Cookies
Registry 3

Cancel

Target objects

Target Objects

Select the objects you want to be scanned by
BitDefender:

Boot ”~
= Files

35|
=
z

Facked Files
Rizkware

Cancel

Target objects
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Two categories of options are available:
Scan for viruses and Scan for spy-
ware. The first one, contains the previ-
ous target options (Boot, Files, Mail,
Archives and Packed Files) plus the
option Riskware, which ensures the
scan for other threats than viruses,
such as dialers and adware. This last
option is similar to the Scan for
riskware option, which was removed
from the Analisis type window.

The Scan for spyware category en-
ables the scheduled scan for spyware.
Using the options from this new cat-
egory, the user will be able to scan all
processes from memory, all cookie files
and all registry entries for spywares.

All the target objects are selected by default, for a full protection of your system.

» The option List all scanned files was moved from the File Mask window to the
Report Info window.
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Report Info

If you want BitDetender to create a report,
check the "Create report file" boc

[ List all scanned ohiects

Create report file

Report file name :

| schedule log

Limit report file size to

e

| Back | ‘ Mext ‘ ‘ Cancel

Report Info

2.4. Update settings

An additional option was introduced in the Settings section of the Update module.

BitDefender 9 Professional Plus

Update Settings
; Update Incation seftings

" Update settings

Updates can be

General - Primary updste locstion seftings performed over the
hitp: fupgrade bitdefender com! Internet, directly or
(@ # [ Use proey through = prosy
- i i server.
ARG i+ Aermets update lncaion setiings
hitp: fiupgrade bitdefender comi
D] Lo prove If you access the
* prosy Internet thraugh &
= Automatic update options prowy server, please
Antispam =+ Automstic check for updates inpLt your praxy
= Wanual updste settings server's sddress snd
@ & Silert updste authertication data (if
) Prompt before downloading updates applicabls)
Fireweall o
Advanced options By defaut,
I:‘ Wait for rekoot, instead of prompting BiDefendsr
- Dant update it scan is in progress automatically checks
Updste tor updates every
haur,

Please note that some
updates may recuire
@ rehoot. BitDefendsr
will keep weorking
wwith the old files until
Apply ‘ | Default | reloot

e your every it

(& bitdefender More Help

Update Settings

Don't update if scan is in progress will not allow BitDefender to update if a scan
process is running. This way, the BitDefender update process will not interfere with
the scan tasks.
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3. Contact information

As a valued provider, SOFTWIN strives to provide its customers with an unparallel
level of fast and accurate support. The Support Center listed below is continually being
updated with the newest virus descriptions and answers to common questions, so
that you obtain the necessary information in a timely manner.

At SOFTWIN, dedication to saving its customers time and money by providing the
most advanced products at the fairest prices has always been a top priority. Moreover,
we think that a successful business is based on a good communication and a commit-
ment to excellence in customer support. For the past 10 years SOFTWIN has estab-
lished an indisputable reputation in exceeding the expectations of clients and partners,
by constantly striving for better communications. Please do not hesitate to contact us
regarding any issues or questions you might have.

SOFTWIN

5th Fabrica de Glucoza St.

PO BOX 52-93

Bucharest

Romania

Technical support: <suport@bitdefender.com>
Sales: <sales@bitdefender.com>

Phone: +40 21 2330780

Fax: +40 21 2330763

Product web site: http://www.bitdefender.com
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